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1. Introduction
There are three kinds of NAF-specific keys that can be derived by GAA：Ks_NAF (in the case of GBA_ME),Ks_int_NAF and Ks_ext_NAF(in the case of GBA_U).Before a NAF and UE use shared keys obtained by means of the GBA to protect the Ua reference point, they should agree which type of keys to be used, Ks_(ext)_NAF or Ks_int_NAF.
In this discussion document, we discuss some kinds of mechanisms that NAF and UE negotiate the type of keys to be used to secure Ua reference point.
2. Problem description

Some NAF applications can be accessed by both ME-based applications and UICC-based applications, and the key required may be either Ks_(ext)_NAF or Ks_int_NAF. Before communicating with a UE, NAF needs to know which type of keys will be used. The NAF should not determine based on the information sent by UE, because generally UE is unbelievable.

There also exist some applications which require that only one kind of key (i.e. Ks_int_NAF or ks_NAF etc) should be used. Before communicating with a UE, NAF should know whether the UE is GBA_U aware. Then NAF shall decide whether accept the connection request from UE or not based on the information. This UE capability information should not be sent by UE, because generally UE is unbelievable.

On the other hand, When a UE wants to access some applications on the NAF,It also needs to know which type of keys will be used. It should not determine according to its own capability only, because the key it chooses may be not up to the requirement of NAF, i.e. NAF requires Ks_NAF, but UICC-based application decides to use Ks_int_NAF. So UE shall choose key based on not only its own capability, but also the requirement of NAF.    
3. Proposed solutions
We suggest that NAF specifies the type of keys that can be used to every application of NAF .The type should be one or more of the three kinds:Ks_NAF, Ks_int_NAF and Ks_ext_NAF. If NAF specifies more than one kinds of keys, it shall specify the priority being used to each type of key.That information specified by NAF can be called key choice information.

Before UE first accesses an application，it shall get the key choice information and store it. Then every time UE accesses the application, it shall decide which type of keys to use based on the key choice information of the application and UE capability. In this document, UE capability means whether UE is GBA_U aware.   
How does NAF know which type of keys to use? We suggest two alternative mechanisms: 1)It is BSF who decides which type to be used to secure Ua based on UE capability and key choice information specified by NAF. Then BSFreturns the choice to NAF. 2) NAF gets UE capability information from BSF,and then makes a decision according to UE capability information and key choice information of applications. 
The negotiation details are as follows:

alternative 1:BSF decides for NAF which type of keys to be uesd .See the figure 1 below.












                              Figure 1
1. NAFs or application server providers specify key choice information (Ks_(ext)_NAF or Ks_int_NAF ) to every application in key choice information. 

2. There is a network entitiy，i.e.HSS that stores a copy of the key choice information for every application. 

3. When a UE first discovers an application, it shall get and store the key choice information .The information may be got from network operator,i.e. network push the information by means of short message, or got from application server directly.  
4. UE stores key choice information of every application. Then, every time UE accesses the application, it will not have to get the information from network or application server, and just use the information stored in UE.
5. When UE wants to access NAF, it shall first send a request message.  
6. Before communication between the UE and the NAF can start, the UE and the NAFshall first have to agree whether to use shared keys obtained by means of the GBA. If the UE does not know whether to use GBA with this NAF, it shall implement the Initiation of Bootstrapping procedure (described in clause 5.3.1.of TS33.220).

7. Then bootstrapping procedure shall be implemented to agree on a key Ks between UE(ME or UICC) and BSF. The BSF shall send a 200 OK message, including the B-TID, to the UE to indicate the success of the authentication.

8. Then UE decides which type of keys to use based on the key choice information of the application and UE own capability.  And UE shall make a decision according to the following policy:
1)  In the case that UE is GBA_U unware:

 --- If Ks_NAF is not required in the key choice information,i.e. only Ks_int_NAF (or Ks_ext_NAF) is required,or either Ks_int_NAF or Ks_ext_NAF is required , then UE can not access the application.

-- -If Ks_NAF is required in the key choice information,,i.e. only Ks_ NAF is required,or either Ks_int_NAF(or Ks_ext_NAF) or Ks_NAF is required, then UE shall choose Ks_NAF no matter whether Ks_NAF has first priority.

      2)  In the case that UE is GBA_U aware:

 ---If key choice information indicates that only Ks_NAF is required or Ks_NAF has first priority , UE should choose Ks_ext_NAF in place of Ks_NAF.

 ---If only Ks_int_NAF(or Ks_ext_NAF) is required in the key choice information, then UE shall choose Ks_int_NAF(or Ks_ext_NAF).

 ---If key choice information indicates that either Ks_int_NAF or Ks_(ext)_NAF(Ks_ext_NAF or Ks_NAF) is required. Then if Ks_int_NAF has first priority, UE shall choose Ks_ int_NAF. If Ks_(ext)_NAF has first priority, UE shall choose Ks_ext_NAF.

9. UE now starts the communication over Ua reference point. And UE supplies the B-TID to the NAF in request message.
10. The NAF requests from the BSF the keys corresponding to the B-TID, which was supplied by the UE to the NAF over the Ua reference point. The request message shall also contain NAF_ID and GSID which indicates which application on NAF being accessed.
11. BSF will request the key choice information of the application indicated by NAF_ID and GSID from HSS.

12. Now BSF have both key choice information and UE capability which is got in GUSS during bootstrapping procedure. Then BSF shall decide which type of keys to use based on key choice information according to the same policy with UE. Then BSF return the choice to NAF.

Now the type of shared key is negotiated successfully between UE and NAF.
alternative 2: It is NAF who makes a decision to use which type of keys.See the figure 2.










 Figure 2
1~9. The step 1~step 9 is the same as that in alternative 1 above.

10. The NAF requests from the BSF the keys corresponding to the B-TID, which was supplied by the UE to the NAF over the Ua reference point. The request message should also contain NAF_ID and GSID which indicates which application on NAF is accessed.
11. BSF derive NAF-specific key according to UE capability which is got in GUSS during bootstrapping procedure. BSF does not decide which type of keys that NAF will use and just  returns the derived keys, Ks_NAF (in the case of GBA_ME )or Ks_int_NAF and Ks_ext_NAF(in the case of GBA_U ), to NAF.

12. NAF knows the UE capability according to the type of key returned by BSF. If Ks_NAF is returned,it shows that the UE is GBA_U unware. Otherwise, UE is GBA_U aware. Then NAF shall decide which type of keys to use based on UE capability information and key choice information according to the same policy with UE.

Now the type of shared key is negotiated successfully between UE and NAF.

4.  Conclusion
In this document,we recommend the alternative 2 scheme .
In alternative 1, the decision of the type of NAF-specific keys to use is made by BSF, but it will add too much burden to BSF: BSF needs to request key choice information of applications from HSS,and then make a decision every time it receives NAF-specific keys request from NAF. The reference Zh point needs to have a little change and therefore TS29.109 is affected. 
In alternative 2, it is NAF who decides which type of keys to use and BSF don’t need to have any change and just return NAF-specific keys to NAF.Only a key choice decision logic needs to be added to NAF. And also the reference Zn, Zh,Ub points need not to be changed .
So we think alternative 2 is the better one.

5. Proposal 
We suggest selecting the alternative 2 for negotiating the type of keys to be used to secure Ua between UE and NAF, and a CR to TS33.222 is attached. we hope SA3 to approve it.
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