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1. Introduction
Since there are more than 1 billion people with SIMs and it will take long time to upgrade SIMs to USIM, there should be a way to offer services whose authentication is based on GAA to the 2G subscribers. In S3-050053, a solution for 2G GBA is proposed by NOKIA. In solution of NOKIA, KDF is used to derive AVUMTS from one or several AVGSM. This paper introduces an alternative solution for consideration. 

2. Solution for 2G GBA
2G authentication is an one-way authentication. UE can’t authenticate the network. In design of 2G GBA solution, mutual authentication should be considered. 
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The above figure shows the principle of our solution. The steps of bootstrapping are detailed in following:
1. UE sends an HTTP request to the BSF. User identity is included in this message.
2. BSF retrieves the complete set of GBA user security settings and one 2G authentication vector (RAND, SRES, Kc) over Zh interface from HSS. BSF discovers the UE is equipped with SIM by using the information retrieved from HSS, such as AV, content of GUSS.

BSF derives CK and IK by using Kc. CK=Kc||Kc, IK=(Kc1⊕Kc2)||Kc||( Kc1⊕Kc2), where Kc1 is the first 32 bits of Kc, Kc2 is the last 32 bits of Kc. MAC is computed by using an integrity algorithm. IK is used as key of intergrity algorithm and RAND is an input parameter of integrity. The integrity algorithm can be Kasumi or SHA-1 and other algorithm implemented in UE.
3. RAND and MAC are sent to UE.
4. RAND is sent to SIM. SIM will send Kc and RES to UE. UE derives CK and IK, CK=Kc||Kc, IK=(Kc1⊕Kc2)||Kc||( Kc1⊕Kc2). UE verifies the received MAC by using IK and RAND to compute a MAC. If the two MACs are same, the authentication to network is success. 
5. UE sends another HTTP request, containing the Digest AKA response (calculated using RES) to the BSF.

6. BSF authenticate the UE by verifying the Digest AKA response using SRES.
7. BSF generates Ks by concatenating CK and IK.

8. BSF send 200 OK message to UE to indicate the success of authentication.

9. UE generate the Ks by concatenating CK and IK. Ks is used to derive Ks_NAF which is used to protect the communication of Ua interface.
3. Compare with solution in S3-000053
There is some difference between above solution and solution in S3-000053.

1: We think one GSM AV is enough for an authentication procedure. So there is no need to use the “server specific data” field. In our solution only one AV is sent to BSF for authentication of UE. 
If it is recognized that only using one AV will lower the security level of 2G GBA, several AV could be sent to BSF. BSF should derive MACs for every RANDGSM. One RANDGSM is sent as RANDUMTS. The other RANDGSM are sent in “serbver specific data”. MACs are concatenated and sent to UE. UE will verify the MACs by using corresponding RANDs.
2: In solution of S3-000053, all elements in AVUMTS is derived by using KDF. While in our solution, only MAC is generated by using MAC function, such as Kasumi or SHA-1. Our solution will be faster.
3: The KDF function can be SHA-256. The integrity function in our solution is SHA-1 or Kasumi. There is no need to add new integrity algorithms to UE since SHA-1 or Kasumi is already implemented in UE. SHA-256 could also be used in our solution. 
By the way, since AUTN described in S3-000053 is not same as AUTN used in 3G AKA, we proposed to rename AUTN in 2G GBA to MAC or other appropriate word.
4. Proposal

As described in section 3, our solution is more efficient than solution in S3-000053. We propose to derive CK and IK by concatenating Kc and get MAC by using IK and integrity algorithm so that the solution will be more efficient. We propose SA3 to consider our solution and our suggestion in making the specification of 2G GBA.








































































