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1. Overall Description:

SA3 would like to thank ITU-T SG 17 for their LS on General Security Policy for Secure Mobile End-to-End Data COM17-LS05-E [S3-050005]. SA3 has reviewed and discussed X.msec-3. SA3 is interested in the new ideas presented in the document that security service can be provided as value added service and service providers should provide different degree of security service to meet user’s customized security requirement. However, care should be taken not to introduce bidding-down attacks.
There are the possibilities to have different levels of security in mobile security as specified in R6. For example in the GBA case, the shared key is generated by GBA_U has better security quality than key generated by GBA_ME. The operator could control user access to services by using GUSS/USS. However, it may be different from the point of view of X.msec-3.

Although the idea that security be provided as value service is of advantage to operator and user, but it will affect current network architecture, especially charging function. SA3 would consider this in future 3G security.

SA3 suggests that it may be useful to consider the following reference specifications, if the group has not already done so:

· XACL / XACML  (XML Access Control Language) to enable access control to data (description of access policy) 
· P3P Platform for Privacy Preferences 
· SASL (Simple Authentication and Security Layer) for protocol negotiation 
· Liberty Alliance: Authentication Context for description of security levels 
· For the identity management the Liberty ID-FF specifications are important.
2. Actions:

ACTION: 
none.
3. Date of Next TSG-SA3  Meetings:
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