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1 Introduction

TS 33.222 specifies secure access methods to Network Application Functions (NAF) using HTTP over TLS in the Generic Authentication Architecture (GAA) and currently it seems considering only the case where, from the UE side, the HTTPS protocol is terminated on the ME. 

As SA plenary (SA#27) agreed on the need to specify this option urgently, this paper goes through parts of the GAA architecture aimimg to detect possible mayor impacts to be taken into account. The decision of the SA plenary was to allow a possible integration of this item, for the case that the work is completed till June.
2 Discussion

According to TS 33.220, “A GBA-aware ME shall support both GBA_U and GBA_ME procedures”. 
At the time this decision was made, it was argued that this would only means two commands for the ME to support.
Originally GBA_U procedure was introduced to support the UICC-based MBMS key (re)distribution mechanism. At the beginning, as no other use cases were evident, SA3 considered to mandate GBA_U support only for MBMS-capable MEs, but then SA3 agreed to mandate it for all GBA-aware MEs, as this was perceived as “future proof”. 

As the possibility of having HTTPS protocol terminated on the UICC has been endorsed by SA Plenary (SA#27) This is not quite accurate SA3 had made the working assumption of optional HTTPS support in the UICC. SA3 asked the SA plenary for permission to complete this work for the Release 6 timeframe. The SA plenary did not agree, but they wanted the work to be completed with urgency in all WGs. This includes SA1 to review the use case. SA Pleanry made the decision to allow the possibility to inclusion of the HTTPS, in case that everything is ready till June. SA plenary did not endorse any use case. This would be the task of SA1 and they have not seen this use case yet. and as it implies the use of Ks_int_NAF, mandating GBA_U support for all GBA-aware MEs was really a “future proof” decision, so no major impacts are singled out on the ME side. SA Plenary made no decision or analysis of the ME impacts. The statement that there will be no impact on the ME side, was made as a company statement during last SA3#37 meeting.
According to TS 33.220, “The UICC shall be able to distinguish between authentication requests for GBA_U, and authentication requests for other 3G authentication domains” as in the GBA_U case “The 3G AKA keys CK and IK resulting from a run of the protocol over the Ub reference point shall not leave the UICC”. 

Actually, the use of GBA_U is not restricted for MBMS-related purposes only. The need for further use cases should be reviewed by SA1. It should not be assumed that as a default every application should uses both GBA and GBA_U.Moreover, in case such a restriction is written somewhere, it would conflict with the future-proof decision of having GBA_U supported on all GBA-aware MEs (in general, regardless from the MBMS support) and, then, it should have to be removed. There is a general misconception of the decision here, to make room for possible enhancements, does not imply that every change to enable a possible use case is automatically accepted. Further extensions to the usage of Ks_int_NAF can be studied as part of R7.
During the e-mail discussion, it was pointed out that using GBA_U for purposes beyond the MBMS one might be a problem, as it would implies more than one Ks_int_NAF on the UICC. The impacts on the UICC are only one possible area where some clarifications, CR’s and work is needed. Other areas are NAF, BSF, HSS.
Referring to this, maybe some smartcard manufacturers can: 

· explain if this is a major problem, 

· report the possible impacts of this specific aspect on the 3GPP standardization work, 

· the impacts to the network nodes need to be studied, how can the home operator be kept in control in the roaming case

· what are the required changes to CT1 and CT4 specifications
· inform about possible technical limitations on the maximum number of Ks_int_NAF keys that can be stored /handled in parallel on the UICC; 

· how is the security of the Ks_int_NAF key ensured, if it is handed to a Java application / web server in the card
· do we need new commands in CT6 for this interaction
· inform about the standardization to enable that a generic Java application can access the Ks_int_NAF key

· say if the effective number of Ks_int_NAF that can be stored/handled in paralled on the UICC can be configured by the Operator, using “standard” configuration mechanism, e.g. Over The Air (OTA). 

· how the bootstrapping is triggered from the UICC and error cases there are managed

According to TS 33.220, “BSF shall support both GBA_U and GBA_ME bootstrapping procedures. The decision on running one or the other shall be based on subscription information (i.e. UICC capabilities). The BSF shall be able to acquire the UICC capabilities related to GBA as part of the GBA user security settings received from the HSS”. 

Actually, the above-mentioned subscription information allows the BSF to decide which GBA mechanism to use (GBA_U or GBA_ME), based on the UICC capabilities and on the specific application/NAF. As TS 33.220 is “general”, this applies for a generic NAF and it is not limited to the special case where NAF=BM-SC. That the BSF supports both, does not automatically implies how he can make the decision and how this decision is communicated to the NAF. Using a URL name based NAF approach brings also some disadvantages e.g. when using PSK TLS. The home-operator should be kept in control and easy upgrades should be possible, in case there are many BSFs or a user is equipped with a new card. 
SA3 should reflect on the full impacts and different options how to solve the key decision problem and provide a good solution in the R7 framework.
According to this, no mayor impacts are singled out on the BSF side.
According to TS 33.220, in case the GBA_U procedure has been chosen (by the BSF), “Both the UICC and the BSF shall use the Ks to derive NAF-specific keys Ks_ext_NAF and Ks_int_NAF during the procedures…. If applicable. Ks_ext_NAF and Ks_int_NAF are used for securing the Ua reference point”. Moreover, “… the UE and the NAF have to agree, which type of keys to use, Ks_ext_NAF or Ks_int_NAF, or both. The default is the use of Ks_ext_NAF only. This use is also supported by MEs and NAFs, which are GBA_U unaware. If Ks_int_NAF, or both Ks_ext_NAF and Ks_int_NAF are to be used, this use has to be agreed between UE and NAF prior to the execution of the procedure described in …. Any such agreement overrules the default use of the keys. How this agreement is reached is application-specific and is not within the scope of this document”. Nevertheless, the NAF needs to know which key to use, currently CT1 only defines in TS24.109 one key usage. The BSF can hard-code this information, but this it would be easier to store the information centrally in the HSS. If the user then gets a new card only the HSS information would only be needed to be updated, this is especially useful, if there are many BSF nodes. If the ME and the UICC use the same application, then a default setting would exclude one use case. 
According to this, if the particular application on the NAF knows that the HTTPS protocol has to be terminated on the UICC, the NAF is able to override the “default” behavior, asking the BSF to provide the Ks_int_NAF and this is already written in the TS33.220.  The NAF requests key material, but how can he know which key material to request. The subscriber info is not stored in the NAF. To keep the home operator in control the home network should indicate to the (visiting) NAF the right key usage.
According to this, no major impacts are singled out on the NAF side. The key decision problem for the NAF needs a solution. URL based solutions have disadvantages, when ME and UICC access the same application or when PSK TLS is used. 
Always referring to the NAF, the whole GAA has been specified by SA3 assuming a “generic” NAF. The following addresses the meaning of the word “generic”. The NAF can reside in the home network or a third party network. These cases need to be reflected.
If the “generic” NAF is an Application Server (AS) that SA3 may decide, in the future, to “include” in the 3GPP specs (as we did for the Presence Server or for the BM-SC), then this NAF is not “generic” at all and for it SA3 will have the opportunity to specify whatever aspect (i.e.: to allow/mandate/prevent the use of an Authentication Proxy, to decide the specific protocol to use to secure the Ua interface, and, in case HTTPS is chosen, if it has to be terminated, from the UE side, only on the UICC, only on the ME, or to leave the decision open to the Operator, etc… ). 

If the AS is really “generic” (i.e.: SA3 does not intend to “include” it in the 3GPP specifications and/or it is owned by a third party that it is not a 3GPP party at all), there are n.2 cases: 

· The Operator decides to deploy an Authentication Proxy (AP) and to put the AS behind the AP. In this case, the AP is a quite “known” NAF, I mean that it is not a really “generic“ one and it is already addressed by TS 33.222. But what happens, if the NAF is offering his service to ME and UICC?
· The authentication proxy would need to make a decision which key to use for each AS. This can be done e.g. via default Ks_ext_NAF, table for key usage or URL indication. PSK TLS would not work properly with URL indication and especially for a restricted environment like the smart card the usage of PSK TLS to secure the communication would be beneficial. 
· The Operator decides to trust the AS and to link it directly with the BSF, over the Zn interface. In this case, can /shall  SA3 put/mandate whatever requirement on this really “generic” NAF?  

Finally, TS 33.222 provides details specifically for the case where the Ua interface is secured with HTTPS protocol. During the whole GAA specification work, Ua interface has been intended “between NAF and UE” and it has never been “restricted” as “between NAF and ME”. New use cases for service enabling are the area of SA1 and should be considered there.
According to this, having the HTTPS protocol terminated on the UICC does not conflict with TS 33.220, nor with TS 33.222. 

Particularly referring to TS 33.222, where the “HTTPS case” is specified, shall we just make clear there that both possibilities are allowed? If PSK TLS shall be used then the URL based approach is not working and another solution for key indication is needed.
3 Conclusion 

As SA Plenary (SA#27) endorsed the need to specify urgently the case where the HTTPS protocol is terminated on the UICC, this contribution aims to single out possible major impacts on the GAA architecture. It points out some issues, but the impacts on the core network side should be studied in more detail.
As SA3 tried to keep the GAA as “generic” as possible and as SA3 agreed to mandate the GBA_U support on all GBA_aware MEs, no mayor impacts have been singled out. To allow one option, does not imply that anything that might enable a different usage then MBMS is automatically accepted.
Some clarifications would be asked to smartcard Manufacturers, as a possible UICC-related problem has been raised during the e-mail discussion.
SA3 should reflect on the mechanisms and impacts how the key choice is made and then communicate their result to CT1, CT4 and CT6. Then these can take appropriate manners to integrate this new use for R7.






















































