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Abstract

This contribution proposes the 3GPP WLAN security architecture as a generic and comprehensive security solution for TISPAN NGN access.
The contribution revises 05bTD176 with updates that address the comments received since TISPAN#5bis.
Note to WG2 interim meeting: This contribution addresses also RACS architectural aspects.

1
Introduction

Note: This document updates the former contribution 05bTD176 by addressing received feedback as follows:

· The document provides more information on details. The document considers more scenarios, in particular also a roaming scenario where the access method changes and clarifies the use cases.
· The IPsec tunnel is made optional and is not required by all scenarios.

· QoS impacts are covered partially in that the null-tunneling case allows QoS handling and IPsec in tunnel mode allows at least for differentiated marking of the outer IP header. Any other QoS aspects with active tunnels in place have not been considered; this is left to 3GPP for further studying.

· NAT traversal is described by giving an explanation on the UDP encapsulation mechanism.

· Mapping of the 3GPP WLAN architecture incl. 3GPP AAA server to the TISPAN NGN NASS & RACS architecture accomplished; including illustration with example architectural flows.

· PDG renamed as a PDGF (Packet Data Gateway Function). The PDGF may need less functionality than a full 3GPP PDG; however this is FFS; e.g. PDGF may omit NAT, FW or PM functionality if possible.

· Dropped Approach 1 “SPDF terminates IKEv2” and Approach 2 “BGF terminates IKEv2” from 05bTD176.
· Section added with open issues that are not addressed in this document.

Note: This contribution is submitted as TD-12 into the WG2/WG3 interim meeting (Darmstdt) and as TD-19 into the WG7 interim meeting (Oslo).
TISPAN NGN defines the NASS subsystem for generic network access. NASS will provide means to enable NGN subscribers with their NGN UE (mobile terminal, NGN enabled laptop, PDA, CPE etc) to access the offered NGN services of the NGN core network provider through an access network (WLAN, xDSL, cable).

This contribution considers the security aspects of NGN access.

While it would be basically possible to engineer and standardize a security solution for each access network type; i.e. one specific solution for xDSL, another solution for WLAN etc, we believe that security issues for each access type are very similar when taken at an adequate abstraction level and that thus, a single unified and access-independent approach to access security should be sought. Such a unified solution would

· reduce complexity: only one security architecture with fewer number of entities and interfaces instead of a zoo of methods and variants,

· reduce implementation costs: enable reusable security components across several access network types.

· reuse of available and existing security standards.

In this contribution we motivate the use of the 3GPP WLAN security approach as a viable generic access security solution for NGN. We call this the generic NGN access security.

Note: NGN access security addresses the security issues how to gain access to the NGN (core) network. NGN access security has to be distinguished from access security at the lower (link) layers such as gaining access to a xDSL network.

We show that the 3GPP WLAN security approach would provide a profound security solution for the xDSL and WLAN NGN access network types. We also show a mapping of the 3GPP WLAN security architecture, its entities and interfaces onto the NGN architecture with possible instantiations for xDSL and WLAN access networks. The mapping could be viewed also as a first order appropriation of the NGN security architecture, yet it is quite certain that there may be further NGN security aspects beyond generic NGN access security, that this proposal does not address.

We do not provide a mapping of the generic NGN access security solution to BB-cable (DOCSIS); such one is theoretically possible; still IPCablecom/DOCSIS-based access networks have a different functional architecture with different protocols and mechanisms than TISPAN NGN. We leave addressing of this particular access network within NGN as for further investigations.

2
Security Requirements

The generic NGN access security shall meet the following basic requirements:

· support non-roaming scenarios (i.e. the home network offers the access connectivity and access control).

· support roaming scenarios (visited network offers access network connection whereas the home network offers NGN service access and access control) or (visited network offers NGN services access and home network provides access control).

· support a variety of NGN UE (terminals)

· mutual authentication of UE and access network

· mutual authentication of UE and serving network

· support of 3GPP (U)SIM/UICC

· access control and authorization through home network

· security protection of network data (signaling and media) across insecure access networks

· key management with key agreement/distribution of keying material for data protection

· support of anonymous (user identity privacy) communication identities

· support NAT/FW traversal

· provide countermeasures against Denial-of-Service attacks

· scalable to a high number of UEs/CPEs

· early deployments in the NGN home network need no adaptations in the NGN visited network

· support of local and remote IPv4/IPv6 addresses.

· support of nomadicity.

3 Overview of 3GPP WLAN Security

The reader who is familiar with 3GPP WLAN security can skip this chapter.

TS 23.234 and TS 33.234 show an architecture and provides procedures for WLAN interworking with 3GPP systems. This section briefly and roughly highlights the crucial architecture and important procedures. Please refer to the Technical Specifications for more information. This section shows simplified 3GPP WLAN architecture diagrams by omitting several elements and interfaces that are not critical to the understanding of the WLAN access network operations (all OSS/BES, HLR/HSS etc).

In the following diagrams, the WLAN access network is to be understood to include the WLAN access point(s) and other devices (routers etc), those elements are not shown in the diagrams. The WLAN itself is seen as a black-box.

3.1
Scenarios

Figure 1 shows the simple scenario for non-roaming where the home network provides the network connection. The 3GPP AAA server authenticates and authorizes the WLAN UE and decides on the network service access of the WLAN UE. The 3GPP AAA server also provides authentication of the 3GPP home network to the UE. (Green interfaces Ww and Wa); this refers to access authentication and authorization. Access based charging is provided by means of standard AAA techniques.

The Wireless Access Gateway (WAG) can be considered as a packet filter/router that relays (protected) data packets between the UE and the PDG (Red interfaces Ww, Wn, Wp). The WAG receives the policy information (e.g. filter rules) from the 3GPP AAA server through interface Wg.

The PDG terminates the security tunnel (blue line to indicate the E2E security association) from the UE. The PDG performs the security encapsulation/decapsulation of protected packets (Interfaces Wp, Wu). The PDG may further filter packets, perform NAT, IP address allocation etc. The PDG forwards the decapsulated packets received from the UE to the core network (e.g. IMS, not shown) (Black interface Wi). The PDG is responsible for service based charging.

Some WLAN access networks may offer direct access to the Internet; this is called WLAN direct IP access; such an interface is also indicated.
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Figure 1: Scenario 1: Non-roaming architecture

Figure 2 shows a roaming scenario where the visited network relays the authentication and access control to the home network. The 3GPP AAA proxy acts as the authentication/authorization relay towards the 3GPP AAA server in the home network (Green interfaces Wa, Wd). The PDG is located within the home network where the services are provided.
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Figure 2: Scenario 2: Roaming architecture – Home network provides services

Figure 3 shows a roaming scenario where the visited network provides the NGN services. Only the NGN access authentication and authorization is decided in the home network.
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Figure 3: Scenario 3: Roaming architecture – Visited network provides services

3.2
Procedures

From a security perspective, authentication and tunnel establishment basically proceed as follows:

1.) UE and 3GPP AAA Server (possibly via 3GPP AAA proxy) mutually authenticate using EAP-AKA. EAP encapsulates the AKA challenge-response protocol. The 3GPP AAA server also decides upon the access control. Note, that an alternative EAP-SIM authentication protocol may be used in case the UE does not hold a USIM but only a SIM. EAP-AKA and EAP-SIM protocols provide mechanisms to identity protect the IMSI by encrypting the temporary identity.

The specification also features a fast re-authentication procedure for some expedited authentication update procedure during an established WLAN session later on. This procedure re-uses established authentication keys. Fast re-authentication is functionally equivalent to full authentication but provides less security and should not be used in untrusted access networks.

The AAA server retrieves the user profile from the HLR/HSS.

2.) Once UE and 3GPP AAA server have been mutually authenticated, UE and PDG establish an end-to-end secure tunnel among each other. UE and PDG use IKEv2 key management to establish a security association and IPsec keying material between UE and PDG. The PDG authenticates using an X.509 certificate, while the UE authenticates using EAP-AKA within IKEv2 (or EAP-SIM-AKA within IKEv2).

3.) After the tunnel has been established, UE and PDG send packets through the IPsec protected tunnel (ESP tunnel mode).

TS.33234 profiles IKEv2 and IPsec for that purpose by selecting suitable crypto suites.
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Figure 4: Access authentication, tunnel establishment and tunnel operation

4 Mapping of the WLAN security architecture to NGN architecture

The WLAN security architecture and its procedures are not specific to IEEE 802.x wireless networks. The concept is generic in the sense that any IP-based access network between the UE and the visited/home network can be bridged with those procedures.
The NGN generic access should particularly be useful and be applicable for NGN operators that interconnect with WLAN hotspots, or for example for NGN operators that allow xDSL subscribers of third party ISPs access to their NGN services. The generic NGN access solution may be less suitable in a pure NGN environment where the NGN access network is under control of the NGN core; in such a case there may be other appropriate solutions.
We show in this section how the WLAN security architecture can be mapped to the NGN architecture.

The User Access Authorisation Function (UAAF) performs user authentication, as well as authorisation checking, based on user profiles, for network access. The Access Management Function (AMF) translates network access requests issued by the CPE. The Network Access Configuration Function (NACF) is responsible for the IP address allocation to the CPE.

3GPP WLAN Entity
TISPAN NGN Functional Entity

WLAN UE
CPE, CNG, TE

WAG
RACS-access node

PDG
Packet Data Gateway Functionality (PDGF)

3GPP AAA proxy
AMF, (visited)-UAAF

3GPP AAA server
home UAAF

The 3GPP WLAN security approach can be mapped to the NASS and RACS of the TISPAN NGN architecture. None of the existing components were identified as suitable candidate to act as a tunnel end point. Hence a new functional entity PDGF (same as the WLAN PDG but with lesser functionality) will be needed and this will be placed at the edge of the NGN. In the following sub-sections, we identify three possible scenarios that we will come across in the NGN.

4.1
Scenario 1: Non-roaming case

This approach considers IKEv2 tunnel establishment as an item that is related to (RACS) signalling that is kept separate from transport.
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Figure 5a: Generic NGN access and service authentication (non-roaming scenario) 

[image: image6.emf] 

Generic Access Authentication response  

H - UAAF  

IKEv2  

PDGF   AMF  

Tunnel authentication  

E2E Tunnel  

IP address, Config info  

Generic Access Auth. request  

UE  

CLF  

RACS   P - CSCF  

Network location info  

NGN Service Authenti cation (opt.)  


Figure 5b: Non-roaming scenario - message flow
Here the CPE authenticates to its own home NGN. It authenticates to the NASS where the AMF forwards the authentication requests to the corresponding UAAF (home-UAAF in this case). The CLF sends network location information of the client through the RACS (on the e4 interface) and to the UAAF (on the a4 interface). On successful authentication, the NASS sends IP address and configuration information to the CPE, 

The PDGF serves as termination of the security association of the tunnel (IKEv2 tunnel establishment) with similar functionality as the PDG (in the WLAN scenario). Tunnel authentication refers to the process of letting the NGN/IMS authenticate the inbound tunnel from the CPE; also to send link tunnel establishment with access authentication and the H-UAAF to send security credentials to the PDGF. The tunnel authentication may support service authorization if the CPE provides appropriate service information during tunnel establishment.

Once the E2E tunnel has been established, NGN service authentication may take place between the CPE and the P-CSCF (or the application server). NGN service authentication may re-use existing 3GPP IMS authentication procedures (HTTP digest or even simple password method which is protected by the E2E tunnel (tdb). NGN service authentication is an optional procedure, complementing tunnel authentication.
4.2 Scenario 2: Roaming case

In this scenario, the CPE roams to a new network and accesses the NGN services from this visiting network. 

The CPE authenticates to the NASS components in the visiting NGN. The AMF forwards the authentication requests to the corresponding UAAF (visiting-UAAF in this case). This V-UAAF is unable to authenticate the CPE and hence forwards the authentication request to the H-UAAF in the CPE’s home NGN. The CLF sends network location information of the client to the RACS (on the e4 interface) and to the V-UAAF (on the a4 interface). On successful authentication, the NASS in the visiting NGN sends IP address and configuration information to the CPE, 

Irrespective of the scenario (scenario 1 or 2), services like IMS are accessed through the IPsec tunnel by a simple IP based reference point.
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Figure 6a: Generic NGN access and service authentication (roaming scenario)
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Figure 6b: Roaming scenario - message flow
The tunnel may be established between CPE and PDGF in the visited or home NGN network, depending where the required services are provided. The different NGNs might be connected with one another through a secure tunnel. Hence the two tunnels should be differentiated.

Note: NASS and RACS specifications may need to be revisited and double-checked to ensure that the functional description of the NASS/RACS elements is in alignment with the NGN generic access mapping. Likewise, the above mentioned scenarios may introduce new interfaces within the NGN architecture. 

4.3 Scenario 3: No tunnelling case

In some scenarios, it is useful to have generic NGN access authentication, but not the tunnel. Some of the scenarios where tunnel might not be needed are listed below.

1. IPsec tunnel mode will bundle the sessions and when fine grained QoS policy controlling is needed at the access network, tunnelling might not be suitable (this is FFS). However, different DiffServ marking in the outer IP header for the different IP flows within the tunnel is possible and requires only some changes in the CPE and PDGF.
2. In some simple network scenarios (e.g. access network securely connected to NGN core, there may be no NAT between CPE and NGN core network), then the IPsec tunnel can be avoided.

3. In some cases, the CPE is allowed to authenticate to the IMS layer directly without using tunnel authentication.

In such cases no tunnel should be maintained. For security, IPsec transport mode is a suitable option for protecting the traffic between the CPE and the PDGF. Optionally, in some access networks, there might be tunnel which might extend only till the access router in the access network and security should be provided between the access router and the PDGF.
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Figure 7a: Generic NGN access and service authentication (scenario without tunnel)
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Figure 7b: Scenario without tunnel - message flow

5 Example Architectural flow
The Figure 8 shows how the RACS and NASS functional entities are involved in the NGN access and service authentication. The diagram shows how the NASS/RACS functional entities (in the circles) could find themselves positioned in the scenario. But, this is just one example and more scenarios can be envisioned. The circles in white represent NASS functional entities and the circles in brown are RACS functional entities.

The edge node in the NGN should function as a RADIUS client (RC) as it itself cannot authenticate the CPE. It forwards the authentication requests to the AMF which functions as a RADIUS proxy (RP). The AMF in turn forwards the authentication request to UAAF, which functions as the RADIUS server (RS) and authenticates the NGN access requests. The positioning of AAA server depends on the particular scenario. 

The CLF registers the association between the local and remote IP address(es) allocated to the CPE, user identity, user preferences and related network location information. It also acts as an interface between the RACS and the NASS. The NASS supports 'push-model' for information that also concerns the RACS. The A-RACF RACS component interfaces with the CLF. 

The SPDF receives QoS information from the AF and conveys it to the A-RACF. The SPDF also receives the pin-hole policy rule which has to be installed at the C-BGF. The SPDF may use some middle box signalling protocol like MIDCOM (MIDdlebox COMmunication) or NSIS to install these rules at the filter. 

After successful access authentication the CPE may establish a secure tunnel to the PDGF by running IKEv2.
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Figure 8: Example architectural flow

6 NAT traversal

The UDP encapsulation [rfc3948] method specifies the methods to encapsulate and decapsulate ESP packets inside UDP envelope for the purpose of NAT and firewall traversal. The UDP headers may also reuse the IKE port numbers for this purpose. Figure below shows the packet structure when UDP encapsulation is performed. However, some NATs expect refresh messages and hence a keep-alive packet should be sent periodically to retain the NAT bindings.
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Figure 9: NAT traversal using UDP encapsulation
Note: The outer IP header refers to the tunnel endpoint (CPE or PDGF).
7 Open Issues
The following open issues are not addressed in this document:
· Is ISIM needed? Hard ISIM works, soft ISIM should also work. This should be addressed by WG 1 and WG 2.

· WG 1 should consider “generic access” from the requirement’s perspective and in terms of being relevant to Release 1? Should this solution be part of release 1, beyond R1? A generic access solution in non-nomadic environments appears feasible within NGN R1 scope.

· WG2 should investigate the impacts on the NGN architecture.

· Use IPsec transport mode? Would this be a new requirement towards 3GPP and R7 because of QoS?

· Which entity decides the IPsec tunnel establishment? Is it the CPE, is it the PDGF, or some other NASS/RACS entity?
· It is not clear if and how NASS and RACS document will address the Generic NGN Access solution. WG 2 has to investigate this issue.

8
Proposal

Siemens would like to propose generic NGN access security as sketched above as an important integral piece of the TISPAN NGN security architecture.

We would like to detail and further engineer the shown approach as part of the development of the NGN (security) architecture.

9
Conclusions

We have shown the need to use a generic security solution for NGN access. The security solution is based on 3GPP WLAN interworking technology that can be mapped to the ETSI TISPAN NGN architecture.
We have also shown that the generic NGN access security solution is able to satisfy some of the  important security properties:

· A single unified and generic security solution suitable for many NGN access network types (WLAN, xDSL,…). 

· Independent of the access technology. Access network independence is achieved by voluntary IP tunnelling.

· Supports nomadicity and roaming wherein home NGN based services can be accessed from anywhere.
· Authentication and access control of UE.

· Authentication of the access network; thus there is a mutual authentication among UE and access network.

· Secure bridging of the insecure access network (IPsec tunnel).

· 
· Provides uniform security protection for SIP, for H.248/Megaco and even for end-to-middle media security for NGN.

· Reuse of available and existing standardized 3GPP security mechanisms (AKA, U/ISIM, IKEv2, IPsec);

· Compatible with 3GPP WLAN Release 6 security and compliant with 3GPP Release 6 security architecture.

· Re-use of standard security components and protocols (AKA, EAP, IPsec, IKEv2 and other security mechanisms).

· Deployment of 3GPP/UMTS security infrastructure (UICC, I/USIM).

· NAT detection and support of NAT and of firewalls (IKEv2, UDP encapsulation, IKE/IPsec ports).

· Integrated key management (IKEv2).

· Integrated protection against Denial-of-Service attacks (by use of the optional IKEv2 cookie mechanism).
· Generic end-to-middle network protection of all application and media data.
· Wide support of security mechanisms in terminals (wire-based and wireless); most modern operating systems support IPsec nowadays.

· Reduced complexity by using fewer number of security entities in the NGN architecture.

· Support of IPv4 and IPv6.

Therefore, we conclude that the generic NGN access security solution as proposed in this contribution is comprehensive in many regards and incorporates and covers many of the other partial security approaches around (GBA, TLS, media security). We believe that generic NGN access security would consume less efforts and development resources in the end as compared to implementation of the various individual security methods and techniques.
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2. E2E tunnel establishment (EAP-AKA within IKEv2 or EAP-SIM within IKEv2)







3. Data packet protection within E2E tunnel (IPsec ESP tunnel mode)











1. WLAN access network authentication and authorization�(EAP-AKA or EAP-SIM)
















