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1 Introduction 

This contribution comments on the following two contributions to SA#38, sent to the SA3 list on 19 April:

· (Ericsson) “Proposal for SA3 working assumptions on IMS security extensions”

· (Ericsson, Nokia, Nortel, Huawei) “Updated WID proposal: IMS security extensions”

The objective of the comments is to include Generic Access Security in SA3’s study on IMS extensions. 

2 Generic Access Security

Generic Access Security re-uses the security mechanisms specified in TS 33.234 for 3GPP IP access:

· It establishes an IPsec ESP tunnel between a UE and a PDG by means of IKEv2.

· The UE is authenticated by means of EAP-SIM or EAP-AKA as part of IKEv2.

Generic Access Security has in-built NA(P)T traversal capabilities. 

Generic Access Security is completely access network independent. (Although it was developed in the context of 3G-WLAN interworking, it does not use any properties particular to WLAN.)

Generic Access Security supports nomadicity and roaming in a natural way.

Generic Access Security provides integrity and confidentiality between UE and PDG. Hence it has in-built media protection capabilities. 

Generic Access Security terminals and network elements may re-use the security functionality defined for 3G-WLAN interworking in 3G Release 6, for Generic Access to A/Gb interface in 3G Release 6, and for UMA Generic Access.

Generic Access Security can be easily complemented with security mechanisms to provide authentication for the IMS. Generic Access Security and IMS authentication together then provide complete IMS security. 
These authentication mechanisms could be: 

· http digest 

· http digest aka

· address binding between IP address and IMPI

· IMS AKA as in TS 33.203 Release 5

· others

These options would need further study.

Generic Access Security can use SIM, USIM and ISIM as client credentials.

Generic Access Security can be used to provide security for access to other services in the same way (single sign-on).

Generic Access Security is currently under discussion at ETSI TISPAN, cf. the attached Siemens contribution “Securing the generic NGN access”. 

3 Comments on Ericsson’s contribution “Proposal for SA3 working assumptions on IMS security extensions”

The contribution says: “As it currently seems, TISPAN is not planning to mandate the use of this solution [i.e. generic access security], and consequently SA3 should focus on other solutions that solve the NA(P)T traversal issue.”

and:

“Solutions similar to 3GPP WLAN Interworking are not assumed even though they may be usable for some other context.”

Comment: to our knowledge, TISPAN only agreed that this solution is not to become part of their Release 1. But as 3G Release 7 extends beyond TISPAN Release 1, SA3 should look more to the future and also study issues which may become relevant for TISPAN Release 2. This approach is, by the way, acknowledged by the authors of the draft WID (including Ericsson) by including media protection among the study items. Media protection is not part of TISPAN Release 1 either.

Therefore, the proposed working assumption should not be accepted by SA3 in this respect. The SA3 working assumptions should include Generic Access Security for further study as part of IMS security extensions. 

4 Comments on “Updated WID proposal: IMS security extensions” by Ericsson, Nokia, Nortel, Huawei

We propose to add the following sentence at the end of section 4 “Objectives”:

“Another example of the issues that are not targeted for R1 of TISPAN, but should be within the scope of 3GPP R7 is also to study requirements and need for IMS security based on Generic Access Security, as well as the possible solutions.”

Please note that we do not claim at this moment to know which solution should be selected in the end, we only want to make sure that no potentially interesting approach is excluded from the study covered under the proposed work item on IMS security extensions. 

Conclusion
SA3 is kindly asked to endorse the comments made in section 3 and 4 of this contribution.




