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1 Introduction

A UE that is connected to BM-SCs of two or more operators can have problems identifying which keys belongs to which key management server and stream if the two BM-SCs of different operators by accident use the same MSK ID.

2 Discussion

An MSK is uniquely identified globally by the Key Domain Identifier, Key Group part and Key number part. If a UE is only connected to BM-SC(s) of oneoperator, it suffices to identify an MSK by the Key Group part and Key Number part. The concatenation of these two values is guarantied to be uniqe for each BM-SC within an operator. 

This is stated in TS 33.246 [1] in clause 6.3.2.1: 

NOTE:
It needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.

However, if a UE is connected to BM-SCs of more than one operator at a certain point in time, it is possible that the same Key Group part and Key Number part are used by two or more of the BM-SCs. Admittedly, this is not very likely, but it could happen. The problem is that even though different operator’s BM-SCs would use different Key Domain ID, the Key Domain ID is not present in the User Service Description. Thus, when a UE receives an MTK, it cannot know to which BM-SC it belongs, and collisions with Key Group part and Key Number parts are possible for the MSK used to protect the MTK.

To avoid the problem the Key Domain ID could be supplied in the User Service Description. Since the User Service Description also includes the IP address and port on which the MTKs are delivered, the UE can then map the MTK to the correct Key Domain ID. 

3 Conclusion & Proposal

To conclude, it seems as if the simplest solution is to signal the Key Domain ID in the User Service Description. It is proposed that the accompanying CR is implemented in TS 33.246 [1].
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