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1. Introduction

In this document, we present our comments on the proposal in S4-AHP210 that proposed an FEC framework for stream bundling in MBMS. We also propose a more efficient and robust architecture.

2. Security

This architecture requires the FEC decoder to use unauthenticated packets as inputs. When the forged packets are used in the FEC decoding procees, the FEC decoder will either declare a decoding failure even if it received enough symbols to FEC decode OR it will produce packets with arbitrary content. These packets with arbitrary content will subsequently be rejected by the SRTP or SRTCP. Thus even if the received packets are eventually useless to the application, the receiver has to spend computational effort to FEC-decode the unauthenticated forged packets.

It may be assumed that 3GPP is a private network and man-in-the-middle attacks are less likely to happen. But the impact of such an attack is very big, especially since this is a broadcast system, many subscribers will be affected. Forging of a single repair packet can result in the FEC decoder failure or subsequent rejection of media packets by SRTP. 

When streams belonging to more than one user service are bundled together, obviously the resultant bandwidth is the sum of the bitrates of the individual user services. The receiver spends significant effort in processing the high bitrate stream at lower layers, spends significant effort in FEC decoding all of the bundled streams. When the UE spends so much effort, it is desireable to switch between any of the streams that it is processing. The operator may want to bundle the streams to which the user has unrestricted access and the user may want to switch between them instantaneously.

When individual streams are encrypted with a common key, the SRTP layer can be placed below FEC in the protocol layer, as is done in the current FEC framework [2]. Thus all packets that go into the FEC decoder are authenticated and decrypted.

3. multiplexing

MIKEY packets should not be protected in the FEC bundle. Only RTP and RTCP packets belong to the bundled user services should be protected in the FEC bundle. In the architecture proposed in AHP210, there is a chance that the FEC decoder produces if the MIKEY packets are FEC protected and the FEC decoder produces irrelevant MIKEY packets due to other forged packets that made their way into the FEC decoder. Then SRTP that is above FEC decoder cannot use those keys for authenticating or decrypting.

The reliability of MIKEY packets is ensured by other means. For example,

Quote from 3GPP TS 33.246: "Reliability of MTK delivery is reached by re-sending MTK messages periodically.  In order to increase the possibility that UEs receive a new MTK in time, MTK messages may be sent before the RTP traffic changes over to a new MTK.

There is little penalty in periodic repetition of the MIKEY packets. In AHP210, if there are 4 user services bundled together, there may be 4 different KEYs and four different MIKEY streams. 

If a common KEY is used to authenticate/decrypt all of the streams, then the MIKEY packet may be repeated four times so that there is high chance of receiving atleast one of them. Note that the bitrate used for MIKEY stream is the same in both cases. Placing the MIKEY packets evenly spaced will ensure that all of the repeated MIKEY packets are not washed out by a bursty loss.

Thus it is desirable not to insert MIKEY packets in the FEC bundle.

When RTP and RTCP packets are the only packets that are part of a FEC bundle, the recovered packets can be identified in the FEC source block using ‘PayloadType’ field in the RTP and RTCP headers. 

FEC protected media packets received correctly can be associated to the RTP stream they belong to by conventional means (IP address and port number).  In order to allow an association with one of the RTP streams in such a case where a FEC protected media packet has been lost and was recovered by the FEC decoding, it is necessary to have identifying information in the protected part of the packet.  Normally, the association is performed using the IP address and port number, and both are part of an IP header, which is not FEC protected. According to our proposal, the association is established by the means of the RTP payload type.

An RTP packet from media stream A, during the FEC encapsulation process, receives an RTP PayloadType A.  An RTP packet from packet stream B, receives a PayloadType B, even if the original payload types of RTP packets from streams A and B are the same.  

FEC repair packets, generated by the FEC encoding and depacketization process, receive another value in their payload type fields, which is different from A and B. 

If more RTP streams are to be FEC protected, more different values could be assigned to their payload types.  Since the RTP Payload type field is 8 bits in length, hundreds of RTP streams could be protected simultaneously.  

The mapping between the modified payload types and the original individual media stream is signaled in the SDP file. This is a simple extension of the mapping done in the existing FEC streaming framework [2]. 

The sender inserts the FEC Payload ID after the RTP header of the source packets and modifies the PayloadType field to indicate the change. This is exactly same as is done in the current FEC framework [2]. This approach does not need any additional fields.

The RTP packets belonging to the media streams that are not part of the FEC bundle can be identified by their own port number. Their headers are not modified.

The following example shows the SDP file that signals the PayloadType mapping for four streams that are bundled together. It also shows the signaling of PayLoadType for one stream that is not part of FEC bundle. The repair packets stream is sent to a seprate port.

---------------------- Video 1 ----------------------------------------------------

m=video 4002 RTP/AVP 97 96 

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144

a=rtpmap: 97 rtp-mbms-fec-source/90000

a=fmtp:97 opt=96; FEID=129;FIID=12435;FOTI="1SCxWEMNe397m24SwgyRhg=="

---------------------- Video 2 ----------------------------------------------------

m=video 4004 RTP/AVP 99 98 

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144

a=rtpmap: 97 rtp-mbms-fec-source/90000

a=fmtp:99 opt=98; FEID=129;FIID=12435;FOTI="1SCxWEMNe397m24SwgyRhg=="


---------------------- Audio 1 ----------------------------------------------------

m=audio 4006 RTP/AVP 101 100 

a=rtpmap:98 AMR/8000

a=fmtp:98 octet-align=1

a=rtpmap: 99 rtp-mbms-fec-source/8000

a=fmtp: 101 opt=100;FEID=129;FIID=12435;FOTI="1SCxWEMNe397m24SwgyRhg=="
---------------------- Audio 2 ----------------------------------------------------

m=audio 4008 RTP/AVP 103 102

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144

a=rtpmap: 97 rtp-mbms-fec-source/90000

a=fmtp:97 opt=96; FEID=129;FIID=12435;FOTI="1SCxWEMNe397m24SwgyRhg=="


---------------------- Repair   ------------------------------------------------------

m=application 6000 MBMS-REPAIR/RTP/AVP 110

---------------------- Unprotected Video  ----------------------------------------------------

m=video 4004 RTP/AVP 115 

a=rtpmap:115 H263-2000/90000
a=fmtp:115 profile=3;level=10
a=framesize:115 176-144

4. CONCLUSION

We propose that an MBMS FEC stream bundling architecture with the following characteristics be agreed as a working assumption.

· Include only RTP and RTCP packets in the FEC bundled source block.

· Place SRTP layer below the FEC in the MBMS protocol layer, as is currently done in [2]

· Use PayloadType mapping to identify the recovered packets from the FEC source block.

· Signal the PayloadType mapping in a single SDP file

· Use separate port for each of the bundled streams 

· Use separate port for the repair RTP stream
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