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1. Introduction

3GPP TS 33.234 v6.0 includes a mechanism for setting-up UE-initiated tunnels in Scenario 3. In this mechanism, IKEv2 is used to establish IPsec SAs between a WLAN UE and a PDG. For mutual authentication, the PDG uses public key certificate to authenticate to the UE, while UE uses EAP-AKA to authenticate to the PDG. As a result, it needs the exchange of 6 messages between UE and PDG and 4 additional messages between PDG to 3GPP AAA server to perform IKE_AUTH within IKEv2. The number of message exchanges combining with public key cryptographic computation imposes heavy burdens on both devices and network traffic for tunnel establishment. As scenario 3 is implemented, the efficiency concerns become more and more prominent. 
In this paper, we will review the discussions in SA3 during specifying the tunnel establishment methods. The review will indicate that some of the alternatives for mutual authentication in establishing tunnels may be modified to provide not only a proper level of security but also significant improvement on its performance. 
The discussion will draw a conclusion that if a UE accesses WLAN via EAP-AKA, then it can generate a key as pre-shared secret between the UE and the PDG for IKEv2 mutual authentication. We suggest to include the proposed method to 33.234 as an option for Release 7. Please see Appendix for a detailed description.
2. Previous Discussions in SA3 on Mutual Authentication in IKEv2
Efficiency has been a concern in the tunnel establishment procedure. At the SA3 meeting #32, an LS was received from SA2 regarding fast re-authentication for an alternative PDG (see S3-040118) if the first tunnel is rejected. SA3 replied that fast re-authentication can be used for the second tunnel (see S3-040198). 

If it can use some credentials stored in AAA server for fast re-authentication, then naturally, as a UE accesses WLAN with EAP-AKA, it should also be able to generate some keys and store them in AAA server for mutual authentication between UE and PDG. At the SA3 meeting #33, a contribution S3-040256 proposed to generate a PS_key using the same methods as IK and CK. The contribution suggested to use PS_key to derive protection keys for security associations.  It was commented that the secret key would not be suitable to protect the user data and it appeared that another mechanism (i.e. IPsec) would still be needed for this, and the proposed mechanism does not comply with IKE standards.  It was considered that there were many open issues which would need to be resolved before considering this mechanism.
Another significant proposal in SA3 history is S3-040275. It proposed using symmetric key based method for mutual authentication, that is, EAP-AKA or EAP-SIM in IKEv2. The proposal was commented in S3-040372 that it suffers man-in-the-middle attack and it does not comply with IKEv2. Two kinds of man-in-the-middle attacks were discussed in S3-030372. The first one is that if a key called MSK is distributed to both access point and a PDG, then a bogus access point can impersonate PDG. The other man-in-the-middle attack was that a PDG in the visited network could impersonate a PDG in the home network. The conclusion drawn by S3-040372 is that public key based authentication must be used for PDG authentication. 

As a result, SA3 determined to use public key based method to authenticate PDG and EAP-AKA to authenticate UE. 

3. Proposal
If for all the aforementioned reasons, a second EAP-AKA must be executed to authenticate only UE, even when UE has gained access to WLAN with an EAP-AKA process, then it is very inefficient. As we review SA3 history on this topic, the decision was based on some security issues in some proposals. However, it does not mean the current solution is the only solution. 

As we pointed out, efficiency has been highly concerned for tunnel establishment. In this paper, we propose a solution as follows.

If a UE accesses WLAN with EAP-AKA, then the UE and the PDG will use a “pre-shared” secret method in IKEv2 to mutually authenticate for tunnel establishment. The pre-shared secret is derived from TEK of the first EAP-AKA. The AAA server will distribute the shared secret to PDG in a message specified in TS29.234. Since TEK has never been shared with any WLAN access point, the first kind of man-in-the-middle attack mentioned in S3-040372 is prevented. For the second man-in-the-middle attack, the AAA server will derive different keys for use with different PDGs such that visited PDG impersonation attack is prevented also. 
The option will be interoperable with the current method included in the 33.234 version 6.4.0. Service providers shall be able to determine whether to implement the option or not. 

4. Conclusion
We propose a method for UE to PDG tunnel establishment to improve efficiency. It has the following salient features: 
· Only two message exchanges between UE and PDG to complete IKE_AUTH in IKEv2

· No public key cryptographic computation for UE to authenticate PDG. 

· No change to HSS function.
· No change to UE UICC/SIM function. 

· No change to AP function. 

· Fully compliant with IKEv2.
· Prevent Man in the Middle Attacks.
· No change to EAP-AKA. 
· Interoperable with the methods specified in 33.234 Version 6.4.0.

Efficiency is crucial for WLAN interworking. If we hope scenario 3 is implemented, then we should adopt the proposed method as an option in release 7. 
Appendix

The basic idea of the proposal is that a UE-PDG shared secret can be established during the first EAP-AKA process, such that UE-PDG SA can be established fast after the initial authentication process. When the 3GPP AAA server approves the UE’s authentication request, the AAA server will store TEK so that when a PDG requests, it can provide a secret derived from TEK. Therefore, after the EAP-AKA authentication for UE WLAN access, the UE and PDG will be able to establish a shared secret, based on which, they can mutually authenticate and establish a SA quickly without going back to home network again. 

The main steps for WLAN EAP-AKA to prepare for tunnel establishment are listed as follows. Please refer to Figure 1 for the corresponding step numbers.
· In step 6, AAA server will check with HSS/HLS about PS service on whether a tunnel will be allowed.   This step was originally done in tunnel establishment. 
· In step 15, UE will derive MSK and TEK as specified in EAP-AKA. 

· In step 18, AAA server will derive MSK and TEK as specified in EAP-AKA

· Between step 22 and 23, if the UE is allowed for tunnel establishment for PS service, then AAA server will store TEK. 
Please see Figure 1 for all the steps listed above in red colour. Among them step 15 and step 18 will be the same as it is currently defined in 33.234. In order to make them clear, we added text for these two steps. 

[image: image1]
Figure 1: Authentication based on EAP AKA scheme
[Figure 4 in 3GPP TS 33.234 v6.4.0 Section 6.1.1.1] 

The PS_Key will be used to set up UE-initiated tunnels in scenario 3. With the shared secret, two entities now can establish a secure tunnel using pre-shared method in standard IKEv2 procedure. The new tunnel establishment procedure is illustrated below.


[image: image2]
Figure 2: New UE-PDG Tunnel Establishment Sequences Compliant with IKEv2 Pre-shared Secret Method

Based on standard 3GPP TS 23.234 section 6.2.6, the PDG’s address is resolved during service authorization process. Therefore, before UE initiates the tunnel establishment, UE has had PDG’s address and derived the PS_Key. PDG will need to use UE’s NAI to map the secret being used. Therefore, the UE is attaching its NAI IDs for PDG to retrieve the secret from the AAA server at step 3) and 4). The PDG will also find the UE’s IP address from its outer IP header to establish the child SA. After the successful mutual authentication and the IKE SA establishment, then two entities can do child SA exchange as normal. 

In case that the UE has never executed EAP-AKA for WLAN authentication, then AAA will not be able to store TEK (or equivalence). If the AUTH in message number 2 is blank, then PDG will understand that it should start the protocol with AAA server as it is defined in current 33.234. If the AUTH in message 2 is not blank, then PDG will send message 3 to AAA server. However, AAA server will not have a stored TEK (or equivalence).  A new EAP-AKA must be start. 
Note: As DIAMETER message supports server push, an alternative solution is for the AAA server to push the secret to the PDG in a DIAMETER message. With this method, the step 3) and 4) above in the figure 2 can be eliminated. 
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10. EAP Response/AKA
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2. IKE_AUTH Request
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 3.  DIAMETER/RADIUS: Request PS_Key {NAI}





4.  DIAMETER/RADIUS: PS_Key 





Derive PS_key from TEK





Store TEK








Derive PS_key from TEK








PAGE  
1

