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Summary: the current text in clause 6.2.6 of TR 33.978 v200 (Early IMS security) does not conform with RFCs 2616, 2617 and 3261, because the 401 message and the 399 warning header are not used as they must. The new proposal is to use the algorithm field in the www-authenticate header to indicate early IMS to the UE which started communication with IMS AKA.
1 Introduction 

Clause 6.2.6 Interworking of TR 33.978 v200 handles (among others) the case no. 5, where the UE and the network are both capable of Early IMS and IMS AKA, but the UE has only a SIM. The UE tries to register with IMS AKA, but the S-CSCF recognizes from the response from HSS, that the subscriber has a SIM only. Thus an IMS AKA authentication is not possible. The S-CSFC has to signal this condition to UE. The current text says: “The S-CSCF shall answer with a 401 (Unauthorized) with a Warning: header containing a warn-code 399 and the warning text "Early security required". The UE then retries using early IMS security.”

1
401 Unauthorized Response

RFC 3261 reads there:

21.4.2 401 Unauthorized

   The request requires user authentication.  This response is issued by

   UASs and registrars, while 407 (Proxy Authentication Required) is

   used by proxy servers.

2.1
Need for WWW-Authenticate Header in response

The framework of SIP refers to a great extent to RFC 2617 (HTTP Authentication). Chapter 22.1 of RFC 3261 contains the following sentence:

   The requirements for inclusion of the Proxy-Authenticate,

   Proxy-Authorization, WWW-Authenticate, and Authorization in the

   various messages are identical to those described in RFC 2617 [17].

In chapter 1.2 of RFC 2617 there is the sentence:

   The 401 (Unauthorized) response message is used by an origin server

   to challenge the authorization of a user agent. This response MUST

   include a WWW-Authenticate header field containing at least one

   challenge applicable to the requested resource.

The same is stated later on for a response to a request with unacceptable credentials:

   If the origin server does not wish to accept the credentials sent

   with a request, it SHOULD return a 401 (Unauthorized) response. The

   response MUST include a WWW-Authenticate header field containing at

   least one (possibly new) challenge applicable to the requested

   resource.

Thus, on selecting a 401 error code for the response of the S-CSCF, the S-CSCF must include a WWW-Authenticate Header field in the response.

As early IMS does not define an IETF-conformant authentication method, there must probably be a “dummy” method included. Unfortunately RFC 2617 only specifies two methods, “Basic” and “Digest”. Of these the method “Basic”, which is allowed in HTTP, is not allowed in SIP (cf. section 22 of RFC 3261). Any new method must probably be registered with IANA.

For possible solutions please see section 3.

2.2
Use of Warning 399

TR 33.978 v200, section 6.2.6, bullet 5, defines the transmission of a “Warning” Header field in the 401 response from S-CSCF to UE. This is allowed, as Warning Header fields are optional for many messages.

But the particular code chosen “399” has two shortcomings:

1) According to RFC 3261, chapter 20.43 and 27.2, warning codes starting with 3xx are reserved for SIP (that’s fine), but only to problems with SDP:

   Warning codes provide information supplemental to the status code in

   SIP response messages when the failure of the transaction results

   from a Session Description Protocol (SDP) (RFC 2327 [1]) problem.

And the cause for this error is definitely not an SDP error.

2) According to chapter 20.43 the action of a UE on receiving warning 399 is defined as:

    399 Miscellaneous warning: The warning text can include arbitrary

        information to be presented to a human user or logged.  A

        system receiving this warning MUST NOT take any automated

        action.

TR 33.978 states clearly that the UE shall initiate a new register, this time with early IMS. This is an automated action, which is forbidden by the above sentence from RFC 3261. On the other hand, a new warning code in the range 300..399 must be registered with IANA according to chapter 27.2 of RFC 3261:

   This specification establishes the Warn-codes sub-registry under

   http://www.iana.org/assignments/sip-parameters and initiates its

   population with the warn-codes listed in Section 20.43.  Additional

   warn-codes are registered by RFC publication.

Warn codes in the range 100..299 are reserved for HTTP, for other ranges we found no information.

While the first shortcoming may be seen as a minor one, the second is a deliberate violation of an explicit specification.

We see no instant standards-conformant remedy, thus warning 399 should not be used. .

In case this inconsistency is left as it stands now, a note for UE implementers should be added, that SIP-standard-conformant behaviour on receipt of warning code 399 is _NOT_ to take an automated action. Thus this particular behaviour in our case of differentiation between IMS AKA and Early IMS should be restricted carefully to an environment where the UE is assured to contact an Early IMS capable SIP server.

3.
Proposed solution to the problems stated in section 2

Let us first discuss the problem from section 2.1, i.e. the necessity to include a WWW-Authenticate header field in any 401 response:

RFC 2617 gives in section 3.2.1 the following formal definition for the algorithm identifier within DIGEST method:

algorithm         = "algorithm" "=" ( "MD5" | "MD5-sess" |

                           token )

The formal definition of ‘token’ is given in RFC 2616 section 2.2. There is no restriction except the formal restriction on allowed characters:

Many HTTP/1.1 header field values consist of words separated by LWS

   or special characters. These special characters MUST be in a quoted

   string to be used within a parameter value (as defined in section

   3.6).

       token          = 1*<any CHAR except CTLs or separators>

       separators     = "(" | ")" | "<" | ">" | "@"

                      | "," | ";" | ":" | "\" | <">

                      | "/" | "[" | "]" | "?" | "="

                      | "{" | "}" | SP | HT

RFC 2617 gives the following explanation of the meaning of the algorithm value:
3.2 Specification of Digest Headers

.........

algorithm

     A string indicating a pair of algorithms used to produce the digest

     and a checksum. If this is not present it is assumed to be "MD5".

     If the algorithm is not understood, the challenge should be ignored

     (and a different one used, if there is more than one).

This mechanism may be used; as we do not see any further restriction on the algorithm value, in particular no need to register the value formally e.g. at IANA.

Thus the 401 response may contain a WWW-Authenticate Header Field with DIGEST method and an algorithm different from “MD5” and “MD5-sess”. It also should not start with “AKAv…..”, as RFC 3310 opened a separate namespace for algorithm identifiers of the kind “AKAv1-MD5”. If 3GPP chooses a unique name for the algorithm, e.g. “3GPP-early-IMS”, then any client SHOULD ignore this challenge according to RFC 2617. But this does not preclude that an early IMS aware client takes this as indication to start early IMS registration.

This means that the UE must ignore the method given in the response, which is not what the WWW Authenticate Header field was meant for, but which is nevertheless not forbidden.

This indication would also render the transfer of a special warning unnecessary, which would also give a solution to the problem stated in section 2.2.




