3GPP TSG SA WG3 Security — S3#37
S3-050123
21 - 25 February 2005

Sophia Antipolis, France

Title:
DRAFT LS on next steps for MAPsec
Response to:


Release:
Rel-7
Work Item:
SEC1-MAP
Source:
SA3
To:
CN4
Cc:


Contact Person:


Name:
Stefan Schröder
E-mail Address:
stefan.schroeder@t-mobile.de
Attachments:
S3-050071
1. Overall Description:

SA3 discussed the next steps for MAPsec when changing towards a security gateway approach. The following working assumptions have been agreed during the meeting:
1. The gateway concept will only include two ‘protection profiles’: ‘Integrity only' and ’integrity and confidentiality’.

2. Any protocol on top of TCAP will be protected when passing through the gateway.

3. Explicit verification of SCCP and MAP-payload addresses against MAPsec SPI will be studied.

4. The MAPsec Gateway concept and the MAPsec Rel-4 NE-based solution need not coexist. A solution needs to be found, how to ‘delete’ the MAPsec Rel-4 NE-based solution from the 3GPP specs.
Some background information can be found in the attached discussion document.
2. Actions:

SA3 kindly ask CN4 to consider SA3's working assumptions, and provide feedback, if appropriate.

3. Date of Next TSG-SA3 Meetings:
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