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6.3.2.3.3

MSK acknowledgement reliability procedure

To increase the reliability of MSK delivery (typically to improve robustness of charging) the following procedure can be used where the BM-SC sends an activation message for an MSK, which has to be received and verified by the MGV-F before the MSK can be used by the UE. 

NOTE:
The procedure can be used in situations where the charging is based on delivered MSKs. The procedure avoids that a malicious UE refrains from sending the MIKEY ACK in order to avoid getting charged for the MSK. 

The first message constitutes an MSK delivery message as in the regular case, but the Key Validity data of the MSK is such that the lower limit SEQs is greater than the upper limit SEQu according to RFC 1982 [10]. This implies that the MSK is not valid for use with any MTK, i.e., it is ‘inactive’.

The MSK delivery message is acknowledged by the UE. When the BM-SC receives the MIKEY ACK, it can generate a charging record for the subscriber. Next the BM-SC sends a new MSK delivery message to activate the MSK in the UE; this time the Key Validity data of the key is the one desired by the BM-SC (i.e., SEQs is smaller than SEQu).

When the UE has received the second MSK delivery message (and has handed it over to the MGV-F), it is able to use the MSK, and sends a MIKEY ACK for the MSK message to the BM-SC.

This instantiates a four-way procedure instead of the regular request-response procedure. The processing of the activation message is described in clause 6.5.3. The four-way procedure is shown in Figure 6.3a.

If the UE tries to use an ‘inactive’ MSK, the MGV-F will respond with an error and the UE may request the MSK again from the BM-SC. This will trigger a new MSK delivery procedure.  
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Figure 6.3a: Pushing the inactive MSKs to the UE, followed by the activation.
****** NEXT CHANGE *******
6.4.2
MIKEY common header

MSKs shall be carried in MIKEY messages. The messages are sent point-to-point between the BM-SC and each UE. The messages use the MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY.

Once the MSK is in place in the UE, the UE can make use of the multicast MTK messages sent by the BM-SC. The MTK is carried in messages conforming to the structure defined by MIKEY and use the MSK as the pre-shared secret.

If the BM-SC requires an ACK for an MSK key update message this is indicated by setting the V-bit in the MIKEY common header. The UE shall then respond with a MIKEY message containing the verification payload. In the case the server does not receive an ACK, normal reliability constructions can be used, e.g., start a timer when the message is sent and then resend the message if no ACK is received before the timer expires.
The CSB ID field of MIKEY common header shall be set to all zeros.

****** NEXT CHANGE *******
6.5.3
MSK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key in the message is an MSK protected by MUK, MGV-F retrieves the MUK identified as specified in clause 6.1.

The integrity of the message is validated and the MSK is extracted from the KEMAC payload as described in section 5 of reference [9] if the validation is successful. The Key Validity data is extracted from the message and stored (in the form of MTK ID interval). The lower limit of the interval defines the SEQs and the upper limit defines the SEQu.

NOTE:
The MSK is not necessarily updated in the message, since a MSK transport message can be sent e.g. to update the Key Validity data.

If message validation is successful, then the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MUK ID.

6.5.4
MTK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key inside the message is an MTK protected by MSK, MGV-F retrieves the MSK with the ID given by the Extension payload.

It is assumed that the MBMS service specific data, MSK and the sequence numbers SEQs and SEQu, have been stored within a secure storage (MGV-S). MSK, SEQs and SEQu were transferred to the MGV-S with the execution of the MSK update procedures. The initial values of SEQs and SEQu are determined by the service provider.

The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh.

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs and SEQu according to RFC 1982 [10]. If SEQp is equal or lower than SEQs or greater than SEQu, or if the SEQs is greater than SEQu, then the MGV-F shall indicate a failure to the ME. The MGV-F shall not process any messages that depend on an ‘inactive’ MSK (see clause 6.3.2.3.3). Otherwise the MGV-F shall verify the integrity of the MIKEY message according to RFC 3830 [9]. If the verification is unsuccessful, then the MGV-F will indicate a failure to the ME. If the verification is successful, then the MGV-F shall update SEQs with SEQp value and extract the MTK from the message. The MGV-F then provides the MTK to the ME.

If MAC verification is successful, the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MSK ID.

In the case of streaming, SRTP requires a master key and a master salt. The MTK is used as master key, and the salt in the KEMAC payload is used as master salt.

NOTE:
MIKEY includes functionality to derive further keys from MTK if needed by the security protocol. The key derivation is defined in section 4.1.3 of RFC 3830 [9] (MIKEY).

In case of download service, MIKEY key derivation as defined in section 4.1.3 of MIKEY [9] shall be used to derive MTK authentication and encryption keys from MTK in the ME. These keys shall be provided to the download protection protocol.
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