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********** START OF CHANGE **********
6.3.2.1
MSK identification

Every MSK is uniquely identifiable by its Key Domain ID MSK ID

where


Key Domain ID = MCC || MNC and is 3 bytes long.


MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE:
It needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.



********** NEXT CHANGE **********
6.3.2.4
Stop the usage of one MSK 

The UE shall mark one MSK as “not usable” and stop its usage in the following cases:

-
If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall mark the older of these two MSKs as “Not usable”.
· If the UE receives an MSK that sets the lower limit SEQs to the maximum (see clause 6.5.3), then the UE shall mark this MSK as “Not usable”.
· If the UE receives an MSK that sets the lower limit SEQs larger than the upper limit SEQu (see clause 6.5.3), then the UE shall mark this MSK as “Not usable”.
· If the UE receives an MTK updating with the MTK-ID reaching the upper limit SEQu (see clause 6.5.4), then the UE shall mark the MSK used for protecting this MTK updating as “Not usable”.
· If the UE leaves one service or the service is over, then the UE shall mark all kept MSKs for this service as “Not usable”.
Note 1: One “Not usable” MSK shall not be used for later MTK generation, but the UE may select to keep it for previous MTKs generation, especially for download session, if service playback is supported by this UE. 
Note 2: The UE may select to delete one MSK immediately if this MSK is marked as “Not usable” depending on UE’s capability. But this is out of security scope.
Editor's Note: The handling of MSKs may need some enhancement to cover download services, where the MSK is fetched after the UE has received the encrypted data.
********** END OF CHANGE **********
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