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1
Introduction

If the BM-SC requires an MSK verification message, then after calling the ‘MSK update Procedure’ (Figure D.1), the ME will have to call a separate procedure ‘MSK Verification Message Generation’ (Figure D.2). In order to prevent a malicious ME to sign an arbitrary MSK verification message, the following measure was specified in Annex D.2 [1] : “ The UICC will verify that the Time Stamp MIKEY field corresponds to the previous MSK Update procedure”. It will be shown in this contribution that the realization of ‘previous’ is unclear. It will also be shown that the current realization (i.e. two-step MSK verification message generation)  introduces some restrictions on the ME handling. Also some security considerations are given on the way this two-step MSK verification generation function is specified.
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Figure D.1: MSK Update Procedure
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Figure D.2: MSK Verification Message Generation

2
Discussion

The only verification check that (according to [1] Annex D.2) need to be done is to check if the TS (TimeStamp) field from the input verification message, corresponds to the previous MSK update message. This TimeStamp check measure was introduced to avoid that a malicious ME could let the MGV-F sign arbitrary messages. From the specification it is not clear whether this ‘previous’ TimeStamp is to be maintained per MUK (i.e. NAF-ID/B-TID combination) or per UICC (i.e. one value). A per UICC counter is not an option as it would allow for misusing the TS correlation mechanism to let the UICC sign an arbitrary message and thereafter could allow for re-sending the signed message to the UICC as a MSK update message, resulting in a UICC MBMS DoS attack. The TS-check will not prevent the ME in submitting non-verification messages to the UICC. Whether the UICC would reject to sign MIKEY messages that syntactically do not correspond to MIKEY verification messages, depends on the implementation.  

In further analysis we assume that Annex D.2 TS correlation would be clarified in the following way: 

“The UICC uses the MUK ID (see clause 6.1) to identify the stored Ks_int_NAF=MUK to be used in the MSK Verification Message Generation. The UICC will verify that the Time Stamp MIKEY field correspond to the Time Stamp of the last accepted MSK UpdateProcedure of the related MUK-ID.. Then, the UICC shall compute and send the MIKEY packet to the ME (including the calculated MAC field) as defined in clause 6.4.5.2. (MSK Verification message).”

The aim of the above formulation should be that a MAC (and signed message) which is generated via the MSK verification message generation procedure for a certain MUK-ID can not be replayed towards the MSK update message procedure. This should not be the case while the TS of any received MSK update message of a particular MUK-ID shall be greater than the last accepted TS, and the verification message that is proposed to be signed by the ME, cannot include a TS greater than the last accepted one of the MSK update procedure of that particular MUK-ID.

The proposed interpretation (see italic text above) however makes it impossible for the ME to execute following parallelism scenario per NAF-ID:
1) Update MSK=5 message to UICC successfully (TS=7)

2) Update MSK=6 message to UICC successfully (TS=8)

3) Call MSK Verification Message Generation procedure (TS=7), rejected due to not matching time stamp.

4) Call MSK Verification Message Generation procedure (TS=8), accepted
A solution to allow the above scenario (and maintaining the current two-step procedure approach) is to require the UICC to remember the list of not yet handled TS which require a verification message. In that case the UICC will have to store more then one Time Stamp (i.e. in this case the UICC has to maintain some state). 

Another simple solution is to disallow the parallel execution within the ME. In this case, a NOTE should be added to the specification to point to the restriction. Also an error message needs to be added in Figure D.2.
A third more impacting solution, is to redesign the interface for MSK generation and verification. The verification message generation could be handled in the same procedure as the MSK update, so removing the need for TS time stamp lists (or any other equivalent message correlation mechanisms). Such a procedure would look as follows:
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Figure 2: New MSK Update Procedure

The advantages of this solution are:

A) The ME cannot try to misuse the MSK verification generation mechanism to generate needless verification messages.

B) No solution (or restriction) has to be sought for the parallelism scenario.

C) Simpler success/failure handling (avoid error situations e.g. ME giving a wrong NAF-ID, or other input parameters).

D) An ME (e.g. virus infected) cannot misuse the interface to generate MAC’s on arbitrary (malformed) MIKEY (verification) messages. The potential threat on the misuse of the interface results from a lack of implementation recommendations for the check of the MIKEY message format. 

3
Conclusion

Siemens prefers to implement option 3: ‘redesign the interface for MSK generation and verification’. This approach has been implemented in the accompanying CR to TS 33.246. If this proposal is accepted, T3 needs to be informed of this change.
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