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1
Introduction

During SA3#36, Nokia proposed in S3-040982 that the BSF would be able to indicate the exact bootstrapping timestamp to the NAF over Zn reference point. In the meeting, it was noted that the bootstrapping time could be determined by the NAF by discovering the operator specific key lifetime which would be an operator specified predefined parameter out of a business agreement in the NAF, and the expiration time that is delivered from the BSF to the NAF over the Zn reference point. This contribution discusses why this approach causes unnecessary complexity in the NAF, and argues why the bootstrapping timestamp is needed in the Zn reference point.

2
Discussion

Currently, the NAF can only implictly discover the actual bootstrapping time. The NAF may need the actual bootstrapping time to discover the freshness of the original GBA session key Ks. Upon discovering the bootstrapping time the NAF can determine whether the original bootstrapping procedure is too old according to its policies and whether it requires the UE re-run the bootstrapping procedure. Also, the Identity Provider (IdP) of Liberty may require the actual time of initial authentication of the end user. In this case, the initial authentication means the bootstrapping time - not the time when the bootstrapped shared secret was used with the IdP (over Ua reference point).

The current bootstrapping time procedure is not good due to the fact that the NAF can be in a visited network. The mere possibility that operators may have different key lifetimes from bootstrapped key Ks warrants the NAF to keep a table that contains all the operator specific key lifetimes in order for the NAF to discover the actual bootstrapping time. This causes unnecessary complexity in the NAF as each NAF must keep up-to-date information about the key lifetimes of all the possible operators. For example, each time an operator changes the default key lifetime this information has to be updated in the NAF or if the NAF makes an agreement with a new operator this new key lifetime entry needs to be added and maintained. Also, if the operator has subscriber specific lifetimes for some users the exact bootstrapping time cannot be determined in the NAF without even more complex table structure (i.e., subscriber specific key lifetimes in the NAF). The management of such information in the NAFs is not necessary if the NAF receives the actual bootstrapping time from the BSF. 

An operator might also with to use a flexible key lifetime to enable load balancing in the BSF. The BSF could, for example, set the key lifetime so that the amount of keys that expire is distributed uniformly in time.

Also, the operator may have subscriber specific bootstrapping lifetimes (e.g., for prepaid subscribers). This can be set in subscriber's GBA User Security Settings (cf. clause 4.2.3 of TS 33.220). In this case the implicit discovery of the actual bootstrapping time is not possible as the bootstrapping lifetime time may vary per subscriber.

3
Conclusion & Proposal

To simplify the NAF procedures and management, and avoid unnecessary complexity in the NAF, we propose that the bootstrapping timestamp shall be transferred over the Zn reference point from the BSF to the NAF.




