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1. Introduction 

This document further discusses IMS security extensions, and why TLS should be seen as a very promising solution for R7 IMS access security. Even though SA3 has not made any decision on weather IMS access security should be extended or which solution should be used, early discussions on requirements and potential solutions are still useful. One reason for this early solution discussion is that TISPAN NGN R1 will need IMS security solution that passes NAT devices already Mid-2005. This contribution discusses some deployment related aspects of TLS as IMS access security solution, but also goes to technical details, and demonstrates what kind of practical open issues should be further studied if TLS was chosen as alternative IMS access security mechanism. 

2. Deployment of IMS in PC environment 

One important requirement, which makes TLS as the best option for IMS access from broadband environment, is easy of deployment in PC environment. There are commercial VoIP service applications that can be easily downloaded from the Internet, and installed to any PC environment. In order to compete with this kind of services, IMS should offer similar flexibility. TLS based access security provides such solution. TLS is located next to the SIP/application layer, and consequently it does not introduce any changes to the operating system. 

The use of IPsec, on the other hand, requires significant changes to the operating system kernel. The IPsec implementation need most likely to be replaced – unless the IPsec implementation has open interfaces or source code. Changes must be made in the way that existing non-IMS application are not affected, e.g. end-users can still use their current VPNs for corporate access. If the operating system cannot be changed, the current IPsec implementation must somehow be bypassed. Introducing major changes to end-user PC environment may include risks of accidentally damage end-user immaterial property. It may not be enough to introduce new IPsec implementation to the PC. Also transport layer implementation (e.g. UDP and TCP) may need to be modified or even replaced if applications need to use different IPsec implementations. 

Availability of client software will be one of the success factors of IMS in broadband environment. It can be expected that TLS based access security is easy and fast to be developed. For example, open source code, which can be modified to fit IMS, is widely available. We should learn from WWW environment in which TLS has been a huge success. Development will be easier, faster and more operating system independent when applications operate solely close to application layer. 

There are many other technical issues that also justify TLS. For example, there are no TLS specific NAT traversal problems, potential use of end-user passwords is easy, registration and error messages can be protected, etc. These aspects have been partly discussed in earlier contributions, and are not repeated here [e.g. S3-040990, 05TD161].

3. Technical open issues 

Attached Pseudo-CR to 33.203 demonstrates what kind of changes would be needed if TLS was added as one alternative access security mechanism to IMS. According to current understanding, the biggest open issues are the following: 

· Details related to security association parameters (section 7.1.2). This should be a rather straightforward procedure because RFC 3329 allows the use of TLS without SIP Security Agreement.  

· Details of IMS registration procedure, i.e. how exactly the security association is created between UE and P-CSCF (section 7.2.2). This issue has been earlier discussed in SA3, and there are already some ideas how it could be done [see e.g. S3-040762, S3-040930]. 

4. Conclusions 

This document discussed some requirements related to IMS security extensions mainly from TLS point of view. It also presented a draft of needed changes to 33.203, and identified some open issues for further study. Even though there is no decision in SA3 on the use of TLS for IMS access security, Ericsson would like to encourage other companies to take an open look at the idea, and invite interested companies to contribute to the technical work if TLS is chosen. 
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