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1. Introduction 

Some IMS services, such as Presence/Ut interface, require the use of HTTP. Current Early IMS specification [33.978] focus on protecting SIP signalling traffic, and does not take any stand on how HTTP traffic is protected. On the other hand, the use of HTTPS as specified in [33.222] is hardly possible because of the potential lack of support of the USIM/ISIM interface in the UE side. This document further discusses the problem of HTTP traffic in early IMS context, and proposes a way forward. 

2. Discussion 

HTTP security is a challenging topic because there are so many standards available, e.g. IETF, 3GPP, WAP, and Liberty Alliance standards. The minimum implementation requirement in current 3GPP HTTPS specification [33.222] practically mandates TLS for server side authentication. For client side authentication, the document promotes the use of GBA with HTTP Digest, however, the use of other authentication methods, such as Liberty Alliance protocols, are also allowed. Two other GBA based TLS variants are optional, i.e. TLS with subscriber certificates, and pre-shared key TLS
. 

Assuming that USIM/ISIM interface is not available in Early IMS, the following security standards may still be available: 

· OMA WAP specifications, e.g. [WAP-TLS]  

· Manual passwords (with HTTP Digest MD5 and/or Liberty Alliance protocols) 

Third alternative would be to re-use early IMS security mechanism also for HTTP traffic. This option is appealing because all components for this solution are already in place for early IMS, and consequently the cost of this solution would be very low. 

4. Proposal 

Ericsson proposes that early IMS specification should take a stand on how HTTP traffic can be protected. In minimum, the specification should give a recommendation on what mechanisms are assumed to be implemented in the UE side. 

Because early IMS security mechanism could be re-used also for HTTP traffic quite easily, Ericsson proposes that such solution is also allowed in the TR. 

Attached CR makes the required changes to TR 33.978. 
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� It is still open if PSK TLS will be part of R6. 
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