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************************* First Change ****************************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply.

For the definitions of MBMS User Service refer to [5].

MFK = MBMS traffic key Freshness Key: This key is derived from MSK and is used to ensure that MTK is fresh.

MGK = MBMS traffic key Generation Key: This key is derived from MSK and is used to protect MTK.

MRK = MBMS Request Key: This key is to authorize the UE to the BM-SC when performing key requests etc.
MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-SC towards the UE. For MBMS streaming the MSK is not used directly to protect the MBMS User Service data (see MTK). 


MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function Ft with a key derived from MSK. The key MTK is used to decrypt the received MBMS data on the ME. 
MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSK’s to the UE.

Editors Note: The keys MSK and MUK may be stored within the UICC or the ME depending on the MBMS service. The function Ft may be realized on the ME or the UICC
************************* Next Change ****************************
5.2 Key management and distribution 

Like any service, the keys that are used to protect the transmitted data in a Multicast service should be regularly changed to ensure that they are fresh. This ensures that only legitimate users can get access to the data in the MBMS service. In particular frequent re-keying acts as a deterrent for an attacker to pass the MBMS keys to others users to allow those other users to access the data in an MBMS service. 

The BM-SC is responsible for the generation and distribution of the MBMS keys to the UE. A UE has the ability to request a key when it does not have the relevant key to decrypt the data. This request may also be initiated by a message from the BM-SC to indicate that a new key is available.


Editor’s note: If all users need to request a key update simultaneously then there may need to be some method of ensuring that all the users do not request a key update at the same time. This mechanism is ffs.  

Editor’s note: The keys can be distributed to each user receiving the same MBMS service in point-to-point mode when the number of the users is relatively small. And the users receiving the same Multicast service within the same area can also be further combined into one to several subgroups to make it possible that the keys can be given to all users within one subgroup at a time in point-to-multipoint mode.

************************* Next Change ****************************
6.3
Key update procedure

Once a UE has joined a multicast service, the UE should try to get the MSK that will be used to ‘protect’ the data transmitted as part of this multicast service. If the UE fails to get hold of the MSK or receives confirmation that no updated MSK is necessary or available at this time, then, unless the UE has a still-valid, older MSK, the UE shall leave the MBMS user service. The UE tries to get the MSK using the second message in the below flow.  

Every MSK is uniquely identifiable by its MSK ID, which is of the following form

MSK ID = Network ID || Key Service ID || Key ID
where

Network ID = MCC + MNC and is 3 bytes long
Key Service ID is 2 bytes long and is used to group keys together in order to allow redundant MSKs to be deleted

Key ID is 2 bytes long and is used to distinguish MSKs that have the same Network ID and Key Service ID
If the UE receives an MSK ID and already contains two other MSK whose MSK ID have the same Network ID and Key Service ID, then the UE shall delete the older of these two MSKs.
Editor’s Note: The handling of MSKs may need some enhancement to cover download services, where the MSK is fetched after the UE has received the encrypted data.
The BM-SC controls when the MSKs used in a multicast service are to be changed. The below flow describes how MSK changes are performed.
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The first message is sent out by the BM-SC to indicate that new MSKs are available. It is an optional message in the flow. If it is sent to all UEs, then the BM-SC should provide the rules to the UE for subsequent request for the new MSK when a UE joins a multicast service, to avoid simultaneous requesting from all the UEs. 

Editor’s note: A possible method for achieving the above is for the BM-SC to allocates different “request delay time” to different UEs; such that when the UEs receive the new key available message, they shall send the request key message after the delay requested by the BM-SC. Alternatively it is possible to use the key lifetime methods suggested in S3-040059.
The second message is used to request an MSK. This is sent by the UE when it either receives the first message in the flow and does not have the new MSK, or has just joined a multicasts service and does not have an MSK for that service or has received some protected content and does not have the MSK that was used to protect the content. If the UE fails to get hold of the updated MSK or receive confirmation that no updated MSK is necessary or available at this time, then, unless the UE has a still valid older MSK, the UE shall leave the MBMS service.

After receiving the second message the BM-SC should send out the appropriate MSK to the UE protected by the relevant means, or reject the UE’s key request with an indication of the cause. Upon successfully receiving the new MSK, the UE should store this key for later use.

Editor’s note: MIKEY was chosen as the method for carrying keys. The use of MIKEY will be based on the proposal in S3-040258. 

************************* Next Change ****************************
6.5

Protection of the transmitted traffic

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that are accessing the MBMS service. The protection of the data is applied by the BM-SC. In order to determine which key was used to protect the data a Key_ID is included with the protected data. The Key_ID will uniquely identify the MSK and contain other information needed to calculate the MTK. If the UE does not have the MSK indicated by Key_ID, then it should fetch the MSK using the methods discussed in the clause 6.3. The MTK is derived according to the methods described in clause 6.4. Data that belongs to a download MBMS User Service is decrypted as soon as possible by the UE, if the MSK needed to provide the relevant MTK is already available on the UE. Whenever data from an MBMS User Service has been decrypted, if it is to be stored on the UE it will be stored decrypted.
Note: including the Key_ID with the protected data stops the UE trying to decrypt and render content for which it does not have the MSK. 

The below flow shows how the protected content is delivered to the UE
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Editor’s note: this section may contain several protection methods.

Editor’s note: if SRTP is chosen, the master key identifier can be used to indicate the current MBMS key whichever key management method is chosen
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