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1 Introduction

This contribution identifies a need where the public identity of NAF (i.e., public hostname of NAF that UE uses when contacting NAF) is explicitly sent over Zn interface to BSF in order for BSF to be able to derive the NAF specific key material Ks_NAF. This is especially necessary if NAF is doing virtual name based hosting, in which case UEs can contact one NAF by using different hostnames.

2 Discussion

It may be that the network element that is hosting a NAF has more than one network interfaces: one for serving incoming connections from UEs (i.e., "public" or "external" network interface), and one for connecting to operator services such as BSF (i.e., "internal" network interface). The address of internal network interface in Zn interface is added by the NAF to the "Origin-Host" field in Diameter message. However, the address of the external network interface of NAF (i.e., NAF’s public address) is not currently conveyed to BSF from NAF. An AVP for transporting this information from NAF to BSF is needed. The external address is needed in BSF because BSF needs to be able to derive the NAF specific key material (Ks_NAF) from the fully qualified domain name (FQDN) of the NAF that UE uses (i.e., the public address of NAF). Note that BSF needs to be able to check that NAF identified by the internal address used in Zn interface (NAF_id_Zn) is authorized to use the external address using in Ua interface (NAF_id_Ua).

The need for transfer of the address of the public network interface is more evident if NAF is doing virtual named based hosting (e.g., DNS is configured so that multiple hostnames are mapped to a single IP address). Because in this case UEs can access single NAF using several hostnames, NAF needs to be able to indicate to BSF case by case what is the public NAF address that should be used in the key derivation.

SA3 is asked to endorse that the public hostname of the NAF shall be transported from NAF to BSF, and BSF shall be able to verify the mapping between the public and internal NAF identifiers. 

3 Zn interface details

The messaging details between NAF and BSF over Zn interface are explained in this section.

Before Zn interface messaging takes place, UE has requested a service from NAF over Ua interface. With this request, UE has given a B-TID, and possibly a user identifier UID. Note that user identifier may also be transported from UE to NAF in later messages.
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Figure 1. Zn interface diameter messages (‘[ ]’ indicates optionality).

Figure 1 describes the messages sent over Zn interface:

(1)
UE contacted NAF using a public address of the NAF, and given the B-TID identifying the bootstrapping session.

Note: If NAF is doing virtual named based hosting; UEs can contact one NAF using several public addresses.

(2) NAF sends the B-TID and the public address of the NAF (NAF_id_Ua) to BSF. 

(3) BSF verifies that the NAF is authorized to use public address. 

The details of NAF_id_Zn to NAF_id_Ua mapping verification in BSF is FFS, but for example BSF may have an internal table containing the valid NAF_id_Zn to NAF_id_Ua mappings.

If the mapping verification succeeds, BSF derives the Ks_NAF using NAF_id_Ua. 

(4) BSF sends the Ks_NAF and NAF specific USS to NAF. Note that NAF may not have USS, thus USS AVP is optional. 

After receiving Ks_NAF, NAF can complete the authentication procedure. 

If B-TID cannot be found in BSF or if the verification of the binding between NAF_id_Ua and NAF_id_Zn fails, BSF shall return an error message to NAF in step 4.

4 Conclusion

There are several reasons to transfer public hostname of NAF explicitly from NAF to BSF:

-
the physical network element hosting a NAF may have more than network interface, i.e., the public hostname of the NAF may differ from the one that is used internally between NAF and BSF;

-
NAF may implement virtual name based hosting, i.e., the same physical server hosting the NAF can be addressed by UEs using several hostnames.

Therefore, this contributions suggests that the following features are added to Zn interface:

-
NAF is able to send the public NAF identifier used by UE over Ua interface (i.e., the public hostname of NAF that UE uses) to BSF, so that BSF is able derive the Ks_NAF.

5 Proposal

SA3 is asked to endorse that the public hostname of the NAF shall be transported from NAF to BSF, and BSF shall be able to verify the mapping between the public and internal NAF identifiers. 

The attached CR implements the necessary changes in TS 33.220.
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(3) NAF verifies that NAF (identified by NAF_id_Zn) is authorized to use NAF_id_Ua. If the verification is successful, BSF derives Ks_Naf using NAF_id_Ua.
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(1) UE contacts NAF using NAF_id_Ua as the address, i.e., is has used that address to derive the key Ks_NAF.
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