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1 Introduction

In TS 33.220, The BSF shall be able to indicate to the NAF the lifetime of the key material. The NAF shall be able to check the lifetime of the key material set by BSF, and if the lifetime has expired, the NAF shall send key update request to UE. That lifetime of key material is set by BSF, but with some special applications , the NAF may have strict requirements on the freshness of bootstrapping information. We suggest NAF can further set the validity condition with it’s special requirement.
2 Discussion
The NAF may act as various applications e.g. gaming , browsing, e-commerce etc. It’s obvious the security requirements of browsing service and e-commerce service are absolutely different. The lifetime of key material set by BSF may meet the browsing service, but for the e-commerce there may be more security requirements than key lifetime , e.g. the shorter lifetime than set by BSF, a limited number of times that key can be used.

Shorter lifetime:

The NAF may set the shorter lifetime to key material than the BSF. That makes key material keep more fresh with NAF special strict requirement. This enhance the security at a certain extend, but the effect maybe not very significant.

A limited number of times:

The NAF may set a limited number of times that TID and key material can be used. This validity condition can avoid the risk of key material use frequently and some vicious attacks.  For example, the key materials in UE have been leaked out, but the user doesn’t know about it. The attacker may use victim’s TID and key material frequently to peculate the service in a short period. If the NAF set a limited number of times that TID and key material can be used, the attack can be hold back in a limited level. It is very useful to the NAF with high security level, e.g. e-commerce . 

3 Conclusion
It is necessary that NAF can set the validity condition according the local special requirements. With the analysis in section 2, the method of a limited number of times is more effective than shorter lifetime.
4 Proposal 

1 NAF can set local validity condition of TID and key material according the special requirements.

2 The limited number of times is a preferred method.

3 Approve the attached CR.



























































































