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1 Introduction

As the discussion in the last SA3 meeting, GBA shall further specify on how security associations are removed and/or updated in NAF. This contribution discuss different remove/update methods and suggest NAF remove the security association with some deletion conditions after the security association had been invalid. 
2 Discussion
Method 1:
“NAF can distinguish that different TID values are actually related to the same security association. In this way, NAF can remove old security associations (or update old ones) when new security associations are created”

If NAF want to know that different TID values are related to the same security association, the user identity is necessary in NAF. The TID can be combined to user identity. when the new security association is created , the NAF check whether are there other TIDs relating the same IMSI, then the NAF can remove the old ones. However, it is unclear now whether the user identity is necessary in each NAF.   

Method 2:
“Each bootstrapping procedure creates new security association. NAF removes security associations only when the key can not meet the validity conditions”

TS 33.220 shows “if the NAF shares a key with the UE, but an update of that key is needed, e.g. because the key’s lifetime has expired, it shall send a suitable key update request to the UE and terminates the protocol used over Ua interface”, from this point , the new security association is created after the NAF find the key is invalid (the security association is stale ), then the UE should request service with new security association. But, there maybe some problems with this method, for example , if the UE use the wrong security association or the UE use the stale security association to request the service ,the additional signal message will happened over Zn interface, because the NAF had remove that stale security association and have to retrieve it from BSF. If many UEs use the wrong TID, the result appear just like Dos attack.

Method 3:
“NAF removes the security association with some deletion conditons after the key had been invalid”

When the NAF find the key had been invalid, the NAF should not remove the security association immediately, it can set some deletion conditions to that security association for afterward removing. For example , the NAF can set a delay time to security association, if the security association is not visited in that setting delay time, then the security association can be removed after that delay time. If the stale security association is visited in that delay time, then NAF can extend the delay time to avoid the possible retrieve from BSF. For the consideration of saving the NAF resource, the delay time can be set flexibly e.g. only a short delay. But if the delay time had reached, the NAF will remove the stale security association ,and if NAF receive the stale TID request at this time, the NAF have to retrieve it from BSF once, so the saving resource between the NAF and Zn interface should be balanced to set the appropriate delay time.

3 Conclusion

The method1 and method3 are also potential solutions.

Before the method1 can be selected, the open issue rose by S3-040032 about the user identity in NAF should be solved, and because the method3 have no more requirements to NAF, we suggest the method3 as current solution to ensure the integral of TS. If the open issue is closed , the solution also can be update.

4 Proposal 

1 NAF shall remove the security association with some deletion conditions after the key had been invalid.
2 Approve the attached CR. 
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