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*** FIRST MODIFICATION ***
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP MS
3rd Generation Mobile Communication System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

ADMF
Administration Function

CC
Content of Communication

DF
Delivery Function

ECT
Explicit Call Transfer

GPRS
General Packet Radio Service

HI
Handover Interface

IA
Interception Area

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN)
IMS
IP Multimedia Core Network Subsystem
INEs
Intercepting Network Elements (,3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW)

IP
Internet Protocol

IRI
Intercept Related Information

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

RA
Routing Area

RAI
Routing Area Identitiy

SAI
Service Area Identity

TEL URL
"tel" URL, as defined in [9]

*** SECOND MODIFICATION ***

4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The various entities and interfaces are described in more detail in the succeeding subclauses.
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. This allows for higher levels of integration.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ES 201 671 or J-STD-25 is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.




There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.




See the remaining sections of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces.

Interception at the Gateways is a national option.
For figure 1a DF3 is responsible two primary functions:

-
Call Control (Signalling) for the Content of Communication (CC); and

-
Bearer Transport for the CC.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC. LEMF can be located within the 3G network or can be in any other network.

For figure 1a and 1b the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

For figures 1c and 1d the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

NOTE 1: With reference to fig. 1c, CC interception does not apply to HLR. 

NOTE 2: For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b  (see also section 7.A.1).
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