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[4]
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[7]
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6
Security mechanisms

6.1
Authentication and authorisation of a user

Editor’s note: this section will contain the details on authentication and authorization when a user joins a particular Multicast User Service i.e. how the key MUK in the BM-SC and the UE is generated for use in ‘key update procedures’ (See sections 6.2) and joining.

Editor’s note: The actual protocols used for joining a particular Multicast User Service will be decided by SA4. 

When the user wants to join an MBMS user service that allows to use ME based key management then it may run the GBA_ME-procedures as described within [6] section 4 or run the GBA_U-procedures as described within [6] section 5. The BM-SC will act as a NAF according to [6].

When the user wants to join an MBMS user service that requires the use of UICC based key management then it first runs the GBA_U-procedures as described within [6] section 5. The BM-SC will act as a NAF according to [6].

In order for the user to be able to join an MBMS user service requiring ME based key management the support following features is required for the UE: 

· The ME needs to support GBA_ME proceducures according to [6].

In order for the user to be able to join an MBMS user service requiring UICC based key management the support following features is required for the UE: 

· A UICC needs to be present that implements an MBMS-application (See [7]) and is GBA-aware (See [6]).
· Both the ME and the UICC needs to implement the MBMS-key management interface procedures (see [7]), and the ME needs to support a GBA-aware UICC (See [6]).

As a result of the GBA_ME run, the BM-SC will share a key Ks_NAF with the ME. This key Ks_NAF is used by the BM-SC and the ME to derive the key MUK and the key MRK (MBMS Service Request Key). The key MUK is used to protect MSK deliveries to the ME as described within section 6.2. The key MRK is used to authenticate the UE when joining to the MBMS user service and requesting a MSK key update.  

Editor’s note: The exact details on how to derive the keys MUK and MRK from Ks_NAF are for ffs. 

As a result of the GBA_U run, the BM-SC will share a key Ks_ext_NAF with the ME and share a key Ks_int_NAF with the UICC. This key Ks_int_NAF is used by the BM-SC and the UICC as the key MUK to protect MSK deliveries to the UICC as described within section 6.2. The key ks_ext_NAF is used as the key MRK to authenticate the UE when joining to the MBMS user service and requesting an MSK key update.  

Editor’s note: The exact details on how to use MUK and MRK for ffs. 
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