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FOREWORD

This discussion paper describes the implementation and reasoning of the key lifetime and key freshness approach to be added to current Zn interface stage-2 and stage-3 details in 3GPP TSs 33.220 and 29.109. The purpose of this discussion paper is to provide the guidance for detailed CRs to these GAA TSs.

1. Introduction

According the current state of 3GPP TS 29.109 [TS 29.109], BSF gives bootstrapping information, that consists of a transaction Identifier (TID), a NAF specific key (Ks_NAF), and an application specific profile (UserProf) to a NAF via Zn interface. On the one hand, NAF may have strict requirements on the freshness of the bootstrapping information, i.e., it may require that bootstrapping should have been done recently, e.g., not earlier than five minutes ago. On the other hand, BSF needs to limit the period of time in which bootstrapping information may be used by NAF and UE to authenticate communication over Ua interface; the bootstrapping information should not be stored in NAF forever. 

These concerns can be addressed by adding a timestamp and a lifetime parameters to the bootstrapping information. BSF indicates to the NAF bootstrapping time and the validity period of the bootstrapping information with these parameters:

· timestamp (i.e., the creation time of the bootstrapping information),

· key lifetime (i.e., how long the bootstrapped key is valid)

In order to avoid the need for a separate procedure, BSF should send the key lifetime and the key freshness information (i.e., key timestamp) to NAF over Zn interface with the bootstrapping information.

The timestamp/lifetime approach imposes two new requirements on the Zn interface:

· BSF shall be able to indicate to NAF the expiration time of the bootstrapping information.

· BSF shall be able to indicate to NAF the creation time of the bootstrapping information.

The key lifetime parameter gives:

· BSF a possibility to to limit the period of time in which bootstrapping information is valid, and 

· NAF a permission to clean up in a controlled way the obsolete bootstrapping information even before general storage capacity release procedures have to do it. 

The key timestamp parameter gives a possibility for:

· BSF to indicate to the NAF the creation time of the bootstrapping information, and

· NAF to request UE and BSF to create new bootstrapping information if its policies require fresher keys.

The key lifetime also ensures in most cases the freshness of application specific subscriber profile, which is part bootstrapping information. (Application specific subscriber profile may change in HSS after bootstrapping and before the key lifetime expires. However, assuming that changes in subscribers’ profiles are rare as compared to subscribers’ use of services, this is a rare event.) 

The rest of this contribution proposes how to implement the key lifetime and key timestamp parameters. 

2. Proposals

2.1 Key lifetime

When BSF sends the bootstrapping information to the NAF via Zn interface it includes the key lifetime information to the message.

There are basically two ways to express the lifetime:

1. As duration, from which the expiration time can be computed: 
The lifetime is expressed as duration in some feasible time units. The BSF simply sends the desired key lifetime value to the NAF. The NAF computes the expiration time by adding this duration to its system time and stores it with the bootstrapping information.

2. As expiration time: 
The lifetime is expressed as expiration time. The BSF computes the expiration time by adding the desired key lifetime to its system time and sends the result to the NAF. The NAF stores this expiration time with each bootstrapping information for comparation with its system time later.

The second alternative, i.e., expiration time is recommended.

The value of key lifetime is set in BSF configuration by home operator. Notice, that it may be different for different kinds of NAFs. Because the home operator configures also BSFs it is not necessary to include the key lifetime information to HSSs to be transferred to BSFs via Zh interfaces. 

2.2 Key timestamp

When BSF creates the bootstrapping information, it will create the key timestamp intormation. The timestamp value could be, e.g., seconds since January 1st, 1970 (i.e., Unix style), or seconds since 0 AD (i.e., Symbian style).

The key timestamp can be communicated to the NAF in a number of ways:

1. as a parameter in Zn interface: 
The bootstrapping timestamp would be sent to the NAF with other bootstrapping information over Zn interface. 

2. as part of the TID: 
The bootstrapping timestamp would be intergrated as part of the TID, e.g., first 40 bits of TID would indicate the timestamp.

The second option, i.e., key timestamp is sent as part of the TID is recommended.

The TID approach gives a possibility for NAF to request for a new bootstrapping session between UE and BSF even before it has contacted the BSF since the timestamp is part of the TID and which NAF receives over Ua interface. The TID approach also gives a possibility for the UE to track the bootstrapping creation times that are recorded by BSF. Of course, UE may also record the creation time itself since it participates in bootstrapping.

3. Conclusion

SA3 is asked to endorse the following:

1. BSF shall be able to indicate to NAF the expiration time of the bootstrapping information. This should be added as a new requirement into [TS 33.220] for Zn interface.

2. BSF shall be able to indicate to NAF the creation time of the bootstrapping information. This should be added as a new requirement into [TS 33.220] for Zn interface.

3. BSF shall send the key lifetime value to NAF with other bootstrapping information over Zn interface. This should be incorporated into[TS 29.109].

4. BSF shall encode the key timestamp value into the TID value. The method of creating the TID should be incorporated into [TS 33.220].
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