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1. Introduction

In SA3 Ad hoc meeting in Antwerp a concern was raised against SRTP (Secure RTP) [1] that it may suffer from session key pre-calculation problem. Ericsson studied the issue for SA3#31 and presented a solution in [2] that uses MIKEY and mitigates the problem. 

In SA3#31 meeting SA3 decided upon the following: 

“It will be possible to run the whole MBMS security with ME only, but will also be possible to run key management using the UICC. A migratory path between the two solutions is needed and the solutions will be developed to allow this. Deviations between the two solutions would only be made for the benefit of the whole system (this implies the use of a 2-tiered system). The difference between the two solutions for delivering the low‑level keys would be visible only inside the UE and secondly, the BMSC would know which solution is implemented in the UE side. A Rel‑6 compliant UE will support both UICC based and ME based solutions and the Operator will have control over the choice of method used for MBMS services.

For the ME part, GBA and MIKEY (with possible 3GPP-specific enhancements, e.g. for the support of encrypted keys) will be used as a basis for the standardised solution. This does not rule out DRM based solutions, e.g. DOWNLOAD.”
In this contribution Ericsson presents a key management mechanism that fulfils the agreement achieved in SA3. The mechanism is a further enhancement of the earlier presented paper [2] submitted to SA3#31. It should be noted that the presented mechanism is compatible with MIKEY [3] in the sense that the approved MIKEY internet draft  (which has reached RFC status) allows extensions, which however require a new internet draft. The proposed changes to TS 33.2246 are presented in companion pseudo CRs [5] and [6].

2. Two-tiered MIKEY mechanism

The current MIKEY allows extensions to be specified which enable MIKEY to support two-tiered keying mechanism. . The needed extension to MIKEY is basically that 

· A new input is defined in the key derivation function. This is the new random value 

· The new random value is transported in security protocol to the receiver

The principle of two-tiered MIKEY mechanism is depicted in figure 1. The key management calculates a fresh TEK from the BAK and RAND always when requested by the security protocol. The security protocol (for example SRTP) detects the need for a new TEK when the concatenated value of BAK-id and RAND has changed in the data packet. If the value is unchanged, security protocol does not need an updated TEK. 

In case of UICC based solution, the key management function does not need to be in UICC as a whole. It is sufficient that the BAK storage and TEK derivation are in UICC. However, as is required by requirement 5h in [4], the UICC needs to validate the freshness and authenticity of the RAND.
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Figure 1 Two-tiered MIKEY mechanism 

The mechanism from the UE perspective is depicted in figure 2. It shows also the migration from ME based solution to UICC based solution. UICC based scenario is shown on the left side and ME based scenario is shown on the right side. The figure shows MIKEY as key management protocol and SRTP as an example of a security protocol. 

The ME based solution works as follows:

· The KEK may be generated from key material received from GBA.

· The BAK is received in ME by point-to-point key delivery. The BAK is protected with KEK. The lifetime of BAK and BAK-ID are outside the KEK protected content. This is because these parameters are needed by the ME also in the UICC based solution for example to trigger re-keying. Current MIKEY does not support these parameters, but they can be carried in MIKEY in general extension payloads, which can be defined without IETF standardisation. 

· User data is received in the ME in point-to-multipoint. If the master key identifier (MKI), i.e. concatenation of BAK-ID and RAND, is new to the security protocol, it requests for a new TEK from the key management protocol. Note that the security protocol does not need to interpret the structure of MKI.

· The key management protocol calculates the new TEK from BAK and RAND and provides it to the security protocol.

· The security protocol decrypts the data

· If the MKI is unchanged, the SRTP can decrypt the data directly.

The UICC based solution is as follows:

· The provision of KEK to the UICC is FFS.

· The MIKEY message is received by point-to-point key delivery in ME. The ME sends the encrypted part of MIKEY message to the UICC, which decrypts the BAK. The lifetime of BAK and BAK-ID are outside the KEK protected content. This is because these parameters are needed by the ME also in the UICC based solution for example to trigger re-keying. Current MIKEY does not support these parameters, but they can be carried in MIKEY in general extension payloads, which can be defined without IETF standardisation. 

· User data is received in the ME in point-to-multipoint. If the master key identifier (MKI), i.e. concatenation of BAK-ID and RAND, is new to the security protocol, it requests for a new TEK from the key management protocol.

· The key management protocol checks the BAK-ID and requests for a new TEK from the UICC. If the BAK-ID was not found in ME, it may trigger re-keying to request for the current BAK from the BM-SC.

· The UICC calculates the new TEK from BAK and RAND and provides it to the key management protocol, which forwards the TEK to the security protocol.

· The security protocol decrypts the data

· If the MKI is unchanged, the SRTP can decrypt the data directly.
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Figure 2 The UICC based solution and ME based solution 

3. Load balancing in key requests

Key lifetime 

Several earlier contributions have noted the problem that UEs should not request the new MBMS key simultaneously, since this might lead to overload situation. This is also captured in an editor’s note in TS 33.246 in 5.2 [4]: 

Editor’s note:
If all users need to request a key update simultaneously then there may need to be some method of ensuring that all the users do not request a key update at the same time. This mechanism is ffs.

An important parameter in avoiding this problem is the key lifetime. The UEs can for example spread the key requests randomly over the lifetime of the key.  If the UEs have no knowledge of the key lifetime, they will most probably request the key when it changes in the multicast data, thereby causing a peak of key requests. 

There is currently no requirement of the key lifetime parameter associated to high level MBMS key despite its evident importance. Therefore it is proposed to add the following requirement to TS 33.246:

There shall be a lifetime value associated to a high MBMS level key in order to support mechanisms that prevent all UEs from requesting the new high- level key simultaneously. This key lifetime shall be communicated to the UE with the associated key.

The exact change is included in companion pseudo CR [5].

Batch of keys

It is seen beneficial to be able to send many keys to the UE in one batch. This can for example decrease the key signalling load, decrease the risk for peaks in key requests and also enable various charging schemes. Therefore it is proposed to add the following requirement to TS 33.246: 

It shall be possible for the keying mechanism to send many keys (a batch of keys) with one keying message to the UE in order to decrease signalling load in the network and to support load balancing in key requests and different possible charging schemes.

The exact change is included in companion pseudo CR [5].

MIKEY support 

MIKEY can support both of the above requirements. Already the current MIKEY can carry several encrypted BAKs in one MIKEY message. The key-id or the lifetime of the key is present in the encrypted key payload as an optional element.  

The lifetime associated with a key-id can also be added to MIKEY outside the encrypted part in general extension payload by defining a new TLV, e.g. as [key-id, lifetime].  A MIKEY message may include as many of these payloads as there are keys in the message, if a batch of keys is sent. The general extension payload is also protected by MIKEY MAC.

A regular MIKEY message with one key inside the encrypted KEMAC part is as follows, see [2] chapter 3.1:

MIKEY message = HDR, T, RAND, [IDi], {SP}, KEMAC (Key-id-1, Key-1), 

where KEMAC (Key-1, Key-id-1) means that Key-1 with its Key-id-1 are carried in the encrypted KEMAC part.

When several keys are sent in one message and general extension payloads are used to convey the key-ids and lifetimes outside the encrypted part, the message could look as follows:

MIKEY message = HDR, T, RAND, [IDi], {SP}, GEP (Key-id-1, Life-1), GEP (Key-id-2, Life-2), KEMAC (Key-id-1, Key-1, Key-id-2, Key-2), 

where GEP is general extension payload, which can carry the key-id and lifetime for a key. GEPs are added before the KEMAC since it includes the MAC for the whole MIKEY message. Note that the Key-id-x inside the KEMAC is optional in MIKEY.

4. IETF considerations

MIKEY internet draft has been approved to be an IETF RFC although an RFC number has not been allocated yet. The approved MIKEY allows certain extensions to be made to MIKEY with new standards track RFCs. The MIKEY enhancement described above to support two-tiered keying mechanism is such an extension. However, the timeframe of release 6 might not allow for new standards track RFC to be written. Therefore Ericsson proposes that the needed extensions to MIKEY should be specified in 3GPP.

5. Migration

The proposed two-tiered MIKEY provides smooth migration path to UICC based method, since it can be used with both ME and UICC based methods. 

6. Proposal

It is proposed to adopt two-tiered MIKEY as key management protocol for MBMS. MIKEY can support both ME and UICC based methods. MIKEY also provides smooth migration path to UICC based method. It is also proposed that SA3 endorses the requirements in chapter 3.

7. Conclusion

MIKEY enables both ME and UICC based key management. This document and accompanying pseudo-CR [6] describes how MIKEY is used in ME and UICC based key management.

MIKEY internet draft has been approved to be an IETF RFC although an RFC number has not been allocated yet. The approved MIKEY allows certain extensions to be made to MIKEY with new standards track RFCs. The MIKEY enhancement described above to support two-tiered keying mechanism is such an extension. However, the timeframe of release 6 might not allow for new standards track RFC to be written. Therefore Ericsson proposes that the needed extensions to MIKEY should be specified in 3GPP.
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