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1. Introduction

In this paper Ericsson discusses the status of TLS and what different TLS extensions and TLS profiles that are available.

Ericsson suggests that 3GPP should as a working assumption implement the TLS profile developed in WAP, cf. [WAP-219-TLS] as well as [WAPCert] for certificate profiles. The rationale behind this recommendation is that Ericsson believes that the most efficient and effective way forward is to re-use existing profiles for a wireless environment.  

Furthermore Ericsson also suggests that SA3 as a working assumption for Presence security implements also future OMA defined TLS profiles that should consider the existing IETF TLS extensions like AES cipher suites and TLSv1.1 

Ericsson proposes that SA3 sends an LS to OMA to ask them to report on the time schedule for implementation of these extensions for enhancing the OMA TLS profile since e.g. the implementation of an AES cipher suite should be essential for Presence Security.

Ericsson also asks SA3 to endorse the attached Pseudo CR.

2. Presence Security Requirements

The current architecture for the use of Presence Ut interface is depicted in the figure below, where the case of the use of a reverse proxy is included:
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It is currently assumed in TS33.141 that TLS shall be used but there is an editor’s note in the TS that highlights that several TLS standards document are available. This contribution aims to define what TLS specifications that the TS shall make references to.

3. TLS profiling

3.1 TLS profile status in standards

There are several different standards document that are TLS related available i.e. RFCs, Profiles and IETF drafts e.g.

· RFC 2246 The TLS Protocol Version 1.0, cf. [RFC 2246]
· RFC 3546 TLS Extensions, cf. [RFC 3546]

· IETF Draft TLSv1.1 Draft v5.0, cf. [Draft-TLSv1.1]

· RFC 3268 AES Ciphersuites, [RFC 3268]

· WAP-219-TLS TLS Profile and Tunneling which is a profile of RFC 2246 TLSv1.0, cf. [WAP-219-TLS]

· IETF Draft Shared Key TLS

On the IETF draft for Shared Key TLS Ericsson already identified several open issues, cf. [S3-030721] at SA3#31, which need to be clarified. Therefore Ericsson leaves that draft out from the discussion in this paper.

3.2 Profiling Discussion

When WAP Forum launched WAP2.0 it was a step to bring the wireless environment closer to the Internet Protocols like TCP, HTTP and TLS. For TLS a wireless profile was defined in [WAP-219-TLS] which requires that client and server implementations are compliant with TLSv1.0 [RFC 2246]. The WAP2.0 profile requires that a server support both cipher suites in the list below whereas the client shall support at least one of them:

1. TLS_RSA_WITH_RC4_128_SHA

2. TLS_RSA_WITH_3DES_EDE_CBC_SHA

From a confidentiality protection point of view cipher suite 2 is related to the encryption of IMS signalling where it is specified in TS33.203 that IPsec ESP implementation should use DES-EDE3-CBC. Hence this TLS cipher suite should take precedence over 1 since it facilitates the possibility to re-use existing implementations in the terminal.

In order to minimise the need to perform a full TLS handshake too often a session resume shall be used. The TLSv1.0 stipulates that a key shall not have a longer lifetime than 24 hours. This is also reflected in the [WAP-219-TLS]. Hence also Presence TS should respect this guideline.

For Presence TLS shall not be used for Client Authentication instead it is up to the Authentication Proxy or the Server to decide what part of [GAA] shall be used if any e.g. the use of GBA where HTTP Digest is used as the protocol for client authentication. For Server Authentication it is recommended that the WAP profiled X.509 Server Certificates as defined in [WAPCert] are utilised however it is not forbidden to use [X.509] Server Certificates.

A final note on the TLS tunnelling part as specified in [WAP-219-TLS] is that if the Client is aware of a Proxy between the Client and an Application Server the Client shall use the HTTP Connect method for setting up an end to end protected session. However if an operator implements a Reverse Proxy as specified in TS33.141 then the client is not aware of such a proxy and hence the TLS tunnelling is not used.

The RFC 3268, cf. [RFC 3268] defines a number of suites with AES support all in Cipher Block Chaining Mode with 128- or 256- bit keys e.g. TLS_RSA_WITH_AES_128_CBC_SHA. Ericsson suggests to add an Editors Note on AES in the Presence TS on AES since it is desirable that the Presence Security includes at least one mandatory AES cipher suite.

In IETF there is ongoing work to further enhance TLSv1.0 to TLSv1.1 [Draft-TLSv1.1]. The list below highlights some of the enhancements that have been made in the draft:

· RSA/3DES is the mandatory cipher suite

· Removal of the requirement that the Server Random has to be different from the Client Random

· Editorial changes like removal of RSA patent statement

· Prevention of certain CBC attacks

Ericsson assumes that when the TLSv1.1 is available that the TLS profile in OMA should be updated accordingly. From a security point of view it is natural that TLSv1.1. would take precedence over TLS1.0 when it is available as an RFC since it prevents some certain known TLSv1.0 CBC attacks.

The TLS-Extensions [RFC 3546], defines extensions to TLS that may be used for added functionality in particular in wireless environments like:

· Negotiation of Client Certificate URLs

· Negotiation of Maximum Fragment Length

· TLS Clients enabled to communicate which CA Root Keys it supports

· Negotiation of the use of Truncated MACs (80 bit MAC)

· Mechanism that avoids that a full CRL is sent

Ericsson recognises that the RFC 3546 have identified several relevant requirements for constrained environments and constrained clients like bandwidth limitations, computational power limitations and battery life limitations to name a few.

Therefore it seems attractive that 3GPP considers to implement these extensions e.g. to Presence Security. However it could be discussed whether this RFC could then be for post Release 6 and included in the HTTP TS.

3.3 Recommended way forward

Considering that OMA is now responsible for WAP protocols like WTLS and the wireless profile of TLSv1.0 [RFC 2246] Ericsson recommends that 3GPP SA3 adopts the working assumption that Presence Security is based on [WAP-219-TLS] for Server Authentication, Confidentiality Protection and Integrity Protection and [WAPCert] for Certificate profiles. However the Tunneling part in [WAP-219-TLS] is not required for Presence since the UE is not aware of the Reverse Proxy.

Ericsson believes that this recommended way forward should be chosen since it minimises the risk that both 3GPP and OMA would start to work on wireless TLS profiles and perhaps increase the risk that the groups identify even conflicting requirements. It seems that such an approach would also decrease the workload e.g. minimising the number of LSs that need to be sent between the groups. This proposal also re-uses the existing work already done on TLS profiles in OMA and it is the belief of Ericsson that it is better to evolve future extensions to TLS and related profiles based on an existing specifications like [WAP-219-TLS], which is owned by OMA.

4. Conclusions

In this document several different TLS standards documents were discussed. It was concluded that the Presence TS should base the TLS profile on OMA specifications. It was also recommended that the most efficient and effective way forward is that OMA based on the existing specifications under their ownership evolve and profile based on the ongoing work on TLS in IETF e.g. the inclusion of a mandatory AES based cipher suite.

Ericsson suggests that 3GPP SA3 sends an LS to OMA to highlight the ongoing work on Presence Security and ask OMA to report the status on evolving the TLS profile [WAP-219-TLS] to include e.g. AES Cipher suites [RFC 3268], TLSv1.1 [Draft-TLSv1.1] and TLS Extensions [RFC 3546] and what the time schedule for this is.
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