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WT01 Security Management Concepts and Requirements
(This draft TS  is undergoing review and as such is work in progress)

S5-037227
Security Matrices

(This document would replace clauses 6 &7 of the “Security Management Concepts and Requirements TS draft)

1. Overall Description:

SA5 wishes to inform SA3 of work being done with respect to the security requirements for IRPs (Integration Reference Points) used on the Itf-N.

As part of the Security Management work task SA5 OAM-NIM WT01, SA5 have produced a draft TS on "Security management concepts and requirements" which is referenced in the in the attachments section of this LS.

2. Work Task Description:

Justification

The 3G Mobile Network is a system that is sensitive to fraud behaviour and contain high sensitive data that is fundamental to the correct operation of the Mobile Network, including sensitive information about subscribers. In the context of managing a 3G Mobile Network, the Management will inter-exchange sensitive data between the management system and the mobile network. 

Despite the possibilities for fraudulent attacks on the operation of Mobile Networks, the current 3G Management System of the 3G Mobile Network does not specify the security features. These Security features are required to allow secure access and protect sensitive data in the interaction between the 3G Management System and the 3G Mobile Network.  Some basic capabilities such as Authentication, Authorization and/or Encryption are currently missing.

Objective

The objective of this work item is to enhance the 3GPP specified 3G Management System to ensure secure access and data protection throughout the OAM network. The following security features shall be applied:

· Authentication
A capability that allows the IRP Agent to determine if the IRP Manager is the user it claims to be.
· Authorization
A capability that allows the IRP Agent to determine if the authenticated IRP Manager has the right to manage (e.g., read/write Managed Objects attributes, obtain network alarm information) part or all of the managed network. 

· Integrity
IRP Managers and IRP Agents exchange network management (NM) messages. The Integrity is a capability that allows the NM message receiving entity to validate (a) if the received NM messages have not been unauthorized modified and (b) the originator of the received NM message.
· Confidentiality
A capability that ensures only the intended NM message recipient (e.g., IRP Manager, IRP Agent) can read the message.  In other words, non-intended recipient of a NM message will not be able to read/decode the intercepted NM message.
3. Actions:

To SA3.

ACTION: 

1. SA5 asks SA3 to review and provide comments on the attached documents.

2. Is there a possibility that SA5 can re-use any of the work done by SA3 ?

3. Does SA3 think that the SA5 WT is an overlap of any of the SA3 WTs ?

4. Date of Next SA5 Meetings:

	3GPPSA5#36-Bis 
	WG 
	12 - 16 Jan 2004    
	Vancouver
	Canada 

	3GPPSA5#37 
	WG 
	23 - 27 Feb 2004    
	Malaga  
	ES  

	3GPPSA5#37-Bis 
	WG 
	29 Mar - 2 Apr 2004    
	Sophia Antipolis 
	FR 

	3GPPSA5#38 
	WG 
	10 - 14 May 2004    
	Beijing  
	CN  

	3GPPSA5#38-bis 
	WG 
	28 Jun - 2 Jul 2004    
	Sophia Antipolis 
	FR 
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