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SA3 has started the work for the work item on “Key Management of group keys for Voice Group Call Services” which was approved at SA#21 (SP-030491).
T3 is asked to start the work on USIM according to the stage-2 principles which were endorsed at SA3#30. It is pointed out that the attachment S3-030559 only serves as background information i.e. a) the proposed CR to 43.020 Rel-6 was not agreed at SA3#30 and b) not all proposed principles of S3-030559 were endorsed by SA3#30 but some are subject of further investigation as listed below.

Following principles were endorsed by SA3: 
A)
For each voice group up to 15 group keys per group can be defined (identified by a group key number).
Note: The maximum number of group keys per voice group is determined by the available number of bits in the radio access network to signal a key identifier to the UE.
B)
The group keys are stored in 

· the group call register (GCR) on the network side (which is co-located to an MSC),

· USIM application of the UICC on the UE side.

C)
On call set-up the GCR selects one group key and sends it to the BSS and the group key number to the UE which fetches the corresponding key from the USIM.
D) A key management centre (KMC) takes care that the group keys are up to date at all locations and are exchanged from time to time (which is up to the operator’s policy).

Note: It was recognized that the keys shall be refreshed frequently enough. A study is needed to determine an appropriate key refresh rate.
E)
The same algorithms are used for encryption of VGCS-calls as for normal GSM-speech calls (i.e. A5/0-A5/7).

Note: It was recognized that the keys shall be refreshed frequently enough. A study is needed to determine an appropriate key refresh rate.
Following principles need further investigation:
F) It is for further study whether the KMC is out of scope of 3GPP specification.

G) It is for further study whether the interface between KMC and the GCRs needs to be standardized.
H) It is for further study whether the interface between the KMC and the USIM needs to be standardized by 3GPP. The use of OTA techniques has been suggested.
I) It is for further study how the UE gets the information which cipher algorithm is used for a group call.  One option is to signal the cipher algorithm via the air-interface. Another option may be to store it on the USIM together with the group key.

The maximum required storage for the UICC per voice group would be 15 group keys each 8 octets, and possibly storing an algorithm indicator per group key.

Actions:

To SA1:

SA1 is kindly asked to confirm to T3 (See T3-030623) that ASCI (VBS/VGCS) service is a feature that needs to be continued on the USIM.  
To T3:

T3 is kindly asked to comment on the USIM-related stage-2 principles that were discussed within SA3 and to start the USIM-work.
Date of Next SA3 Meetings:

SA3#31               18 – 21 November 2003 
Munich, Germany
SA3#32               9 – 13 February 2004 
???






