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***** End of Change ****

***** Begin of Change ****
5

Security features

5.1 
Secure Access to the Presence Server/Presence List Server

5.1.1
Authentication of the subscriber and the network

Authentication between the subscriber and the network shall be performed as specified in clause 6.1.

The authentication of the subscriber shall be based on the ISIM as defined in [4]. The authentication of the subscriber shall be HTTP based. The authentication of the subscriber shall not be based on asymmetric mechanisms.

The Server is authenticated by means of asymmetric cryptography using a Server Certificate. The authentication of the Server shall be based on strong security. The use of anonymous Diffie Hellman is not allowed.

Note: The interleaving attack shall not be possible

[Editors Note: The exact details on Server Certificate are FFS cf. X509v3 certificate and PKIX]
[Editors Note: It is FFS how the user is authenticated]
5.1.1.1
Authenticated identity management
[Editors Note: This section is related to a special case when an authenticatin proxy is located between the UE and any application server.  Parts of this section may later be moved to another technical specification.]
If there is an authentication proxy between the UE and the Presence Server / Presence List Server, the following requirements shall apply: 
Authentication proxy shall be able to authenticate the end-user identity using the means of Generic Bootstrapping Architecture. 
[Editors Note: the exact details of the security architecture is FFS and dependant on decisions related with the ongoing work on GBA (Generic Bootstrapping Architecture)]
Authentication proxy shall be able to send the end-user identity to the application server at the beginning of new HTTP session. 

Application servers shall be able to use appropriate session management mechanisms with the client. 
Note: The used session management mechanism is out of the scope of 3GPP specifications.
The client shall be able to create several parallel HTTP sessions via the authentication proxy to different application servers.
***** End of Change ****

***** Begin of Change ****
6 Security Mechanisms

[Editors Note: This should be a profiling of [6] and [8]]

6.1
Authentication and key agreement

6.1.1
Authentication of the user
6.1.1.1
Authenticated identity management

[Editors Note: This section is related to a special case when an authenticatin proxy is located between the UE and any application server.  Parts of this section may later be moved to another technical specification.]
The authenticated identity management mechanism shall be implemented using an identity management cookie in the “Cookie” header specified in [10]. 
Procedure: 

1) Authentication proxy shall authenticate the UE by the means of General Bootstrapping Architecture. 

2) Authentication proxy shall generate the identity management cookie with the user identifier and include it in every HTTP request. Since the Cookie header may already include some cookie values, the authentication proxy shall check all cookies named in the same way as the identity management cookie, and remove possible false values. All other cookies are transparent to the proxy. 
3) Application server shall take the user identifier from the identity management cookie. The server shall assume that the proxy has authenticated the client with the identity present in the cookie. If the server does not have any service related to the user identity, it shall deny the request.

4) Application server may use any appropriate session management mechanism with the client. 
Note: Application server may use cookies for session management as specified in [10], or any other session management mechanism that can be used through a proxy. The application server may also re-use the same cookie that was received from the proxy for managing its own session with the client.

The exact syntax of the identity management cookie is specified in Appendix A. 
***** End of Change ****

***** Begin of Change ****

Appendix A: Identity management cookie (normative) 

The syntax of the identity management cookie is:

cookie-value    =  NAME "=" VALUE

NAME            =  "HTTP-Asserted-Identity"

VALUE           =  username-value

username-value   = quoted-string

[Editors note: The exact content of the username-value dependant on decisions related to the ongoing work on GBA (Generic Bootstrapping Architecture).]

Other parameters are as specified in [10]. 

Example: 

Cookie: $Version="0"; HTTP-Asserted-Identity="username@homenetwork.org"
***** End of Change ****
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