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1. Introduction

This document further study the issues related to the authentication proxy (AP). In particular, the issue of transferring the identity of the end-user between the AP and the application servers (AS) is investigated. It is proposed that SA3 adopts a working assumption that 3GPP shall develop private extension to solve this problem because there is no standard solution available in the market. 

2. AP to AS interface 

2.1 Background and current status 

One of the alternatives currently discussed for the Presence Ut interface is based on the use of AP. The assumption is that the proxy would act as a gateway for several ASs, and in this way, would minimize the consumption of AKA AVs, and the parallel use of TLS. 

This issue is very closely related to General Bootstrapping Architecture (GBA) discussion in SA3. The current working assumption is that GBA would be used to bootstrap also the security for the AP. SA3 is also discussing an optimized version of this architecture where AP and BSF are implemented in the same node. 

Ericsson has been studying the existing standards that could be re-used for AP-AS interface. The current understanding is that even though the problem is perceived as relevant in the market, there is no standard that could be directly re-used to solve it. OMA used to have a WI on their Identity Management framework; however, the work has now been re-focused. OMA is currently evaluating the protocols developed by Liberty Alliance related to this problem. On the other hand, the protocols of Liberty Alliance are based on the ideas that are not directly compatible with GBA working assumptions of SA3. 

Because there is no protocol available for this problem, it is suggested that 3GPP develops a standard for it. 

2.2 Problem statement 

HTTP is originally developed as stateless transport mechanism. Each request required new set up of TCP connection, and there was no concept of session that would have created a relationship between the requests. Current way of creating stateful HTTP applications is to authenticate the user in the first request, and then use some session tracking mechanism to know that all subsequent requests are coming form the same client. The client side is typically authenticated using some authentication schema in the HTTP authentication framework [RFC 2617]. There are several ways to implement the session tracking mechanism, e.g:

· Use of TLS or other stateful security mechanism. 

· HTTP State Management Mechanism with cookies [RFC 2965].

· URL rewriting mechanism where the session is identified by a parameter in the URL. 

There is also a fourth mechanism for session tracking; however, it is limited to HTTP POST method. In this mechanism, the messages include some hidden parameters that are not visible to the user.

When AP is utilized, the AS does not have to authenticate the user in the first request because the proxy already performed the authentication. What is needed is a new mechanism for providing the client identity to the AS in the way that the session management between the AS and the client is still possible.

2.3 Requirements 

This document assume the following requirements for the solution: 

REQ 1: Authentication proxy shall be able to authenticate the end-user identity using the means of Generic Bootstrapping Architecture. 

REQ 2: Authentication proxy shall be able to send the end-user identity to the application server at the beginning of new HTTP session 

REQ 3: Application servers shall be able to use appropriate session management mechanisms with the client. 

REQ 4: The client shall be able to create several parallel HTTP sessions via the authentication proxy to different application servers. 

2.4 Solution 

RFC 2965 uses two headers, “Cookie” and “Set-Cookie2”, for managing the HTTP sessions. The general principle is that server may use the “Set-Cookie2” header to send session related information to the client, and the client must return this information in “Cookie” header. 

This mechanism can be directly re-used to transport the authenticated identity information between the AP and AS. 

This is how the mechanism could work: 

1) AP generates a cookie with the user identifier and includes the cookie in every HTTP request. Example of the cookie could be as follows: 

GET HTTP/1.1

Cookie: $Version="0"; HTTP-Asserted-Identity="username@homenetwork.org" 

2) AS takes the user identifier from the cookie. AS can assume that the AP has authenticated the client with this identity. Of course, if the AS does not have any service for this particular user identity, it should deny the request. 

What happens next is up to the local policy of AS. AS can initiate a new session management mechanism. For example, the AS can generate a new cookie and send it in the HTTP response to the client so in the next request to the same server the client includes this cookie. This use of end-to-end session management is transparent for the proxy. The AS can also use the same cookie that was received from the AP with its own session management with the client. 

This solution requires that all ASs that are accessed via the AP must understand the semantics of this cookie. However, the use of AP is not mandatory in current SA3 specifications, and those ASs that do not understand the semantics of the cookie can be accessed using the means of bootstrapping function. 

3. Conclusions

This document has discussed the interface between authentication proxy and application servers. 

It is proposed that SA3 adopts a working assumption that 3GPP shall develop a solution for this interface because there is no standard available. 

Ericsson proposes the use of cookies in the solution because cookies were originally developed for solving the session management problem, and they are currently used to tie the end-user identity to HTTP session. It is rather natural to re-use the same mechanism to solve the problem in hand. 

Attached Pseudo-CR documents the proposed working assumption to Presence Security TS. 
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