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4.4.2 IMS related

It is suggested that SA3 adopts the following working assumptions related to Presence: 

1) Peu: Existing IMS security architecture fulfils the security requirements related to authentication, integrity protection, replay protection and anonymity. 

2) Ph: No additional security requirements. 

3) Pi: No additional security requirements.

4) Pc: No additional security requirements.

5) Pg: No additional security requirements.

6) Pk: No additional security requirements.

7) Pl: No additional security requirements.

8) Pw: Existing IMS security architecture fulfils the security requirements related to authentication, integrity protection and replay protection. 

9) Pw: IMS is enhanced by a security mechanism for the Watcher to request anonymity.

The following interfaces are left FFS: 

1) Pex: Security between PEA and external information source should be further studied. 

2) Pex, Peu & Pen: Threats and potential solutions for false presence information inside the network should be further studied. 

3) Peu & Pw: IMS may need to be enhanced by IPsec encryption between UE and P-CSCF in order to fulfil the confidentiality requirement.

4) 
5) Peu & Pw: Ability of non-IMS accesses (e.g. WAP/SMS/WV) to fulfil the security requirements should be further studied.

6) Pw: The Presence Server may need additional mechanism for authenticating the Watchers. For example, the Presentity may provide passwords for Watcher authentication. 

7) Pw: The Presentity may need additional mechanism for authenticating the Watchers. For example, the Watcher may provide a token or electronic signature for authentication.

8) 
[Editors note: Peu: It is not clear yet which protocols will be used in Peu interface. Peu may include protocols for web access (e.g. HTTP for access list manipulation and registrations), and consequently there may be a need for additional security.]

6 
Security features

6.1 
IMS related security features 

6.1.2 Subscriber anonymity 
6.1.2.1 
Initiator of a SIP dialog 
The network shall hide the identity of the initiator of a SIP dialog in the following cases: 

· The initiator has requested from the network that her identity is hidden from the receiver of the request. 
· The initiator has agreed with the home network that the home network takes care of the identity blocking for certain messages on behalf of the initiator. 
Anonymity shall be provided if the subscriber requests it. The network shall not deliver the message to the receiver if the initiator has set the anonymity request as ‘critical’, and the network is not able to provide the requested anonymity. The same anonymity rules shall apply to all messages within a SIP dialog.
Anonymity shall be provided by the last-hop P-CSCF. If the IMS originated messages are sent outside the IMS trust domain (e.g. to the open Internet), the edge proxy (e.g. I-CSCF) shall provide the anonymity.
Anonymity may be requested with multimedia sessions, or with any other services that will use IMS, such as Presence or Instant Messaging. 
Even when the anonymity is provided, the Lawful Interception function may need to be able to monitor the SIP identities of the originator. It is up to the local legislation if the messages without identity information coming from open Internet are allowed to access the IMS trust domain without authentication. If such messages are not allowed within some sub-network, the edge proxy (e.g. I-CSCF) shall reject the message with appropriate error code. 
6.1.2.2 
Receiver of a SIP dialog initiation request
The receiver of a SIP dialog initiation request is able to have some degree of anonymity if she registers a pseudonym as IMPU. In this case, the subscriber shall be responsible for not revealing the relationship between the pseudonym IMPU and her real identity to unauthorized parties. If she releaves her real identity, there is no anonymity. 
8
Security mechanisms

8.1 
IMS related security mechanisms 

8.1.2
Subscriber anonymity mechanisms

8.1.2.1
Anonymity of SIP dialog initiator 
The anonymity mechanism is optional for implementation in UA. The UA may provide anonymity for the subscriber following the privacy mechanisms described in [17, and 18]. This includes populating the SIP headers with values that reflect the privacy requirements of the subscriber, as well as requesting further privacy from the network. 
The UA may use the following priv-value types of the Privacy header in [17, and 18]: 

· ‘none’
·  ‘id’

· ‘critical’
· ‘user’ 
[Editors note:priv-value  types ‘header’ and ‘session’ are FFS.]

The home network (e.g. S-CSCF or an Application Server) may provide the anonymity on behalf of the UA using the following priv-value type [17]: 

· ‘user’

P-CSCF and the edge proxy (e.g. I-CSCF) must implement the following priv-value types of the Privacy header in [17, and 18]: 
· ‘none’

· ‘id’
· ‘critical’
· ‘user’
[Editors note:priv-value  types ‘header’ and ‘session’ are FFS.]

P-CSCF and the edge proxy shall monitor the privacy requests in all terminating SIP requests, and provide the requested privacy (e.g. hide the identity of the subscriber). P-CSCF and the edge proxy shall not provide privacy for originating SIP requests. 
P-CSCF, edge proxy, S-CSCF, or an Application Server may reject all anonymous SIP requests without subscriber identity information if required in the local Lawful Interception policy. 
8.1.2.2 Pseudonym IMPU
Subscriber may use pseudonym IMPU to obtain some degree of anonymity. From system point of view, the pseudonym IMPU is like any other IMPU. All existing rules related IMPUs shall apply. 
Note: Unprotected SIP REGISTER messages include identity information that may be intercepted by unauthorized parties when sent over the air-interface. These messages may be used to combine the IMPU and IMPI information, and consequently this information may reveal the parallel IMPUs related to the pseudonym IMPU. 
[Editors note: There may be a need for additional rules related to the registration of pseudonym IMPUs.] 
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