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Introduction

This document proposes the addition of  two new subclauses under subclause 7.2.2.1 to the Application Server procedures in TR 24.841.

The new subclauses detail the procedures related to the authorization and verification of the identity of  watchers and presentities.

Proposal

It is proposed to add some definitions to the definitions subclause and add new subclauses dealing with watcher identity verification and authorization.
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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions defined in 3GPP TS 21.905 [1], 3GPP TS 22.141 [2], RFC 2778 [7] and the following apply:

Presence network agent:
a network located element that collects and sends network related presence information on behalf of the presentity to a presence server.

Presence server:
a network entity responsible for managing presence information on behalf of a presence entity. 

Presence user agent:
a terminal or network located element that collects and sends user related presence information to a presence server on behalf of a Principal.

Subscription Authorization Policy: a policy that determines which Watchers are allowed to subscribe to a Presentity’s Presence information. The Subscription Authorization Policy also determines which tuples of  the Presentity’s Presence information the watcher has access.
Next proposed change. New subclauses
7.2.2.1
Application Server (AS) acting as terminating UA, or redirect server

7.2.2.1.1
Watcher authorization at the Presence Server (PS)

When the PS receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, several cases exist:

 1)
If the Subscription Authorization Policy for the presentity contains a closed list of users who can access to the presentity information and the Subscription Authorization Policy indicates that anonymous access is not granted, the PS shall first check if the Privacy header indicates if privacy was requested.  

a) 
If Privacy was requested, then the PS shall not authorize the subscription.

b) 
If Privacy was not requested then the PS shall verify the identity of the watcher according to the procedures described in subclause 7.2.2.12. Once the identity of the watcher is verified, then PS shall check if any of the URIs included in the P-Asserted-Identity header or supplied in the authentication procedure are allowed to subscribe to the presence information. If none of these URIs are listed in the Subscription Authorization Policy for the presentity, then if the Presentity has subscribed to it’s own watcher information then the PS shall notify the presentity of the pending subscription by sending a NOTIFY request with a partial state update containing the public user identity of the unauthorized watcher. Otherwise the PS shall not authorize the subscription.

Editor's Note: The exact mechanism for the presentity to provide authorization is FFS.

2)
If the Subscription Authorization Policy for the presentity indicates that anonymous subscriber access is granted, then the PS shall authorize the subscription.

The procedures by which the PS does not authorize a subscription are any of the following: 

-
the PS rejects the subscription; or 

-
the PS does a polite blocking
7.2.2.1.2
Watcher identify verification at the Presence Server (PS)

When the PS receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, the PS, depending on the Subscription Authorization Policy, may need to verify the identity of the watcher prior to authorize the subscription.

If the PS needs to verify the identity of the watcher, when the PS receives a SUBSCRIBE request that does not contain credentials, two cases exist:

a)
The SUBSCRIBE request contains a P-Asserted-Identity header. This is typically the case when the watcher is located inside a trusted domain as defined by 3GPP 24.229 subclause 4.4. In this case, the PS is aware of the identity of the watcher and no extra actions are needed.

b)
The SUBSCRIBE request does not contain a P-Asserted-Identity header. This is typically the case when the watcher is located outside a trusted domain as defined by 3GPP TS 24.229 subclause 4.4. In this case, the PS does not have a verified identity of the watcher. The PS, depending on the Subscription Authorization Policy may need to verify the identity of the watcher.

Editor's Note: The exact mechanism to verify the identity of the user is FFS. One possible mechanism to verify the identity of the watcher is that the PS challenges the watcher by issuing a 401 (Unauthorized) response including a challenge (as per normal procedures described in RFC 3261). Later, when the PS receives a SUBSCRIBE request that contains credentials but it does not contain a P-Asserted-Identity, the PS will check the credentials to verify the identity of the watcher. 

Editor's Note: Another possible mechanism is that an edge proxy, such as the I-CSCF verifies the identity of the user and inserts a P-Asserted-Identity. In this case, the paragraph b above becomes an error case.

