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Reason for change:
(

TS 29.198-3 relies on the use of a challenge-based mechanism (CHAP as per IETF RFC 1994) for authentication of the client application by the framework, and vice-versa. CHAP is chosen as the authentication scheme when the authentication type in the initiateAuthenticate() method is set to P_OSA_AUTHENTICATION.

As it currently stands, the text merely states that, when using CHAP for authentication, a CHAP mechanism as per IETF RFC 1994 is to be used. RFC 1994 describes on one hand the format of packets for exchanging the challenge and the response and one the other hand specifies the use of MD5 for CHAP, in which the input into the MD5 function (or any other one-way function for that purpose) is made of the concatenation of the Identifier, the shared secret and the challenge string. 

Issue#1: use of RFC 1994 packet formats

Because of the lack of detailed reference to RFC 1994 in TS 29.198-3, it is not clear whether CHAP-based OSA authentication must format the challenge and response in packets as described in RFC 1994 or must merely follow the rule given for MD5 processing.

If the Challenge and Response packets as defined in RFC 1994 must be used to format the challenge and the response values, then it is not clear as to what the Name field of the Challenge packet must contain. The Name field must indeed be used to identify the sending system. There is no information in the TS as to which value must be put in there.

If RFC1994 must only be followed for the MD5 processing rule it provides, then it should be clearly specified in the TS.

Issue#2: weak use of one-way hash function

The mechanism described in RFC 1994, and hence inherited in OSA authentication, for calculating the input into the one-way hash function MD5 has since then (1996) been shown to present some weaknesses wrt the level of security. New constructions for one-way hash functions, such as HMAC, have since then been developed to cope with such issues. The use of MD5 alone as described in RFC1994 is no longer safe. Alternatives based on HMAC (HMAC-MD5 or HMAC-SHA1) must be put in place for challenge-based authentication.

However, as it currently stands, P_OSA_AUTHENTICATION is only associated to the RFC 1994 CHAP mechanism. There is therefore no means to make use of another authentication mechanism in the context of P_OSA_AUTHENTICATION. A separate contribution discusses a proposed solution to enable the smooth negotiation of the authentication mechanism to be used between the client and the framework.




Summary of change:
(

With regards to issue#1 above, the actual use of the packet format defined in RFC 1994 is clarified. In particular, the value to be used for the Name field of the Challenge and Response packets are also be clarified.

With regards to issue#2, two new challenge-based authentication mechanisms are proposed: HMAC_MD5_96 and HMAC_SHA1_96. These are defined resp. in RFC 2403 and 2404. A separate contribution discusses a proposed mechanism to enable the definition of such new authentication schemes and their negotiation.




Consequences if 
(

not approved:
Lack of detailed specification can lead to interoperability issues. Other hashing mechanisms must be provided to avoid potential security weaknesses in MD5 itself.
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6.3.1.1, 6.3.1.5
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6.3.1.5 Interface Class IpClientAPILevelAuthentication 

Inherits from: IpInterface.
<<Interface>>

IpClientAPILevelAuthentication



authenticate (challenge : in TpOctetSet) : TpOctetSet

abortAuthentication () : void

authenticationSucceeded () : void



Method

authenticate()

This method is used by the framework to authenticate the client.  The challenge will be encrypted using the mechanism prescribed by selectEncryptionMethod.  The client must respond with the correct responses to the challenges presented by the framework. The number of exchanges is dependent on the policies of each side.  The whole authentication process is deemed successful when the authenticationSucceeded method is invoked.  The invocation of this method may be interleaved with authenticate() calls by the client on the IpAPILevelAuthentication interface.

Returns <response> : This is the response of the client application to the challenge of the framework in the current sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by selectEncryptionMethod().  

Parameters

challenge : in TpOctetSet

The challenge presented by the framework to be responded to by the client.  The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
The formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Request packet shall be used to carry the challenge string. The Request packet shall make the contents of this function parameter. The Name field of the CHAP Request packet shall be present but not contain any useful value.
Returns

TpOctetSet

 The formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Response packet shall be used to carry the response string. The Response packet shall make the contents of this returned parameter. The Name field of the CHAP Response packet shall be present but not contain any useful value.
When an authentication algorithm different from MD5 has been negotiated, the algorithm  that has been agreed upon shall be used to generate the response value.
Method

abortAuthentication()

The framework uses this method to abort the authentication process. This method is invoked if the framework wishes to abort the authentication process, (unless the client responded incorrectly to a challenge in which case no further communication with the client should occur.) If this method has been invoked, calls to the requestAccess operation on IpAPILevelAuthentication will return an error code (P_ACCESS_DENIED), until the client has been properly authenticated. 

Parameters

No Parameters were identified for this method

Method

authenticationSucceeded()

The Framework uses this method to inform the client of the success of the authentication attempt. 

Parameters

No Parameters were identified for this method

6.3.1.5 Interface Class IpAPILevelAuthentication 

Inherits from: IpAuthentication.
The API Level Authentication Framework interface is used by client to perform its part of the mutual authentication process with the Framework necessary to be allowed to use any of the other interfaces supported by the Framework. 

<<Interface>>

IpAPILevelAuthentication



selectEncryptionMethod (encryptionCaps : in TpEncryptionCapabilityList) : TpEncryptionCapability

authenticate (challenge : in TpOctetSet) : TpOctetSet

abortAuthentication () : void

authenticationSucceeded () : void



Method

selectEncryptionMethod()

The client uses this method to initiate the authentication process. The framework returns its preferred mechanism.  This should be within capability of the client.  If a mechanism that is acceptable to the framework within the capability of the client cannot be found, the framework  throws the P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY exception.   Once the framework has returned its preferred mechanism, it will wait for a predefined unit of time before invoking the client's authenticate() method (the wait is to ensure that the client can initialise any resources necessary to use the prescribed encryption method).

Returns <prescribedMethod> : This is returned by the framework to indicate the mechanism preferred by the framework for the encryption process. If the value of the prescribedMethod returned by the framework is not understood by the client, it is considered a catastrophic error and the client must abort. 

Parameters

encryptionCaps : in TpEncryptionCapabilityList

This is the means by which the encryption mechanisms supported by the client are conveyed to the framework.
Returns

TpEncryptionCapability

Raises

TpCommonExceptions, P_ACCESS_DENIED, P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY
Method

authenticate()

This method is used by the client to authenticate the framework.  The challenge will be encrypted using the mechanism prescribed by selectEncryptionMethod. The framework must respond with the correct responses to the challenges presented by the client.  The domainID received in the initiateAuthentication() can be used by the framework to reference the correct public key for the client (the key management system is currently outside of the scope of the OSA APIs). The number of exchanges is dependent on the policies of each side.  The whole authentication process is deemed successful when the authenticationSucceeded method is invoked.  The invocation of this method may be interleaved with authenticate() calls by the framework on the client's APILevelAuthentication interface.

Returns <response> : This is the response of the framework to the challenge of the client in the current sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by selectEncryptionMethod().  

Parameters

challenge : in TpOctetSet

The challenge presented by the client to be responded to by the framework. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
The formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Request packet shall be used to carry the challenge string. The Request packet shall make the contents of this function parameter. The Name field of the CHAP Request packet shall be present but not contain any useful value.
Returns

TpOctetSet
The formatting of this parameter shall be according to section 4.1 of RFC 1994. A complete CHAP Response packet shall be used to carry the response string. The Response packet shall make the contents of this returned parameter. The Name field of the CHAP Response packet shall be present but not contain any useful value.

When an authentication algorithm different from MD5 has been negotiated, the algorithm  that has been agreed upon shall be used to generate the response value.
Raises

TpCommonExceptions, P_ACCESS_DENIED
Method

abortAuthentication()

The client uses this method to abort the authentication process. This method is invoked if the client no longer wishes to continue the authentication process, (unless the client responded incorrectly to a challenge in which case no further communication with the client should occur.) If this method has been invoked, calls to the requestAccess operation on IpAPILevelAuthentication will return an error code (P_ACCESS_DENIED), until the client has been properly authenticated. 

Parameters

No Parameters were identified for this method

Raises

TpCommonExceptions,P_ACCESS_DENIED
Method

authenticationSucceeded()

The client uses this method to inform the framework of the success of the authentication attempt. 

Parameters

No Parameters were identified for this method

Raises

TpCommonExceptions, P_ACCESS_DENIED
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