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1 Introduction

This document presents the current status with regards to the ongoing discussions on OSA security, following the contributions presented to SA3 at S3#22 meeting. Please note that this is in no way an official report of CN5.

Attached to this contribution are four documents that were submitted to the CN5 meeting in April, which were updates of (S3-020101, S3-020102, S3-020103, S3-020104) based on the discussions held during the S3#22 meeting.

In section 2, we provide status information (as known today) on the various issues raised in each contribution (attached).

2 Status

2.1 Authentication scheme negotiation in OSA

2.1.1 Mechanism for negotiation of authentication scheme

Proposed solution 1 in contribution is the preferred one (use of a new additional method selectAuthenticationMethod() to negotiate the auth scheme).

2.1.2 Negotiation of the signing algorithm used in terminateAccess()

The proposed solution was not accepted because the terminateAccess() function is located on a different Framework interface than the (newly defined) selectAuthenticationMethod() function. Current proposals under discussion are to add a new parameter in requesAccess() or to define a new function selectSigningAlgorithm() in the IpAccess interface. Some preference seems to go in favor of the latter.

2.2 Encryption of challenge in CHAP-based OSA authentication

2.2.1 The need for encrypting the challenge

It was agreed that there is no need for it. However, for backwards compatibility reasons, keeping it is still favoured as it does not harm.

2.2.2 No formatting defined for challenge encryption

Some discussion went on on the need for specifying the padding. Fear was that this would force the application developer to be aware of the padding method used while crypto libraries in use today hide this from the programmer. It is however necessary to specify the padding scheme together with each encryption algorithm used, in order to avoid implementations making use of different padding schemes.

The suggested list of padding schemes is to use PKCS-7 padding scheme for symmetric encryption, PKCS-1 and OAEP for assymetric encryption. This should then be reflected in the definitions of the crypto functions in TS 29.198-3.

More work is still needed to specify the format of the input with the  IV.

2.3 Security of terminateAccess() function in OSA

2.3.1 no indication of public key/certificate to be used by verifier

No conclusion reached in CN5 on solution to adopt (new parameter or CMS)

2.3.2 no anti-replay protection

No conclusion reached in CN5 on solution to adopt.

2.3.3 no negotiation of signature algorithm

This is related to 2.1.2 above.

2.3.4 specification of signature algorithm

Proposed solution with new algorithms as introduced in contribution seems to be accepted.

2.4 Use of one-way hash function for CHAP in OSA

2.4.1 use of RFC 1994 packet formats

Proposed solution to clarify the use of the PPP packet format and the values of the fields therein seems to be accepted.

2.4.2 weak use of one-way hash function

No final conclusion reached yet due to some confusion around the replacement of MD5 by a MAC/HMAC function and the perception that MAC/HMAC require a symmetric key while MD5 does not (not forgetting that MD5 is here used in a challenge-based response scheme).

3 Conclusion

SA3 should review the attached contributions in light of the above status information. Clear recommendations should be made to CN5 where necessary. It is noted that CN5 is meeting this week in Europe.

















































