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In their LS, RAN2 asks the following question: 
Is it possible that the ciphering algorithm or/and the integrity protection algorithm is changed while the security key set is kept unchanged during the security mode reconfiguration?

SA3 would like to thank RAN2 for raising this question. SA3 can provide the following answer: 

It is good security practice not to use the same key with two different algorithms. For Rel’99, Rel4 and Rel5 no problems can arise from this as there is only one confidentiality algorithm and one integrity algorithm. The current specifications (in particular TS 33.102), however, allow that a security mode set-up procedure (which may be used to change the algorithms) is run without a previous authentication, (i.e. in particular without a change of the cipher and integrity keys). This makes sense as a security mode set-up is needed for every connection set-up, but an authentication should not be required for every connection set-up. However, this implies that, if in future releases more confidentiality and integrity algorithms are introduced, then changes to the specifications will be necessary to ensure that the same key is not used with two different algorithms. SA3 will keep this in mind when working on future releases.
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