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TSG GERAN is studying how to provide in GERAN the same security level as in UTRAN, and therefore thanks TSG SA3 for their valuable inputs and advices on this issue. In this perspective, the working assumption on ciphering for GERAN from TSG SA3 was studied and also adopted as a working assumption at TSG GERAN#1. 

Now TSG GERAN has started to consider the introduction of integrity protection into the GERAN framework for R4. An initial study of the impacts was made in the attached contribution: GAHW-000053. Based on this document TSG GERAN concluded that the overall impact is very difficult to assess due to the complexity of the procedures involved and the high number of optional information elements in some of the RRC messages (e.g. HANDOVER COMMAND). Nevertheless TSG GERAN agreed that when causing message segmentation, integrity protection would induce a significant and likely unacceptable overhead over the air interface.

Therefore TSG GERAN considers the following alternatives for future work, on which guidance/advice is kindly asked from TSG SA3:

· To adapt the method of UTRAN for GERAN, by defining a Message Authentication Code smaller than 32 bits in GERAN in order to limit the overhead

· To set Integrity Protection as optional, i.e. to be set on or off by the network operator

· Not to include integrity protection in GERAN

TSG GERAN would be grateful if TSG SA3 could provide an answer for TSG GERAN#2 (6th-10th November, 2000), TSG GERAN AdHoc #3 (11th-15th December, 2000).
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