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At the last TSG-N WG4 meeting in Charleston (27th-31st March), it was agreed to follow the principles in Tdoc N2B-000394 for the incorporation of MAP Security Layer III at TSG-N WG4 specifications (mainly 29.002). 
These principles define “noProtection” as a valid value for “Protection Mode” parameter specified at the “Security Header” field of the protected MAP message. 

SecurityHeader ::= SEQUENCE {


sendingEntityAddress
ISDN-AddressString,


protectionMode
ProtectionMode,


originalComponentIdentifier
OriginalComponentIdentifier,


...}

ProtectionMode ::= ENUMERATED {


noProtection
(0),


integrityAuthenticity
(1),


confidentialityIntegrityAuthenticity
(2)}

TSG-S WG3 would like to inform TSG-N WG4 that there is no security reason why ‘noProtection’ (ProtectionMode 0) shall be defined as a valid Protection Mode value for the Layer III protected MAP messages.

Furthermore, the use of ProtectionMode 0 does not introduce additional security to the MAP message while introducing additional overheads.

Following this reasoning, TSG-S WG3 recommends TSG-N WG4 to discard ‘noProtection’ (ProtectionMode 0) as a valid Protection Mode value for the Layer III protected MAP messages.

Only ProtectionMode 1 and ProtectionMode 2 shall be then defined as valid values. The original unprotected MAP message shall be considered as offering ProtectionMode 0 for MAP Security Layer III messages. 

On the other hand, it shall be also defined a policy mechanism to determine whether the receiving entity allows the reception of specific unprotected MAP messages.























































































