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6.3
Authentication and key agreement

6.3.1
General

The mechanism described here achieves mutual entity authentication and the establishment of a shared secret cipher key and integrity key between the MS at the user side and the VLR or SGSN on behalf of the user's HLR/AuC at the network side. 

The mechanism uses symmetric key techniques using a secret subscriber authentication key K that is shared between and available only to the USIM and the AuC in the user’s HE. In addition, the AuC keeps track of a counter SQNHE and the USIM keeps track of a counter SQNMS and stores additional data to support network authentication and to provide the user with assurance of key freshness.

The method was chosen in such a way as to achieve maximum compatibility with the current GSM security architecture and facilitate migration from GSM to UMTS. The method is composed of a challenge/response protocol identical to the GSM subscriber authentication and key establishment protocol combined with a sequence number-based one-pass protocol for network authentication derived from the ISO standard ISO/IEC 9798-4 (section 5.1.1). 

The HE, that manages both the HLR/AuC and the USIM, has some flexibility in the management of sequence numbers, but some requirements need to be fulfilled:

a) The mechanism shall support re-synchronisation of the counter SQNHE in the AuC to the value of the counter SQNMS in the USIM, as described in section 6.3.2.2;  

b) The mechanism shall protect against wrap around of the counter SQNMS in the USIM. A mechanism to achieve this is provided in C.2.

c) The mechanism should not compromise user identity and location confidentiality. If consecutive sequence numbers for the same user are highly correlated, sending them in the clear should be considered as a compromise of user identity and location confidentiality, and the use of concealment of the sequence number, described as an option throughout 6.4.3, is recommended. In case however, the sequence numbers SQN are partly derived from time, such correlation is minimised, and the concealment may not be required. 

d) The mechanisms for verifying the freshness of sequence numbers in the USIM shall to some extent allow the out-of-order use of sequence numbers. This is to ensure that the authentication failure rate due to synchronisation failures is sufficiently low. This requires the capability of the USIM to store information on past successful authentication events (e.g. sequence numbers or relevant parts thereof). The mechanism shall ensure that a sequence number can still be accepted if it is among the last 50 sequence numbers generated. 

Note 1:
This shall not preclude that a sequence number is rejected for other reasons such as a limit on the age for time-based sequence numbers. 

Note 2:
The same minimum number (50) needs to be used across the systems to guarantee that the synchronisation failure rate is sufficiently low under various usage scenarios, in particular simultaneous registration in the CS- and the PS-service domains, user movement between VLRs and/or SGSNs that do not exchange authentication data and super-charged networks.

Annex C contains a detailed description of a sequence number management scheme that satisfies the above conditions.

6.3.2
Mechanisms

6.3.2.1
Authentication and key agreement

An overview of the mechanism for authentication and key agreement is shown in Figure 6.3.1. 
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Figure 6.3.1: Authentication and key agreement mechanism

The procedure for distribution of authentication data from the HE to a service domain in the SN (described in 6.3.3.1) starts with the VLR or SGSN sending a request to the user’s HLR/AuC. Upon receipt of that request the HLR/AuC sends a quintet (the equivalent of a GSM "triplet") or an ordered array of n quintets to the VLR or SGSN. Each quintet consists of the following components: a challenge RAND, an expected response XRES, a cipher key CK, an integrity key IK and an authentication token AUTN. Each quintet is good for one authentication and key agreement between the VLR or SGSN and the MS. 

When the VLR or SGSN initiates the over-the-air authentication and key agreement procedure (described in 6.3.3.2), it selects the next quintet from the array and sends the parameters RAND and AUTN to the user. The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the VLR or SGSN. The USIM also computes CK and IK. The VLR or SGSN compares the received RES with XRES. If they match the VLR or SGSN considers the authentication and key agreement exchange to be successfully completed and selects the corresponding CK and IK from the quintet. The established keys CK and IK are transferred by the USIM to the ME and by the VLR or SGSN to RNC; the entities that perform ciphering and integrity protection. The USIM stores the established cipher/integrity keys until the next successful authentication and key agreement.

If the USIM also supports cipher key agreement for the GSM radio interface, the USIM in addition derives a GSM cipher key Kc that is passed along to the ME (see 6.8.1). 

The over-the-air authentication and key agreement procedure can fail for three reasons: 

a) The USIM may successfully verify the integrity of the (RAND, AUTN) pair, but may be unable to verify the freshness of the (RAND, AUTN) pair. In this case the USIM shall trigger the re-synchronisation mechanism (see 6.3.3.2). 

b) The USIM may find that the integrity of the (RAND, AUTN) pair could not be verified. In that case, the user informs the VLR or SGSN of the failure and of its nature, but no parameters are sent. The VLR or SGSN shall inform the HLR/AuC (see 6.3.3.4) about the failure and may request for new quintets (see 6.3.3.1). The VLR or SGSN may also decide to initiate a new identification and authentication procedure towards the user.

c) The VLR or SGSN may find that the user response RES and the expected response XRES do not match. In that case the VLR or SGSN sends user authentication reject to the MS. The VLR or SGSN shall inform the HLR/AuC (see 6.3.3.4) about the failure and may request for new quintets (see 6.3.3.1).

The VLR and SGSN shall use or attempt to use a quintet only once. Hence, quintets cannot be re-used. A VLR or SGSN can serve a user securely even when links to the user's HLR/AuC are unavailable by means of re-use of previously derived cipher and integrity keys. In this manner a secure connection can be set up without the need for an authentication and key agreement and a fresh quintet. Authentication is in that case based on a shared integrity key, by means of data integrity protection of signalling messages (see 6.4). 

6.3.2.2
Re-synchronisation 

An overview of the mechanism for resynchronisation is shown in Figure 6.3.2: 
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Figure 6.3.2: Re-synchronisation mechanism

The mechanism for re-synchronisation is triggered by the unsuccessful verification by the USIM of the freshness of SQNi that is included in AUTNi (see 6.3.2.1). The USIM then sends a user authentication response to the VLR or SGSN including an indication of synchronisation failure and a re-synchronisation token AUTS, that includes the current value of the counter SQNMS. The VLR or SGSN appends the challenge RANDi and sends an authentication data request to the HLR/AuC with indication of synchronisation failure and including (RANDi, AUTS). Upon receipt of such a request, the HLR/AuC verifies whether the value of SQNMS mandates that the SQNHE needs to be modified. If necessary, the HLR/AuC shall set SQNHE equal to SQNMS. Consecutively, the HLR/AuC sends the VLR quintets generated from the current SQNHE, which are forwarded to the user. 

The new quintet will now surely be acceptable to the user. For a formal proof see TR 33.902.

6.3.3
Procedures

6.3.3.1
Distribution of authentication data from HE to SN

The purpose of this procedure is to provide the VLR or SGSN with an array of fresh quintets from the user’s HE to perform a number of authentication and key agreement exchanges.
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Figure 6.3.3: Distribution of authentication data from HE to SN

The VLR or SGSN invokes the procedures by requesting quintets to the HLR/AuC.

The protocol steps are as follows:

a) The VLR or SGSN sends an authentication data request to the HLR/AuC; this message shall contain the IMSI and may contain an indication of synchronisation failure and shall in that case also contain a re-synchronisation token AUTS and a challenge RAND.

b) Upon receipt of an authentication data request with an indication of synchronisation failure the HLR/AuC acts as described in 6.3.4.4. It shall verify whether the counter SQNHE needs to be modified and contingent on the outcome set SQNHE to SQNMS. 

c) The HLR/AuC then sends an authentication data response back to the VLR or SGSN that includes a quintet Q or an ordered array of quintets {Qi, …, Qi+n-1} that have/has been generated as described in 6.3.4.1. The quintet(s) may have been generated in advance or on demand. In case a synchronisation failure caused the counter SQNHE to be reset the quintet(s) are/is generated on demand.

d) Upon receipt the VLR or SGSN stores the user identity and/or quintets it receives, maintaining the ordering.

6.3.2.2
Authentication and key agreement 

The purpose of this procedure is to authenticate the user and establish a new pair of cipher and integrity keys between the VLR or SGSN and the ME/USIM. During the authentication, the user verifies data origin, the integrity and the freshness of the quintet that is used. The procedure is shown in Figure 6.3.4.
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Figure 6.3.4: Over-the-air authentication and key agreement procedure

The VLR or SGSN invokes the procedure by selecting the next unused quintet from the ordered array of quintets in the VLR or SGSN database. 

The protocol steps are the following:

a) The VLR or SGSN sends to the user a user authentication request, including the network challenge RAND and the authentication token AUTN from the selected quintet.

b) The USIM then verifies the (RAND, AUTN) pair as described in 6.3.4.2, and contingent on the outcome acts as follows:

i) In case the data origin and integrity of (RAND, AUTN) is successfully verified, and the sequence number is acceptable, the ME sends a user authentication response back with an indication of success and including the user response RES;

ii) In case the data origin and integrity of (RAND, AUTN) is not successfully verified, the ME sends a user authentication response back with and indication of integrity failure (without any parameter);

iii) In case the data origin and integrity of (RAND, AUTN) is successfully verified, but the sequence number is not acceptable, the ME sends a user authentication response back with and indication of synchronisation failure and including the re-synchronisation token AUTS.

c) Upon receipt of the user authentication response, the VLR or SGSN acts as follows:

i) In case of success, the VLR or SGSN compares the received response RES with the expected response XRES. In case there is a match, the VLR or SGSN selects the CK and IK and authentication ends successfully. On the other hand, in case there is a mismatch, the VLR or SGSN sends user authentication reject to the user and authentication ends unsuccessfully. The VLR or SGSN should in that case report the failure to the HE, as described in 6.3.2.4.

ii) In case of integrity failure, the VLR or SGSN may report the failure to the HE, as described in 6.3.2.4 or may request for new quintets using the procedure described in 6.3.2.1.

iii) In case of synchronisation failure, the VLR or SGSN may report the failure to the HE, as described in 6.3.2.4 but should request for new quintets using the procedure described in 6.3.2.1, include an indication of synchronisation failure, the parameter AUTS and the parameter RAND. The VLR or SGSN deletes the user's quintets from the database.

The VLR or SGSN shall discard any unsolicited user authentication response, in particular, it shall discard an unsolicited user authentication response with indication of synchronisation failure.

The VLR or SGSN shall not send a user new user authentication requests before it has received a response of the user or the before a certain time period has elapsed. 

6.3.2.3
Distribution of IMSI and temporary authentication data within one serving network domain

The purpose of this procedure is to provide a newly visited VLR or SGSN with temporary authentication data from a previously visited VLR or SGSN within the same serving network domain.

The procedure is shown in Figure 6.3.5.
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Figure 6.3.5: Distribution of IMSI and temporary authentication data 
within one serving network domain

The procedure shall be invoked by the newly visited VLRn (resp. SGSNn) after the receipt of a location update request (resp. routing area update request) from the user wherein the user is identified by means of a temporary user identity TMSIo (resp. P-TMSIo) and the location area identity LAIo (resp. routing area identity RAIo) under the jurisdiction of a previously visited VLRo or SGSNo that belongs to the same serving network domain as the newly visited VLRn or SGSNn. 

The protocol steps are as follows:

a) The VLRn (resp. SGSNn) sends a user identity request to the VLRo (or SGSNo), this message contains TMSIo and LAIo (resp. P-TMSIo and RAIo).

b) The VLRo (resp. SGSNo) searches the user data in the database. 

If the user is found, the VLRo (resp. SGSNo) shall send a user identity response back that 

i) shall include the IMSI, 

ii) may include a number of unused authentication vectors (quintets or triplets) and 

iii) may include the current security context data: CK, IK and KSI (UMTS) or Kc and CKSN (GSM). 

The VLRo or SGSNo subsequently deletes the authentication vectors which have been sent and the data elements on the current security context.

If the user cannot be identified the VLRo or SGSNo shall send a user identity response indicating that the user identity cannot be retrieved.  

c) If the VLRn or SGSNn receives a user identity response with an IMSI, it creates an entry and stores any authentication vectors and any data on the current security context that may be included. 

If the VLRn or SGSNn receives a user identity response indicating that the user could not be identified, it shall initiate the user identification procedure described in 6.2.

6.3.2.4

Reporting authentication failures from SN to HE

The purpose of this procedure is to provide a mechanism for reporting authentication failures from the serving environment back to the home environment.

The procedure is shown in Figure 6.3.6.
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Figure 6.3.6: Reporting authentication failures from SN to HE

The procedure is invoked by the serving network VLR or SGSN when the authentication procedure fails.  The authentication failure report shall contain the subscriber identity and a failure cause code. The possible failure causes are either that the network signature was wrong or that the user response was wrong.

The HE may decide to cancel the location of the user after receiving an authentication failure report.

6.3.4
Functions

6.3.4.1
Generation of quintets in the AuC

For each user the HLR/AuC keeps track of a counter: SQNHE. 

The AuC generates quintets as follows:
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Figure 6.3.7: Generation of quintets in the AuC

a) The HLR/AuC generates a fresh sequence number SQN from the counter SQNHE. The HE has some flexibility in the management of sequence numbers, but the requirements listed in 6.3.1 need to be fulfilled, in particular, the generation mechanism needs to support the re-synchronisation mechanism described in 6.3.2.2. Annex C.1 contains a detailed description of a mechanism to generate sequence numbers that satisfies all conditions.

b) The HLR/AuC generates an unpredictable challenge RAND. 

c) The HLR/AuC then computes

i) a message authentication code for authentication MAC-A = f1K(SQN || RAND || AMF) where f1 is a message authentication function;

ii) an expected response XRES = f2K (RAND) where f2 is a (possibly truncated) message authentication function;

iii) a cipher key CK = f3K (RAND) where f3 is a key generating function;

iv) an integrity key IK = f4K (RAND) where f4 is a key generating function;

d) If SQN is to be concealed, in addition the HLR/AuC computes an anonymity key AK = f5K (RAND) where f5 is a key generating function and computes the concealed sequence number SQN ( AK = SQN xor AK.

e) Finally, the HLR/AuC assembles the authentication token AUTN = SQN [Å AK] || AMF || MAC-A and the quintet Q = (RAND, XRES, CK, IK, AUTN) and updates the counter SQNHE. 

An authentication and key management field AMF is included in the authentication token of each quintet. Example uses of this field are included in Annex F.

The concealment of the sequence number is optional. Concealment is recommended when sequence numbers are derived from counters whereby strong correlation exists between consecutive sequence numbers that are sent to the same user. In that the concealment is required to provide location and identity confidentiality. However, when time-based counters are used to derive sequence numbers from, this lowers the correlation considerably, and the concealment can safely be omitted.

6.3.4.2
Authentication and key derivation in the USIM

Upon receipt of a (RAND, AUTN) pair the USIM acts as follows:
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Figure 6.3.8: Authentication and key derivation in the USIM

a) If the sequence number is concealed, the USIM computes the anonymity key AK = f5K(RAND) and retrieves the unconcealed sequence number SQN = (SQN Å AK) xor AK. 

b) The USIM then computes XMAC-A = f1K (SQN || RAND || AMF) and compares XMAC-A with MAC-A included in AUTN. 
c) If they are different, the USIM triggers the ME to send back a user authentication response with indication of integrity failure to the VLR or SGSN and abandons the procedure. The remainder of this paragraph applies thus for the case where XMAC-A and MAC-A are equal. 

d) Next the USIM verifies that the received sequence number SQN is acceptable. The HE has some flexibility in the management of sequence numbers, but the requirements listed in 6.3.1 need to be fulfilled, in particular, the verification mechanism needs to protect against wrap around and allow to a certain extent the out-of-order use of quintets. Annex C.2 contains a detailed description of a mechanism to generate sequence numbers that satisfies all conditions. 

e) If the sequence number SQN is not acceptable, the USIM computes the re-synchronisation token AUTS as described in 6.4.3.3 and triggers the ME to send back a user authentication response back to the VLR or SGSN, with an indication of synchronisation failure, including the re-synchronisation token AUTS and abandons the procedure. The remainder of this paragraph applies thus for the case where SQN is acceptable. 

f) The USIM then computes the response RES = f2K(RAND) and triggers the ME to send back a user authentication response back to the VLR or SGSN, with an indication of successful receipt of the signed challenge and including the response RES.

g) Finally the user computes the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND). 

Note:
If this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND. 

6.3.4.3
Generation of re-synchronisation token in the USIM

Upon the assertion of a synchronisation failure, the USIM generates a re-synchronisation token as follows:
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Figure 6.3.9: Generation of re-synchronisation token in the USIM

a) The USIM computes MAC-S = f1*K(SQNMS || RAND || AMF*), whereby f1* is a message authentication function and whereby AMF* is a default value for AMF used in re-synchronisation. 

b) If SQNMS is to be concealed with an anonymity key AK, the USIM computes AK = f5K(MAC-S || 0…0) and the concealed counter value is then computed as SQNMS ( AK.

c) The re-synchronisation token is constructed as AUTS = SQNMS [( AK] || MAC-S.

6.3.4.4
Re-synchronisation in the HLR/AuC

Upon receipt of an indication of synchronisation failure and a (AUTS, RAND) pair, the HLR/AuC acts as follows:
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Figure 6.3.10: Re-synchronisation in the HLR/AuC

a) If SQNMS is concealed with an anonymity key AK, the HLR/AuC computes AK = f5K(MAC-S || 0…0) and retrieves the unconcealed counter value as SQNMS = (SQNMS ( AK) xor AK.

b) The HLR/AuC now verifies whether SQN generated from SQNHE would be acceptable for a USIM that has SQNMS. This test is identical to the test performed by the USIM described in 6.3.4.2. If SQN generated from SQNHE would be acceptable, then the value of SQNHE need not be modified and the function is aborted. 

c) If SQN generated from SQNHE would not be acceptable, then the HLR/AuC computes XMAC-S = f1*K(SQNMS || RAND || AMF*), whereby AMF* is a default value for AMF used in re-synchronisation and the HLR/AuC then compares MAC-S and XMAC-S. If there is a match, the need to modify SQNHE is recognised, otherwise again, it is decided that SQNHE should not be modified.

Note:
When a synchronisation failure is caused by an out-of-order use of a quintet, SQNHE will be such that SQN generated from SQNHE would be acceptable for a USIM that has SQNMS. Therefore SQNHE will not have to be modified and XMAC-S need not be computed. If SQNMS is not concealed no cryptographic computation is required in this case.
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(continue as in Figure 5)







User authentication request



RANDj, AUTNj
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“Sync.-failure”, AUTS, RANDi
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MAC-A = XMAC-A ?



SQN acceptable ?







xor







f4







f1







SQN ( AK







K







f5







AK







f3







RES







XMAC-A







IK







CK







AMF







RAND







SQN 







K







K












_1009613681.doc






















f2











Generate RAND



Generate fresh SQN from SQNHE







AUTN = SQN [( AK] || AMF || MAC-A



Q = (RAND, XRES, CK, IK, AUTN)
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How to create a CR
Michael Sanders, 3GPP support team, (last updated 2/09/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc





