3GPP TSG SA WG 3 (Security) meeting #11

S3-000203

Mainz, 22-24 February, 2000

From:

3GPP TSG SA WG3

To:

3GPP TSG RAN WG2

LS concerning the integrity protection mechanism

SA 3 has done a brief review of the specification 25.331 as regards the issues concerning integrity protection mechanism. Attached is the report (S3-000150) from the initial review (including also reviews on other specs). SA 3 wants to inform RAN 2 about some specific issues in the RRC specification:

· integrity protection is mandatory (unlike ciphering which can be turned off).

· SA 3 has the intention of store only one HFN in the USIM as the connection is released. This same HFN can be used as the initialization value for ciphering in all bearers and for integrity protection in all bearers. This implies only one HFN value has to be transmitted from the terminal in the initial connection establishment process.

· To avoid "replay attacks" it is essential that the identity of the signalling bearer affects the message authentication code MAC-I that is appended to the RRC messages.

· Attached is a CR to 33.102 approved by the SA 3 (S3-000168) which clarifies the handling of the case where the integrity check fails. 

