PAGE  
3GPP TSG SA WG 3 (Security) meeting #11
S3-000130

Mainz, 22—24 February, 2000.









DRAFT 3G CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




33.102
CR
068
Current Version:
3.3.1








3G specification number (

( CR number as allocated by 3G support team



For submission to TSG
SA #7
for approval
X
(only one box should

list TSG meeting no. here (
for information

be marked with an X)



Form: 3G CR cover sheet, version 1.0        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/3GCRF-xx.rtf



Proposed change affects:
USIM
X
ME
X
UTRAN

Core Network
X

(at least one should be marked with an X)



Source:
Siemens Atea
Date: 
2000-Jan-17



Subject:
Interoperation and intersystem handover/change between UTRAN and GSM BSS



3G Work item:
Security



Category: 
F
Correction






A
Corresponds to a correction in a 2G specification





(only one category 
B
Addition of feature





shall be marked
C
Functional modification of feature
X




with an X)
D
Editorial modification







Reason for 
change:

All scenarios for authentication and intersystem handover/change are described in greater detail in order to clarify the existing section.



Clauses affected:
6.8



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other 2G core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:
This is a modified version of S3-000079 that was a contribution to SA-3 #10.


[image: image1.wmf]help.doc

  <--------- double-click here for help and instructions on how to create a CR.

6.8 Interoperation and handover between UMTS and GSM

6.8.1
Authentication and key agreement of UMTS subscribers

6.8.1.1
General

For UMTS subscribers, authentication and key agreement will be performed as follows:
-
UMTS AKA shall be applied when the user is attached to a UTRAN.

-
UMTS AKA shall be applied when the user is attached to a GSM BSS, in case the user has R99+ UE and also the MSC/VLR or SGSN is R99+. In this case, the GSM cipher key Kc is derived from the UMTS cipher/integrity keys CK and IK, by the MSC/VLR or SGSN on the network side and by the UE on the user side.

-
GSM AKA shall be applied when the user is attached to a GSM BSS, in case the user has R98- UE. In this case, the GSM user response SRES and the GSM cipher key Kc are derived from the UMTS user response RES and the UMTS cipher/integrity keys CK and IK, by the MSC/VLR or SGSN on the network side and the USIM on the user side.
-
GSM AKA shall be applied when the user is attached to a GSM BSS, in case the MSC/VLR or SGSN is R98-. In this case, the GSM user response SRES and the GSM cipher key Kc are derived from the UMTS user response RES and the UMTS cipher/integrity keys CK and IK, (usually) 
by the HLR/AuC on the network side and by the USIM on the MS side.
The execution of the UMTS (resp. GSM) AKA results in the establishment of a UMTS (resp. GSM) security context between the user and the serving network domain to which the MSC/VLR or SGSN belongs. The user needs to separately establish a security context with each serving network domain. 

Figure 18 shows the different scenarios that can occur with UMTS subscribers using either R98- or R99+ UE in a mixed network architecture.
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Figure 18: Authentication and key agreement of UMTS subscribers

Note that the UMTS parameters RAND, AUTN and RES are sent transparently through the UTRAN or GSM BSS and that the GSM parameters RAND and SRES are sent transparently through the GSM BSS. 

In case of a GSM BSS, ciphering is applied in the GSM BSS for services delivered via the MSC/VLR, and by the SGSN for services delivered via the SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS. 

In case of a UTRAN, ciphering is always applied in the RNC, and the UMTS cipher/integrity keys CK an IK are always sent to the RNC.

6.8.1.2
R99+ HLR/AuC

Upon receipt of an authentication data request from a R99+ MSC/VLR or SGSN, a R99+ HLR/AuC shall send quintets, generated as specified in 6.3.

Upon receipt of an authentication data request from a R98- MSC/VLR or SGSN, a R99+ HLR/AuC shall send triplets, derived from quintets using the following conversion functions: 

a)
c1: RAND[GSM] = RAND

b)
c2: SRES[GSM] = XRES1 [xor XRES2 [xor XRES3 [xor XRES4]]]

c)
c3: Kc[GSM] = CK1 xor CK2 xor IK1 xor IK2
whereby XRESi are all 32 bit long and XRES = XRES1 [|| XRES2 [|| XRES3 [|| XRES4]]] dependent on the length of XRES, and CKi and IKi are both 64 bits long and CK = CK1 || CK2 and IK = IK1 || IK2.

6.8.1.3
R99+ MSC/VLR or SGSN

The AKA procedure will depend on the terminal capabilities, as follows:
UMTS subscriber with R99+ UE

When the user has R99+ UE, UMTS AKA shall be performed using a quintet that is either 
a) retrieved from the local database, 
b) provided by the HLR/AuC, or 
c) provided by the previously visited R99+ MSC/VLR or SGSN. Note that originally all quintets are provided by the HLR/AuC.

UMTS AKA results in the establishment of a UMTS security context; the UMTS cipher/integrity keys CK and IK and the key set identifier KSI are stored in the MSC/VLR or SGSN.

When the user is attached to a UTRAN, the UMTS cipher/integrity keys are sent to the RNC, where the cipher/integrity algorithms are allocated. 

When the user is attached to a GSM BSS, UMTS AKA is followed by the derivation of the GSM cipher key from the UMTS cipher/integrity keys. When the user receives service from an MSC/VLR, the derived cipher key Kc is then sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived cipher key Kc is applied in the SGSN itself. 
UMTS AKA is always provided to UMTS subscribers with R99+ UE independently of the radio access network since the UMTS RAND, AUTN and RES are transmitted transparently over the radio access network between the network and the MS.
UMTS subscriber with R98- UE

When the user has R98- UE, the R99+ MSC/VLR or SGSN shall perform GSM AKA using a triplet that is either 

a)
derived by means of the conversion functions c2 and c3 in the R99+ MSC/VLR or SGSN from a quintet that is i) retrieved from the local database, ii) provided by the HLR/AuC, or iii) provided by the previously visited R99+ MSC/VLR or SGSN, or 

b)
provided as a triplet by the previously visited R98- MSC/VLR or SGSN. Note that R99+ MSC/VLR or SGSN will always provide quintets for UMTS subscribers.
Note that all triplets are derived from quintets, be it in the HLR/AuC or in an MSC/VLR or SGSN.

GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the MSC/VLR or SGSN.


In this case the user is attached to a GSM BSS. When the user receives service from an MSC/VLR, the GSM cipher key is sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived cipher key Kc is applied in the SGSN itself. 
UMTS AKA cannot be provided to UMTS subscriber with R98- UE.

Note 1: How does the VLR/SGSN know the UE release in order to decide whether to send the UMTS AUTN, RES or the derived GSM SRES?
6.8.1.4
R99+ UE

R99+ UE with a USIM inserted and attached to a UTRAN shall only support UMTS AKA and shall not support GSM AKA. 

R99+ UE with a USIM inserted and attached to a GSM BSS shall support UMTS AKA and may support GSM AKA. Support of GSM AKA is required to allow registration in a R98- MSC/VLR or SGSN. 

The execution of UMTS AKA results in the establishment of a UMTS security context; the UMTS cipher/integrity keys CK and IK and the key set identifier KSI are stored in the USIM and a copy is stored in the UE.

The execution of GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the USIM and a copy is stored in the UE.

When the user is attached to a GSM BSS and the user participates in UMTS AKA, the GSM cipher key Kc is derived from the UMTS cipher/integrity keys CK and IK using conversion function c3.

6.8.1.5
USIM

The USIM shall support UMTS AKA and may support GSM AKA. Support of GSM AKA is required to allow registration in a GSM BSS with a R98- UE or in a GSM BSS connected to a R98- MSC/VLR or SGSN.

When the UE provides the USIM with RAND and AUTN, UMTS AKA shall be executed. If the verification of AUTN is successful, the USIM shall respond with the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. In case the verification of AUTN is not successful, the USIM shall respond with an appropriate error message to the R99+ UE.
When the UE provides the USIM with only RAND, GSM AKA shall be executed, if supported. The USIM first computes the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. The USIM then derives the GSM user response SRES and the GSM cipher key Kc using the conversion functions c2 and c3. The USIM then sends the GSM user response SRES and the GSM cipher key Kc to the UE. 

In case the USIM does not support GSM AKA, the USIM responds with an appropriate message to the R99+ UE. USIM that do not support GSM AKA cannot operate in R98- UE.

6.8.2
Authentication and key agreement for GSM subscribers

6.8.2.1
General

For GSM subscribers, GSM AKA shall always be used. 

The execution of the GSM AKA results in the establishment of a GSM security context between the user and the serving network domain to which the MSC/VLR or SGSN belongs. The user needs to separately establish a security context with each serving network domain.

When in a UTRAN, the UMTS cipher/integrity keys CK and IK are derived from the GSM cipher key Kc by the UE and the MSC/VLR or SGSN, both R99+ entities.

Figure 19 shows the different scenarios that can occur with GSM subscribers using either R98- or R99+ UE in a mixed network architecture.
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Figure 19: Authentication and key agreement for GSM subscribers

Note that the GSM parameters RAND and RES are sent transparently through the UTRAN or GSM BSS. 

In case of a GSM BSS, ciphering is applied in the GSM BSS for services delivered via the MSC/VLR, and by the SGSN for services delivered via the SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS. 

In case of a UTRAN, ciphering is always applied in the RNC, and the UMTS cipher/integrity keys CK an IK are always sent to the RNC. 

6.8.2.2
R99+ MSC/VLR or SGSN

The R99+ MSC/VLR or SGSN shall perform GSM AKA using a triplet that is either:

a) retrieved from the local database, 
b) provided by the HLR/AuC, or 
c) provided by the previously visited MSC/VLR or SGSN. Note that all triplets are originally provided by the R98- HLR/AuC. 

GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the MSC/VLR or SGSN.

When the user is attached to a UTRAN, the R99+ MSC/VLR or SGSN derives the UMTS cipher/integrity keys from the GSM cipher key using the following conversion functions:

a)
c4: CK[UMTS] = 0…0 || Kc;

b)
c5: IK[UMTS] = Kc || Kc;

whereby in c4, Kc occupies the 64 least significant bits of CK.

The UMTS cipher/integrity keys are then sent to the RNC where the ciphering and integrity algorithms are allocated.

When the user is attached to a GSM BSS and the user receives service from an MSC/VLR, the cipher key Kc is sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the cipher key Kc is applied in the SGSN itself.

6.8.2.3
R99+ UE

R99+ UE with a SIM inserted, shall participate only in GSM AKA. 

GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the SIM and a copy is stored in the UE.

When the user is attached to a UTRAN, R99+ UE shall derive the UMTS cipher/integrity keys CK and IK from the GSM cipher key Kc using the conversion functions c4 and c5.

6.8.3 Distribution of authentication vectors between VLRs/SGSNs

The following four cases are distinguished related with the distribution of authentication vectors between VLR/SGSN:

a) R99+ VLR/SGSN to R99+ VLR/SGSN

UMTS and GSM authentication vectors can be distributed between R99+ VLR/SGSN. Note that originally all quintets are provided by a R99+ HLR/AuC for UMTS subscribers and all triplets are provided by a R98- HLR/AuC for GSM subscribers. When a R99+ VLR or SGSN receives quintets (from the user's HLR/AuC or from another VLR or SGSN) it marks the user as a UMTS subscriber. When a R99+ VLR or SGSN receives triplets (from the user's HLR/AuC or from another VLR or SGSN) it marks the user as a GSM subscriber.
b) R98- VLR/SGSN to R98- VLR/SGSN 

Only triplets can be distributed by R98- VLR/SGSN. Note that triplets are generated by R98- HLR/AuC for GSM subscribers and (usually) derived from UMTS authentication vector by R99+ HLR/AuC for UMTS subscribers. UMTS AKA is not supported and only GSM security context can be established by a R98- VLR/SGSN.

c) R99+ VLR/SGSN to R98- VLR/SGSN

Only triplets can be distributed to R98- VLR/SGSN. R99+ VLR/SGSN can provide triplets originally provided by a R98- HLR/AuC for GSM subscribers and can derive triplets from stored quintets originally provided by R99+ HLR/AuC for UMTS subscribers and forward them to a new R98- VLR/SGSN. Note that R98- VLR/SGSN can only establish GSM security context.

d) R98- VLR/SGSN to R99+ VLR/SGSN. 

Only triplets can be distributed by a R98- VLR/SGSN. Upon receipt of triples, the new VLR/SGSN shall request authentication data from the HLR/AuC. When the HLR/AuC responds with triplets, the VLR/SGSN marks the user as a GSM subscriber and the triplets received from the previous VLR/SGSN may be stored and used. When the HLR/AuC responds with quintets, the VLR/SGSN marks the user as a UMTS subscriber and the triplets received from the previous VLR/SGSN must be deleted. 

A R99+ VLR or SGSN may distribute triplets to other VLR or SGSN (after he has asserted that the user is a GSM subscriber by contacting the HLR/AuC). 
6.8.4
Intersystem handover for CS Services – from UTRAN to GSM BSS 

6.8.4.1
UMTS security context 

A UMTS security context in UTRAN is only established for UMTS subscribers. 
At the network side, three cases are distinguished:

a) In case of a handover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derives the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and sends Kc to the BSC (which forwards it to the BTS).

b) In case of a handover to a GSM BSS controlled by a R98- MSC/VLR, the initial MSC/VLR derives the GSM cipher key from the stored UMTS cipher/integrity keys (using the conversion function c3) and sends it to the BSC via the new MSC/VLR controlling the BSC. The initial MSC/VLR remains the anchor point throughout the service.
c) In case of a handover to a GSM BSS controlled by another R99+ MSC/VLR, the initial MSC/VLR sends the stored UMTS cipher/integrity keys CK and IK to the new MSC/VLR. That MSC/VLR derives the GSM cipher key Kc and sends it to the BSC (which forwards it to the BTS). The initial MSC/VLR remains the anchor point throughout the service.
At the user side, in either case, the UE derives the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and applies Kc.

6.8.4.2
GSM security context 

A GSM security context in UTRAN is only established for GSM subscribers. 
At the network side, two cases are distinguished:

a)
In case of a handover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR sends the stored GSM cipher key Kc to the BSC (which forwards it to the BTS).

b)
In case of a handover to a GSM BSS controlled by another MSC/VLR (R99+ or R98-), the initial MSC/VLR sends the stored GSM cipher key Kc to the BSC via the new MSC/VLR controlling the BSC. The initial MSC/VLR remains the anchor point throughout the service.

At the user side, in either case, the UE applies the stored GSM cipher key Kc.

6.8.5
Intersystem handover for CS Services – from GSM BSS to UTRAN 

6.8.5.1
UMTS security context 

A UMTS security context in GSM BSS is only established for UMTS subscribers with R99+ UE under GSM BSS controlled by a R99+ VLR/SGSN. 
At the network side, two cases are distinguished:

a)
In case of a handover to a UTRAN controlled by the same MSC/VLR, the stored UMTS cipher/integrity keys CK and  IK are sent to the new RNC.

b)
In case of a handover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR sends the stored UMTS cipher/integrity keys CK and  IK to the new RNC via the new MSC/VLR that controls the new RNC. The initial MSC/VLR remains the anchor point for throughout the service.

At the user side, in either case, the UE applies the stored UMTS cipher/integrity keys CK and IK.

6.8.5.2 GSM security context 



· 








· 
Handover from GSM BSS to UTRAN is only possible with R99+ UE. 
At the network side, two cases are distinguished:

a)
In case of a handover to a UTRAN controlled by the same MSC/VLR, UMTS cipher/integrity keys CK and IK are derived from the stored GSM cipher key Kc (using the conversion functions c4 and c5) and sent to the new RNC.

b)
In case of a handover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR (R99+ or R98-)sends the stored GSM cipher key Kc to the (second) MSC/VLR controlling the new RNC. That MSC/VLR derives UMTS cipher/integrity keys CK and IK which are then forwarded to the new RNC. The initial MSC/VLR remains the anchor point for throughout the service.

At the user side, in either case, the UE derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the conversion functions c4 and c5) and applies them.
For UMTS subscriber the handover from a GSM BSS to a UTRAN results in the exceptional situation that a UMTS subscriber with a R99+ UE has a GSM security context while attached to a UTRAN. UMTS AKA should be performed as soon as possible to establish a UMTS security context.
6.8.6
Intersystem change for PS Services – from UTRAN to GSM BSS 

6.8.6.1
UMTS security context 

At the network side, three cases are distinguished:

a)
In case of a handover to a GSM BSS controlled by the same SGSN, the SGSN derives the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and applies it. 

b)
In case of a handover to a GSM BSS controlled by another R99+ SGSN, the initial SGSN sends the stored UMTS cipher/integrity keys CK and IK to the new SGSN. The new SGSN stores the keys, derives the GSM cipher key Kc and applies the latter. The new SGSN becomes the new anchor point for the service.

c)
In case of a handover to a GSM BSS controlled by a R98- SGSN, the initial SGSN derives the GSM cipher key Kc and sends the GSM cipher key Kc to the new SGSN. The new SGSN stores the GSM cipher key Kc and applies it. The new SGSN becomes the new anchor point for the service. 

At the user side, in case a) or b), the UE derives the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and applies it.

In case c), the handover makes that the UMTS security context between the user and the serving network domain is lost. The UE needs to be aware of that. The UE then deletes the UMTS cipher/integrity keys CK and IK and stores the derived GSM cipher key Kc. 

6.8.6.2
GSM security context 

At the network side, two cases are distinguished:

a)
In case of a handover to a GSM BSS controlled by the same SGSN, the SGSN starts to apply the stored GSM cipher key Kc.

b)
In case of a handover to a GSM BSS controlled by another SGSN, the initial SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the BSC. The new SGSN stores the key and applies it. The new SGSN becomes the new anchor point for the service.

At the user side, in both cases, the UE applies the GSM cipher key Kc that is stored. 

6.8.7
Intersystem change for PS services – from GSM BSS to UTRAN

6.8.7.1
UMTS security context 

At the network side, two cases are distinguished:

a)
In case of a handover to a UTRAN controlled by the same SGSN, the stored UMTS cipher/integrity keys CK and IK are sent to the new RNC.

b)
In case of a handover to a UTRAN controlled by another SGSN, the initial SGSN sends the stored UMTS cipher/integrity keys CK and IK to the (new) SGSN controlling the new RNC. The new SGSN becomes the new anchor point for the service. The new SGSN then stores the UMTS cipher/integrity keys CK and IK and sends them to the new RNC.

At the user side, in both cases, the UE applies the stored UMTS cipher/integrity keys CK and IK.

6.8.7.2
GSM security context 

At the network side, two cases are distinguished:

a)
In case of a handover to a UTRAN controlled by the same SGSN, the SGSN derives UMTS cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the conversion functions c4 and c5) and sends them to the new RNC.

b)
In case of a handover to a UTRAN controlled by another SGSN, the initial SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the new RNC. The new SGSN becomes the new anchor point for the service. The new SGSN stores the GSM cipher key Kc and derives the UMTS cipher/integrity keys CK and IK which are then forwarded to the new RNC. 

At the user side, in both cases, the UE derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the conversion functions c4 and c5) and applies them.



































































































































































�PAGE \# "'Page: '#'�'"  �� In 3.3.1 the derivation is done in the UE. 


�PAGE \# "'Page: '#'�'"  �� There is one exception: when the HLR/AuC provides a quintet to a R99+ VLR, then the user performs a location update in a R98- VLR, the R99+ VLR then derives the triplets from the quintet and forwards the triplet to the R98- VLR. 


�PAGE \# "'Page: '#'�'"  �� The reason why I propose not to add this paragraph is, because there is absolutely no difference. The handling depends solely on what type of security context is established, not on what kind of subscriber the user is.


�PAGE \# "'Page: '#'�'"  �� Additionally, it is possible that a user authenticated in a R98- VLR (GSM BSS), then moved to a R99+ VLR (GSM BSS), keeping his GSM security context, and then moved to the UTRAN (which may be the same VLR). So, it is possible to have a GSM security context in a R99+ VLR.


�PAGE \# "'Page: '#'�'"  �� This is exactly case b) for GSM subscribers (see below). For UMTS subscribers case a) is forgotten (see previous comment), but would be exactly equal to case a) for GSM subscribers.


�PAGE \# "'Page: '#'�'"  �� It does not imply a reduction of the security level. The level remains at the level of GSM. 
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Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:



ftp://ftp.3gpp.org/specifications/

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG.


c)
The 3G specification number (e.g. 21.111).


d)
The TSG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to the 32 series specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001"


______________________________________


How to create a CR for 3G specifications.


File location: http://ftp.3gpp.org/information/3gCRF-xxx.rtf





