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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AK
Anonymity key

AuC
Authentication Centre

AUTN
Authentication token

COUNT-C
Time variant parameter for synchronisation of ciphering
COUNT-I
Time variant parameter for synchronisation of data integrity
CK
Cipher key


EMSIN
Encrypted Mobile Station Identification Number
GK
User group key

IK
Integrity key

IMSI
International Mobile Station Identity
IPR
Intellectual Property Right

MAC
Medium access control (sublayer of Layer 2 in RAN)

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages
MSIN
Mobile Station Identification Number
PDU
Protocol data unit
RAND
Random challenge

RES
User response

RLC
Radio link control (sublayer of Layer 2 in RAN)

RNC
Radio network controller
SEQ_UIC
Sequence for user identity confidentiality

SDU
Signalling data unit

SQN
Sequence number
TEMSI
Temporary encrypted mobile subscriber identity
UE
User equipment
UIDN
User Identity Decryption Node
USIM
User Services Identity Module

XMAC-A
Expected MAC used for authentication and key agreement

XMAC-I
Expected MAC used for data integrity of signalling messages

XRES
Expected user response

Annex A (informative):
User identity confidentiality

A.1
Overview

Figure A.1 illustrates the use of the encryption function f6 to encrypt the MSIN and the sequence for user identity confidentiality (SEQ_UIC) into an EMSIN and the use of the decryption function f7 to decrypt the EMSIN and retrieve the SEQ_UIC and the MSIN. 
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Figure A.1: Encryption and decryption of the permanent user identity 

The mechanism for user identity confidentiality that is described in annex B of [1] requires the following cryptographic functions:

f6

the user identity encryption function;

f7

the user identity decryption function.
Figure A.2 describes the use of the one-way function f10 to calculate a paging-id for an user to avoid using the IMSI
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Figure A.2: Calculation of the Temporary Encrypted Mobile Subscriber Identity
A.2
Use

The functions f6 and f7 shall only be used to protect the confidentiality of the user identity when transmitted from USIM to UIDN
.
The function f10 shall only be used to derive a paging-id from the IMSI and the SEQ_UIC.

A.3
Allocation 

The function f6 is allocated to the USIM. The function f7 is allocated to the UIDN.
The function f10 is allocated to the USIM and the UIDN
A.4
Extent of standardisation

The functions f6, f7, and f10 are proprietary to the home environment.

A.5
Implementation and operational considerations

The function f6 shall be designed so that it can be implemented on an IC card equipped with a X1-bit microprocessor running at X2 MHz and with X3 kbits of memory and produce EMSIN in less than X11 ms.

The functions f7 shall be designed so that they can be implemented in software in the UIDN on a X6-bit microprocessor running at X7 MHz and X8 kbits of memory and produce SEQ_UIC || EMSIN in less than X12 ms.
The function f10 shall be designed so that it can be implemented on an IC card equipped with a X1-bit microprocessor running at X2 MHz and with X3 kbits of memory and produce TEMSI in less than X11 ms.
A.6
Type of algorithm

A.6.1
f6

f6: the user identity encryption function

f6: 

(GK; SEQ_UIC || MSIN) ( EMSIN
f6 should be a block cipher.

A.6.2
f7

f7: the user identity decryption function

f7: 

(GK; EMSIN) ( SEQ_UIC || MSIN
f7 should be a block cipher and the inverse function of f6, in the sense that

x = f7(y; f6(y; x)), 
for all valid x = SEQ_UIC || MSIN and all valid y = GK.
A.6.3
f10

f10: the paging-id function

f10: (GK; SQN_UIC || IMSI) -> TEMSI

f10 should be a one-way function.
A.7
Interface

A.7.1
GK

GK: the user group key

GK[0], GK[1], …, GK[X13-1]

The maximum length of the group key GK is X13 bits. The user group key GK is a long term secret key stored in several USIMs and in the UDIN.

A.7.2
SEQ_UIC

SEQ_UIC: the sequence for user identity confidentiality

SEQ_UIC[0], SEQ_UIC[1], …, SEQ_UIC[X14-1]

The length of SEQ_UIC is X14 bits. The SEQ_UIC is generated by the USIM and should be different each time so as to prevent traceability of a user. 

A.7.3
IMSI
IMSI: the international mobile user identity

IMSI[0], IMSI[1], …, IMSI[X15-1]

The length of the IMUI is X15bits. The IMSI is the permanent identity of the user, stored in the USIM and in the UIDN. 

A.7.4
EMSIN
EMSIN: the encrypted mobile station identification number
EMSIN[0], EMSIN[1], …, EMSIN[X16-1]

The length of the EMSIN is X16 bits. 
A.7.5
TEMSI

TEMSI: the temporary encrypted IMSI

TEMSI[0], TEMSI[1], ...., TEMSI[X22-1]
The length of the TEMSI is X22 bits.
Annex C:
Unspecified values

Reference
Meaning
Range
Source

X1
Bus width of the USIM processor (bit)

TSG T WG3

X2
Clock speed of the USIM processor (MHz)

TSG T WG3

X3
Memory size of the USIM (kbits)

TSG T WG3

X4
Response time for AK, MAC-A and RES (ms)

TSG SA WG2

X5
Response time for CK and IK (ms)

TSG SA WG2

X6
Bus width of the AuC processor (bit)

TSG CN 

X7
Clock speed of the AuC processor (MHz)

TSG CN

X8
Memory size of the AuC (kbits)

TSG CN

X9
Response time for authentication vector in AuC  (ms)

TSG SA WG2

X10
Length of sequence number (bits)
32—64  
TSG SA WG3

X11
Response time for EMSIN computation in the USIM (ms)

TSG SA WG2

X12
Response time for SEQ_UIC || EMSIN in the UIDN (ms)

TSG SA WG2

X13
Length of the group key (bits)
128
TSG SA WG3

X14
Length of SEQ_UIC (bits)
24
TSG SA WG3

X15
Length of IMSI (bits)

TSG SA 

X16
Length of EMSIN (bits) 
64
TSG SA WG3

X17
Number of gates required for hardware implementation of ciphering algorithm 
10 000
TSG T WG3
TSG CN

X18
Length of the field LENGTH for ciphering (bits)

TSG RAN WG2

X19
Maximum length of a signalling message (bits)

TSG SA WG3
TSG RAN WG2

X20
Length of MAC-I (bits)
24
TSG SA WG3

X21
Length of RES and XRES (bits)
32-128
TSG SA WG3

X22
Length of TEMSI
as per IMSI
TSG SA WG3
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How to create a CR
Michael Sanders, 3GPP support team, (last updated 19/05/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-xyz.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:



ftp://ftp.3gpp.org/specifications/

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG.


c)
The 3G specification number (e.g. 21.111).


d)
The TSG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to the 32 series specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001"


______________________________________
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