


1

TSG SA WG3 Security


















TSG S3-99509  

Meeting #9, Helsinki, 6 – 9 December, 1999

Source:
Lucent Technologies, Inc.
Title:
SHAZAM- Ciphering algorithm approved for use by TR45 - AHAG

Document for:
Information and Consideration

Agenda item:
tbd

Abstract

On November 30, 1999, TIA TR45.AHAG has approved the use of Shazam ciphering algorithm Enhanced Subscriber Privacy(ESP).  This document is presented to TSG SA WG#3 for information and consideration as a potential 3GPP and/or GPRS Block Cipher algorithm. The  block cipher described  is both practical and provably secure as SHA-1. The cipher uses the Secure Hash Algorithm (SHA-1) as an underlying primitive, and we show that any successful attack on the cipher results in a successful attack against one or more of the hallowed properties of SHA-1. Moreover, our block cipher is still as fast as the Data Encryption Standard (DES). We also describe a practical Pseudo-Random Generator which again is as secure as SHA-1. We apply this generator for secure key scheduling and since it is based on the same underlying primitive as our cipher, we get efficient reuse of our code. Finally we describe a construction of an efficient family of universal hash functions which are used by our cipher, which may be of independent interest.
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