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3.1
Definitions

Authentication [MIP-req] The act of verifying a claimed identity, in the form of a pre-existing label from a mutually known name space, as the originator of a message (message authentication) or as the end-point of a channel (entity authentication).

Authorization [MIP-req] The act of determining if a particular right, such as access to some resource, can be granted to the presenter of a particular credential.

Accounting [MIP-req] The act of collecting information on resource usage for the purpose of trend analysis, auditing, billing, or cost allocation.

11.14.4
AAA (Authentication, Authorization and Accounting) and Roaming issues

When a data network access service is provided, there are two possible ways to authenticate, authorize and account. One possibility is to look-up the user profile stored in the HLR and to update billing records as currently done in GSM. Another possibility is to use AAA protocols specified by IETF for IP, e.g. RADIUS or a future AAA protocol. For MIP users with UMTS access, operators may use a combination of the two approaches for e.g. accounting. 
11.14.4.1 General considerations about AAA according to IETF

The Mobile IP technology allows mobile nodes to move to and receive services from administrative domains different than their home domain. This leads to a need for Authorization, which in turn leads to Authentication and of course to Accounting. The AAA functions are intimately interdependent. 

The availability of an AAA infrastructure is considered important for a large-scale deployment of Mobile IP. Within the IETF AAA working group [AAAwg], work is in progress on development of requirements for Authentication, Authorization and Accounting as applied to network access. Also, the MIP working group [MIPwg] is currently looking at requirements on AAA and the functionality the protocols have to support. 
The purpose is to create a base protocol applicable to a number of specific network access models. These will include Network Access Server (NAS) AAA, Mobile IP, and roaming. By creating an architecture and set of base protocols, the amount of work to create specific network access AAA protocols will be reduced. The AAA working group will incorporate requirements provided by the IETF Mobile IP working group.

The long-term goal is to create a generic framework [Generic] with a generic AAA server, which should support the various needs of applications requiring authentication of users, handling authorization requests, and collecting accounting data.  Examples of applications considered are [App]: Mobile IP, PPP dial in service, and e-commerce. This can be realized through a network of interconnected AAA servers. But the different applications each have their own needs, which may require application specific protocols. Therefore, an interface is proposed between the generic AAA server and a set of one or more application specific modules.

A basic model, or framework, that seems to be well supported by both the IETF working groups AAA and MIP is depicted in figure 17 below. The basic conceptual entities in this model are:

1. A user, or client, who wants access to a service or resource.

2. A User Home Domain, or Home Authority (AAAH), that has agreement with the user.

3. A service provider´s AAA server, or Local Authority (AAAL), that authorizes a service based on an agreement with the AAAL.

4. A service provider´s service equipment that provides the service itself, e.g. a NAS in dial service.
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Figure 17. Basic AAA model.

For a description of the different message sequences and features of the model as well as requirements placed on the protocols, see [MIP-req, Generic]. If seen from a MIP perspective, the mobile node (MN) is considered to be the client in the figure, and the SE to be the foreign agent (FA). The home agent (HA) has a role during initial registration that is subordinate to the role played by the AAAH.

A broker node may exist between the AAAL and AAAH to solve the scalability problems associated with requiring direct relationships between every two administrative domains.

11.14.4.2
AAA Support of MIP in UMTS

Authorization based on UMTS identity authentication is not sufficient if data network identity and UMTS identity are possibly unrelated. For instance, this is the case of a mobile station composed of a TE and a MT, such as a Laptop and a UMTS data card. The data card could be shared by a group of users accessing different networks, or the same network under different identities. Therefore, separate authorization and accounting for UMTS access services and data network usage are desirable.

Data network roaming procedures are based on interaction between AAA servers. Support of data network roaming procedures is a fundamental component in the provision of scalable ubiquitous corporate intranet access services and for the support of Internet access service via subscription with a single wireline or wireless provider. This is a reason why deploying an IETF standard AAA infrastructure makes sense.

Mobile IP+ will natively rely on data network AAA protocols and support IP level roaming procedures via the NAI (Network Access Identifier) extensions. In a Mobile IP(+) based UMTS network, separation of radio access and data network identity is natively supported. In Figure 17 and 18 below, some of the scenarios described are summarized.
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Figure 18 -  UE attached to the Home UMTS operator
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Figure 19 – UE not attached to the Home UMTS operator

As is the case for MIP+v4, separate authorization and accounting for UMTS access services and data network usage is desirable also for MIP+v6. Procedures for AAA in MIP version 6 have not yet been addressed, but are expected to be similar to those used in version 4.
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