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Questions/issues forwarded to S2 Mobile IP ad-hoc group

At our last meeting we decided to contact the S2 Mobile IP Ad Hoc group in order to forward to them issues and questions about security in Mobile IP.  This we hoped would make it easier for them to target the presentation on Mobile IP to S3 at our next meeting in Sophia Antipolis 16-19.11.1999.

Telenor was given the action point to co-ordinate S3 input and forward it to S2 Mobile IP Ad Hoc group. Now, I didn’t receive much input so I had to make my own list of Mobile IP security issues/questions that we might want to discuss with the S2 Mobile IP presenter.

S3 should be aware that the list I forwarded to the S2 MIP chairman is a very demanding one to address. Many of the questions/issues are not yet solved by IETF, and many of the issues probably don’t apply to Mobile IP in R’99 at all. 

I have carefully explained to the S2 MIP chairman that we don’t expect them to be able to answer all these questions, but that we would be happy to receive guidance on the issues that they addressed and the issues that they see as important security wise.

(Even though a number of the issues/questions might not belong within the scope of S3, operators will probably have to address them later on.)

/Geir M. Køien – Telenor R&D

What we in SA3 want to know /want to see explained is:

· How complete is MIP support in R’99 and how/where will it be implemented

· How will this change in R’00 and how/where will it be implemented

· Have SA2 identified security problems/issues that SA2 would like SA3 to look at?

· Will MIP be supported on user plane (nomadic use of MIP) or signalling plane 

· What’s SA2’s position on AAA management? How generic will such AAA management be? 

· What’s SA2’s position on the well-known problems with ingress filtering and reverse tunnelling (well tunnelling in general really)?

· What’s SA2’s position on MIP firewall traversal?

· What’s SA2’s position on Care-of-Address allocation at FA? (DHCP?)

· What’s SA2’s position on IPv4 vs IPv6. In particular, for IPv4 will SA2 mandate support for IPsec? 

· What’s SA2’s position on service location, a well-known problem for MIP. Do you intend to support SLP or other similar protocol?

· What’s SA2’s position on NAT’s and IPsec, which don’t mix all that well (and in all likelihood we need IPsec)

· What’s SA2’s position on key management and key distribution (which is a VERY thorny issue)

· In general, what’s SA2’s position on MIP roaming issues. In particular, do SA2 think that there should be any UMTS specific hierarchy of trust relationships for AAA servers? (which would help the many-to-many relationship problems with keymngt and keydistr)

