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1 Introduction

October 11—15, both TIA/EIA TR 45.2 and TR 45.5 whose core subjects are core network signalling and the radio access link respectively, met at Lake Louise (Canada). Both groups shall advise the TR 45 Plenary on their preferred mechanism for Enhanced Subscriber Authentication (ESA).

2 Joint session

On Monday, October 11, a joint session was organised between TR 45.2 and TR 45.5.2 on the ESA during which each of the proposals were presented. In summary, the proposals are as follows:

1. LESA (Lucent): A symmetric-key proposal using key management that is similar to the SSD scheme currently used in IS-41 systems.

2. 3GPP AKA (3GPP): The symmetric key proposal described in 3G TS 33.102. The proposal is an enhancement of the triplet scheme currently used in GSM.

3. CipherIT (CipherIT): An asymmetric-key proposal using a new form of elliptic-curve Diffie-Hellman key agreement, that avoids the need of certificates. 

4. EPAC (Certicom): An asymmetric-key proposal using elliptic-curve Diffie-Hellman key agreement. Subscriber authentication is based on verification by using the user’s public key of a signature made by means of the user’s private key. Network authentication is based on the verification of a signature made by means of the user’s public key and the assumption that the user’s public key is only known to legitimate networks. 

The meeting started with the announcement that Certicom had withdrawn their proposal and that they now recommended the meeting to concentrate on the symmetric-key proposals. 

Then the three remaining proposals were presented. M. Marcovici from Lucent presented LESA, I presented 3GPP AKA and a delegate from CipherIT presented the CipherIT proposal. Especially the first two presentations lasted considerably longer than expected because of many detailed questions. During the 3GPP AKA presentation most of the questions concerned issues on sequence number management that we have successfully dealt with in S3, and I was therefore able to reply satisfactorily. No further discussion took place during the joint session.

3 TR 45.2 Authentication Focus Group

On Tuesday, October 12, the TR 45.2 Authentication Focus Group met to discuss the proposals. 

A Qualcomm delegate presented a contribution containing an analysis of the four ESA proposals against the requirements of TR 45.2. It advises that the CipherIT proposal would be removed from consideration for the fraud risk in case of compromise of a certification key in the network. It also expressed doubts on the EPAC proposal, as it provided weaker protection against false base station attacks and interoperation with existing 2G authentication schemes was not easily possible. Both LESA and the 3GPP AKA however, appear to meet the requirements, and offer sufficient protection against false base station attacks. However, they fear and believe the dialogue between 3GPP and the IS-41 world has started too late to come to a world standard, i.e., to consider 3GPP’s proposal for ESA. Instead, they propose that interoperation schemes would be worked out to provide world-wide roaming. 

The CipherIT proposal was then removed from consideration. 

After a question of a delegate on which document they had to base their decision on, the chair read a relevant passage of the stage 1 description for ESA. This included the requirement to authenticate subscribers on control channels, which is currently achieved in ANSI-41 networks by means of a global challenge mechanism; a mechanism that is incompatible with any triplet-like mechanism. Further, from the requirements document and the remarks and questions directed to me, it was evident that there was a great demand for a temporary authentication key that is put available to the serving network.

4 Actions

I took the following actions:

1. Investigate how a temporary authentication key (something similar to SSD) might be established as a mode of operation of the 3GPP authentication and key agreement mechanism. 

2. Investigate how to authenticate subscribers on a common control channel. 

3. Provide the details in Stage 2 information flows.
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