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Question 1


A description of the information (nature of the information) shared between the home system and the serving system, and how this information is updated (if applicable) by the home system (Authentication Center).

The 3GPP AKE mechanism does not support temporary authentication keys that are generated in the Home Environment (HE) and transferred to the Serving Network (SN). Instead, in the 3GPP AKE mechanism, the HE sends the SN authentication vectors (AV) that contain already the session keys (a cipher key (CK) and an integrity key (IK)) that are used to protect the user and signalling data. The security architecture supports the use of these session keys for more than a single call, network contact or access to a service and provides the HE (via the USIM) with control over the number of calls / total duration of the calls that can be set-up by means of  single cipher/integrity key set. In this way, the HE can manage the trade off between exposure and signaling efficiency (more connection set-ups allowed per AV means saves core network signaling but increases the exposure). 

2
Question 2


(…) The nature of the information included in the information flows that are unique to the proposal. A general description of the information element is desireable. The size in octets of the new information elements.


A complete list of information elements that is required is available in 3G TS 33.103 [2]. We reproduce the list here:

Information elements that are stored and never transmitted:

· K, the subscriber authentication key. A secret key stored in the AuC and the UIM, 16 octets long. The AuC and the UIM store at least one per user, but in an annex of TS 33.102 is described how HN could provide several subscriber authentication keys and use the free-format field AMF, part of AUTN, part of an AV, to update the key that is used.

· SQN-HE, the counter in the HE. A counter in the HE used for the generation of the sequence numbers that are included in the AVs. Their length is between 4 and 8 octets, as is the length of SQN. Several options are compatible with the current scheme: 1) purely indivdual counters (then, one counter per user), 2) purely time-based counters (then, one counter per AuC), 3) partly time-based and partly individual counters (then, part of the SQN-HE counter needs to be stored individually)
· SQN-MS, the counter in the USIM. A counter in the USIM used for the verification of the freshness pf the sequence numbers that are included in the AVs. Their length is between 4 and 8 octets, as is the length of SQN. The USIM stores at least one, but might store more to counter the “mobility problem” (see 3G TS 33.102). 
Information elements that are transmitted from HLR to VLR and from VLR to VLR:

· AV, Authentication vector. These vectors are generated at the AuC and sent to the SN on request of an SN. A response may contain more than one AV. AVs contain variable length parameters and are thus of variable length. AVs consist of the following parts:

· RAND, the network challenge. A unpredictable (random) number generated by the , 16 octets long. 

· XRES, the expected user response.  A parameter computed from RAND and K by means of the cryptographic function f2, used by the SN to verify the user response to a challenge. It’s length is variable: 4 to 8 octets. The security group sees no security reason to have a response larger than 4 octects. 

· CK, the cipher key. The cipher key, computed from RAND and K by means of the cryptographic function f3, 16 octets long. The cipher key may have an effective length that is smaller than 16 octets, as the function f3 is not specified. 

· IK, the integrity key. The integrity key, computed from RAND and K by means of the cryptographic function f4, 16 octets long. The ntegrity key may have an effective length that is smaller than 16 octets, as the function f4 is not specified.

· AUTN, the authentication token. The authentication token, used by the AuC to assure the freshness of the AV to the user, consists of variable length fields and is therefore also of variable length. Consists of:

· SQN [ ( AK ], possibly concealed sequence number. The sequence number is the core item of AUTN used to assure the user that the AV is fresh. The minimum length is 4 octets, the maximum length is 8 octets. Whether 4, 6 or 8 octets are required depends on which options the HN chooses, but it is unlikely that more than 6 octets are needed. If SQN is concealed, it is xor-ed with an anonymity key of the same length as SQN, computed from RAND and K using a cryptograhic function f5.

· AMF, the authentication management field. This is a free-format field that can be used by the HN to manage some aspects of the authentication mechanism to the user. The length has not yet been specified, but a fixed length of 2 octets has been mentioned.

· MAC-A, the message authentication function for authentication.  This is a MAC computed on SQN and AMF. The length is 8 octets. MAC-A is re-computed as XMAC-A by the MS on receipt of a user authentication request.
The length of AUTN is thus between 14 and 18 octets. 

The length of an AV is thus between 66 and 74 octets. Currently, most operators would chose for 68 octets.

Information elements that are transmitted on the radio interface:

· User authentication request: 

· RAND, 16 octets (see above) 

· AUTN, 14 to 18 octets.

· User authentication response (without synchronisation failure):

· RES, 4 to 8 octets (see above under XRES)

· User authentication response (with synchronisation failure):

· AUTS: Authentication token for re-syncrhonisation
· SQN-S [ ( AK ], Sequence number for re-synchronisation. The current value of the SQN-MS counter in the USIM, after a synchronisation failure has been detected by the user. Its length is equal to the length of SQN, between 4 and 8 octets. 

· AMF, the authentication management field. This is a free-format field that can be used by the HN to manage some aspects of the authentication mechanism to the user. The length has not yet been specified, but a fixed length of 2 octets has been mentioned.

· MAC-S, the message authentication function for authentication.  This is a MAC computed on SQN-S and AMF. The length is 8 octets. MAC-S is re-computed as XMAC-S by the AuC on receipt of an authentication data request with indication of synchronisation failure.

The length of AUTS is between 14 and 18 octets.

· RAND-MS, challenge used to conceal SQN-MS. Challenge required by the HE to decrypt SQN-S sent back by the user to the network. Is not required when encrption of SQN-S is not required. Length: 16 octets.

Sent from VLR to HLR in case of synchronisation failure

· Authentication data request (with synchronisation failure):

· AUTS: Authentication token for re-synchronisation. See above. Length: between 14 and 18 octets.

· RAND-MS, challenge used to conceal SQN-MS. See above. Length: 16 octets.

· RAND, the network challenge. See above. Length: 16 octets.

3
Question 3

Stage 2 information flows for the following scenarios:

1.    Initial Registration with Authentication (autonomous registration). This scenario illustrates initial authentication and registration of the subscriber in a new Serving System.

2.    Implicit Registration with Authentication (call origination).  This scenario illustrates authentication of a subscriber and call origination in a new Serving System when the initial system access is a call origination. 

3.    Implicit Registration with Page Response.  This scenario illustrates authentication when the initial system access is the MS response to a page. 

4.    Termination with Authentication.  This scenario illustrates authentication on call termination to the mobile station. 

The existing ANSI mechanisms include procedures that make use of a global challenge and other procedures that make use of an individual challenge. As in the 3GPP AKE mechanism the random challenge RAND is generated by the HE and sent to the SN for each authentication individually, the 3GPP AKE requires the use of the individual challenge option. 

The message flow required to support the 3GPP AKE does not differentiate for the different cases summed up in the question. However, the message flows may differ depending on whether or not the VLR has valid AVs in storage. We show each of the possibilities, in growing order of complexity.

3. 1
Usual scenarios

3.1.1
Scenario 1

In this scenario the VLR has stored at least a single valid AV. This should be the case in the majority of the cases (surely when it is not for registration), as the VLR can order AV well in advance and proper sequence number management should ensure that the vast majority of AV are still valid when a VLR attempts to use them.
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Figure 1: Scenario 1
The protocol steps are explained below:

1) [Optional and not part of 3GPP AKE] In case of authentication of mobile-terminating calls, the first message is a paging message.

2) [Not part of 3GPP AKE] The initial mobile-originated message (user message) is in case of 1) a mobile-terminating call, a paging response, 2) registration, a registration request, response, 3) a mobile-originating call, a service request.

3) The VLR selects the next AV from storage and sends the RAND and AUTN to the user.

4) The USIM verifies the integrity (MAC-A, part of AUTN) and freshness (SQN, part of AUTN) and acts as follows:

a) If both test are successful, continue with step 5

b) If the integrity is successfully checked, but the freshness not, continue in scenario 4

c) If the integrity is not successfully checked, the authentication is rejected and a authentication data response is sent back saying just that.

5) The MS/USIM computes a response RES, a cipher key CK and an integrity key  IK and sends RES to the SN/VLR.

6) The SN/VLR verifies whether RES = XRES, 

a) if so, the authentication is successful and the SN/VLR selects the cipher key CK and the integrity key IK;

b) if not, the authentication is not successful.

3.2
Unusual cases

3.2.1
Scenario 2

This scenario is applicable when a subscriber registers in a new VLRn, that has no AVs of the user, but the VLRn can know from the initial user message which VLRo the subscriber was registered in before. The new VLRn then attempts to retrieve valid AV from the previous VLRo. In this scenario we assume that the previous VLRo can be reached and has stored valid AVs for the user.
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Figure 2: Scenario 1
The protocol steps are explained below:

1) [Not part of 3GPP AKE] The initial mobile-originated message (user message) is in this case a registration request, or a service request; 

2) The VLRn retrieves the VLRo address from the initial user message and sends an authentication data request to the VLRo. 

3) The VLRo sends the AVs of the indicated user to the requesting VLRn and deletes them from the database. On receipt, the VLRn stores these AV.

From here on, the protocol continues as in scenario 1.

3.2.2
Scenario 3

This scenario is applicable when a subscriber registers in a new SN, that has no AVs of the user. The SN/VLR then has to contact the HLR/AuC in the HE to obtain AV. In this scenario we assume that the provided AVs are valid.
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Figure 3: Scenario 3
The protocol steps are explained below:

1) [Not part of 3GPP AKE] The initial mobile-originated message (user message) is in this case a registration request, or a service request. Upon arrival of that message the VLR sees that the subscriber was previously registered in a different SN, and that it has no AV available in the VLR or any other SN database. 

2) The VLR requests AV from the HLR/AuC.

3) The HLR/AuC sends an ordered array of AVs. On receipt, the VLR stores these AV.

From here on, the protocol continues as in scenario 1.

3.2.3
Scenario 4

In this scenario, the AV that the SN: VLR uses is not valid and causes a sychronisation failure. This scenario is applicable when a subscriber registers in a SN, that he has been registered in before, and that has stored AVs obtained from the previous registration. The annex C of [1] describes a number of good mechanisms that should avoid the vast majority of AVs from becoming invalid, application of good sequence number management should therefore make this procedure a rare event. Furthermore, the MS has the option to send its SQN-MS to the SN in its registration request, which shall then be able to verify the validity of the SQN in the AV (if they are not encrypted).

A second cause of sychronisation failures is corruption of the SQN-HE counter and the sending to the MS of an AV that includes a SQN derived from the faulty SQN-HE. This should occur with even less frequency.
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Figure 4: Scenario 4
The protocol steps are explained below:

The protocol starts as in scenario 1, except, that in step 4, the USIM successfully verifies the integrity but that SQN is not in the proper range. The protocol then continues:

3) The USIM constructs the re-sychronisation token AUTS, that includes the (possibly encrypted) SQN-S and a message authentication code MAC-S, and sends RAND-MS and AUTS to the SN/VLR. 

4) The SN/VLR sends a request for new authentication vectors to the HLR/AuC, indicates that a sychronisation failure was detected, and includes RAND-MS, AUTS and RAND. Upon receipt of that message the HLR verifies the integrity of AUTS (that includes SQN-S) and whether the SQN-HE counter indeed needs to be reset (is not in the proper range) and reset the SQN-HE counter if both tests are successful. 

The protocol continues as in scenario 3.

3.2.2.4
Further scenarios

Other scenarios are simple combinations of everything that can go wrong and are trivial to deduct from the above ones. 

One thing to note however: if in scenario 2, the VLRo has no AV or cannot be reached, then the VLRn will try to obtain the AV from the HLR.

3.3
Procedures

As a summary, the 3GPP AKE can be described by means of three procedures:

1) Retrieve authentication data from HLR. A procedure between a VLR in a SN and the user’s HLR/AuC in the HE in which AVs are sent from the HLR to the VLR. This procedure has two variants:

a) Without indication of sychronisation failure;

b) With indication of sychronisation failure.

2) Retrieve authentication data from other VLR. A procedure between a VLR in a SN and another VLR in the same SN, in which AVs are sent from one VLR to the other VLR. 

3) User authentication. A procedure between the VLR and the MS that provides mutual authentication and establishes a cipher key and an integrity key between MS and the VLR. This procedure has two variants:

a) Without indication of sychronisation failure;

b) With indication of sychronisation failure.

4
Question 4

Describe how an non-initialized mobile station can be initialized (i.e., authentication   provisioning).

Short answer: by insertion of the USIM.

In the 3GPP system, the user equipment will be initialised by insertion of the user access device called USIM. This device contains all the cryptographic algorithms and keys to support the AKA mechanism and is issued by the HE, which, by doing so has complete control on what is on the USIM. A free-format field AMF is included in each authentication vector that can be used by the HE, in a proprietary way, to manage the data related to authentication and key establishment on the USIM, i.e., to switch to a spare subscriber authentication key after a disaster.

5
Question 5

What will be the impact on the mobile station and the network for supporting both the existing TR-45 authentication procedures and the proposed ESA procedure.

3GPP SA 3 has not yet started to investigate procedures for interoperation with IS-41 networks (it has done so for GSM networks though). Nevertheless, two approaches have been suggested already:

1. Using the forthcoming results of  GAIT for GSM/IS-41 interoperation. 

2. Allowing interoperation by means of a gateway component that understands both protocols.

Further details will follow when the work has progressed in 3GPP SA 3.

6
Question 6

How can the ESA proposal be scaled (e.g., different key sizes) for export.

From our experience export restrictions on key length and cryptographic algorithms when used for the purpose of authentication are rather relaxed. 

The selection of an appropriate key length for the cipher key can be done in many different ways, and is an issue which, in fact, we believe can be solved independently from the AKA mechanism and depends very much on what the export restrictions imply.

If, for instance, export restrictions would cause that some network operators only have cipher algorithms available that work with shorter key lengths, then probably the inclusion of an “actual cipher key length” indicator in the security mode command, the command that starts ciphering and integrity, send after the authentication and key establishment dialogue, would be an appropriate solution. The MS and the SN should then shorten the (complete) cipher key accordingly, before feeding it to the algorithms.
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