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Integrity protection is planned for UMTS in order to guarantee that critical signalling messages cannot be modified or spoofed. We propose to perform integrity protection and confidentiality protection (i.e. ciphering) in a close connection to each other. Both should be executed in the UE and in the RNC. This approach has several advantages:


all critical signalling can be integrity protected;


same time-varying parameter can be used as an input to both mechanisms;


key management is identical for both mechanisms.





In what follows a few problems related to integrity protection are listed together with possible solutions.





When the connection is released, RNC deletes all information about the user. When a new connection is established the time-varying parameter (based on hyperframe number) is initiated by the MS. From the network point of view there is an obvious threat of replay attacks. To avoid this, RNC should generate a random bit string (e.g. 32 bits) and send it to MS as early as possible (for instance, in the very first message). This random bit string is used as one input to the integrity algorithm throughout the connection.





Some critical information (e.g. a classmark) is sent from the MS to the RNC already before the RNC has obtained the integrity key from the CN. On the other hand, MS is capable of calculating message authentication code for every message immediately after it has received the random string (that was mentioned above) from the RNC. Thus, RNC could store temporarily the classmark message together with the m.a.c. and check the latter after as the integrity key is received.


If the MS and the CN do not have any integrity keys in common, an authentication is performed and the classmark can be resent with a m.a.c. calculated by the new IK after the authentication and key generation procedure is completed.





The terminal should have some means to control the lifetime of the integrity and ciphering keys. The time-varying parameter, i.e. the hyperframe number, serves as a counter by which the lifetime of the keys can be restricted. Roughly speaking, it counts the amount of data that is protected by the same keys. The latest value of the HFN is stored in the USIM every time the connection is released. Therefore, the USIM is aware of the age of the current keys in use.


     


