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Discussion and proposal
At RAN#61 it has become clear that in rel-12 RAN focuses on a single broadcast channel transmission capability enabling 1:many and 1:1 communications. One-to-many communications out of and in coverage shall be supported. This document focuses on the one to many authorization aspects. For UE's out of network coverage pre-authorization based on UE configuration is assumed. However, under network coverage the network can provide authorization.


Proposed changes to TR 23.703
6.2.X.2
Solution CX: Authorization of Direct Communications One-to-Many based on application-defined Prose application ID and system provided ProSe UE ID
6.2.x.1
Functional description







This solution defines procedures by which the operator can authorize explicitly a UE to become a source for a specific application group, perhaps by involving a specific Application server in the decision. Specifically provides a way for the operator to authorize a one-to-many source to send traffic over the allotted RAN resources in static or semi-static fashion. This needs not be performed at every transmission and typically may be executed in association to specific "Direct Mode" public safety application startup/registration or when serving PLMN or ProSe UE ID change or when an authorization timer expires or for instance a transmission quota is about to be exhausted.
This solution is expected to apply for all direct communication cases (in and (for Public Safety UE’s) out of coverage). It is assumed the source of the one-to-many communications knows the Prose application ID, the Group communications Layer two address and the IP multicast address used for one-to-many communications.

As per Targeted discovery based on application-defined Prose application ID and system provided Prose UE ID defined in section 6.1.6, the Prose application ID is also associated to a secret that may be used for encryption. The network may provide additional encryption keys for UE’s in coverage, however the Group secret may be used when UE are out of coverage for encryption. Default configuration information sufficient to perform communication is assumed for Public safety UE’s operating out of coverage.   It also assumed that, if application level authorization was required by the operator, the MME can reach an application server for application layer validation and authorization of communications. This may be triggered e.g. by the specific application used or subscription of the UE’s. The address of this application server (or its FQDN) may be provided by the UE or, if the application group is supported directly by the operator via a business agreement, it could be resolved locally by the MME based on the received value of the Prose application ID. The MME may reject the establishment of the direct link even if the application server may grant it, based on 3GPP layer considerations alone.  

If direct communication is rejected, the UE’s, if they are under network coverage, may continue to communicate via the infrastructure using group communications, as they are assumed to have an active default PDN connection as they are in connected mode in E-UTRAN while the authorization procedure is ongoing.

6.2.x.2
Procedures

The following procedures are instrumental to the establishment of logical one-to-many direct communications. It should be noted that this logical one-to-many communications may be virtualized over a broadcast multiple access medium at lower layers.
The message flow in Figure 6.2.2.2-1 here below is an example of how this could work.
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Figure 6.2.x.2-1: Case of UE's under network coverage ( if dashed lines apply) or out of coverage (dashed line does not apply). 
UE A is a potential source of one-to-many direct communication. If it is under coverage of a network, it is assumed to obtain authorization to transmit (asynchronously to data transmission so that there is no latency when actual data needs to be sent), so it enters RRC connected state and sends NAS signalling to the MME.
1) UE A sends a Authorise Direct communication request (ProSe Application ID, ProSe UE ID A, App server IP@ or FQDN) to the MME. The IP address or the name of the server where the MME needs to optionally check for application layer authorization and obtain data volume quotas and possibly other necessary information, is provided by the UE’s (another option is that the name of the application is resolved to the right IP address by the MME based on business agreements, solely based on the agreed-upon Prose application ID). The Application is assumed to be already aware of the ProSe UE ID of the UE via previous ProSe registration.
 Based on the received information, the MME, perhaps based also on application interaction, authorizes communication and may also provide traffic quotas, timers for reauthorization, geographical scope e.g. in form of TAI-list, and also assign authorized layer two address and also maybe the encryption keys for the group. This is included in the transmission attributes in step 2.
2) The MME sends Authorise Direct communication Accept (ProSe Application ID, ProSe UE ID A,  Transmission attributes) to UE A.

As a result of step 2, the UE is authorized to use one-to-many communications using the specific transmission attributes.

For public safety UE's out of coverage, the authorization procedure does not apply and they can right away proceed to transmission when they have data to send using one-to-many direct communications  and they are authorized to do so.

It is in the scope of RAN defining the exact procedures used at RAN layers to transmit in a battery efficient manner, if applicable, as tradeoffs between battery efficiency and latency in communications may apply. So direct transmission is in the picture here above but not explicitly addressed by this solution. 
6.2.x.3
Impact on existing entities and interfaces
MME :

- 
needs to be able to issue and maintain the ProSe UE ID
- 
need to support interactions with eNB’s and applications for ProSe direct communications authorization.

eNB: 

- 
must enable the transmission on a broadcast channel 
UE: 

-
must register for ProSe at application and 3GPP layer, 
-
must support prose authorization procedures

-
Must support one to many transmission on the broadcast channel
3GPP
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Optionally, MME’s obtain authorization to establish direct one to many comms and optionally negotiates data volume quotas with the application server. It may also obtain the value of a global layer two address, IP address and secret for one to many comms 
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2) Authorise Direct communication Accept (ProSe Application ID, ProSe UE ID A,  Transmission attributes)
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