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3
Definitions, Symbols and Abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

SectorID or Sector Address Identifier: This identifier is defined in 3GPP2 C.S0024-A v2.0 [32] and is used to identify an HRPD AN. The Network operator shall set the value of the SectorID according to the rules specified in clause 14.9 of 3GPP2 C.S0024-A v2.0 [32].

IFOM capable UE: A UE that is capable of routing different IP flows to the same PDN connection through different access networks (see TS 23.261 [55]).

Inter-APN routing capable UE: A UE that is capable of routing IP flows across multiple simultaneously active IP interfaces, each one associated with a specific APN. These interfaces may be linked to different access networks or to the same access network.

Non-seamless WLAN offload capable UE: A UE that is capable of non-seamless WLAN offload as defined in clause 4.1.5.

MAPCON capable UE: A UE that is capable of routing different simultaneously active PDN connections through different access networks.
Transparent Single-Connection mode: A communication mode between a UE and a trusted WLAN (TWAN) where the TWAN may set up non-seamless WLAN offload or an S2a tunnel without explicit request from the UE.
Single-Connection mode: A communication mode that is capable to support only a single connection at a time between a UE and a trusted WLAN (TWAN) . This connection can be used either for Non-Seamless WLAN Offload (as defined in clause 4.1.5) or for PDN connectivity. The use of the Single-Connection mode and the associated parameters of the connection (e.g. for NSWO, for PDN connectivity, APN, etc.) can be negotiated during authentication over TWAN.
Multi-Connection mode: A communication mode that is capable to support a single or multiple connections at a time between a UE and a trusted WLAN. One connection can be used for Non-Seamless WLAN Offload (as defined in clause 4.1.5) and one or more simultaneous connections can be used for PDN connectivity. The use of the Multi-Connection mode can be negotiated during authentication over TWAN and the requested PDN connection can be setup with the WLCP protocol for PDN connectivity. 
* * * Next Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ANDSF
Access Network Discovery and Selection Function

DSMIPv6
Dual-Stack MIPv6

EAP
Extensible Authentication Protocol
EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FACoA
Foreign Agent Care-of-Address

FQDN
Fully Qualified Domain Name

GW
Gateway

H‑ANDSF
Home-ANDSF

HBM
Host-based Mobility

HRPD
High Rate Packet Data

HS‑GW
HRPD Serving Gateway

IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IPMS
IP Mobility management Selection

LMA
Local Mobility Anchor

MAG
Mobile Access Gateway

MAPCON
Multi Access PDN Connectivity

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

MTC
Machine-Type Communications

NBM
Network-based Mobility
NSWO
Non-seamless WLAN Offload
P‑GW
PDN Gateway

PMIP/PMIPv6
Proxy Mobile IP version 6

RIM
RAN Information Management

SectorID
Sector Address Identifier

S‑GW
Serving GW

SON
Self-Configuring and self-Optimizing network

TWAP
Trusted WLAN AAA Proxy

TWAG
Trusted WLAN Access Gateway

TWAN
Trusted WLAN Access Network

UICC
Universal Integrated Circuit Card

V‑ANDSF
Visited-ANDSF
WiMAX
Worldwide Interoperability for Microwave Access
WLCP
WLAN Control Protocol 

* * * Next Change * * * *

16.1.2
High level functions

The detailed functional split within a Trusted WLAN Access Network (TWAN) is not in the scope of 3GPP. Nevertheless, the procedures specified in the subsequent sections assume the following functions in the TWAN:

-
A WLAN Access Network (WLAN AN). WLAN AN includes a collection of one or more WLAN access points. An access point terminates the UE's WLAN IEEE 802.11 link defined in IEEE Std 802.11-2007 [64].

-
A Trusted WLAN Access Gateway (TWAG). This function terminates S2a.  
-
When the TWAN provides access to EPC in Transparent Single-Connection mode or in Single-Connection mode, it forwards packets between the UE-TWAG point-to-point link and the S2a tunnel for that UE. The association in the TWAN between UE-TWAG point-to-point link and S2a tunnel is based on the UE MAC address. 
-
When the TWAN provides access to EPC in Multi-Connection mode, it forwards user plane packets between the UE-TWAG point-to-point link corresponding to a specific PDN connection and the associated S2a tunnel for that UE. The UE’s MAC address and a TWAG’s MAC address that is assigned for a specific PDN connection are used to identify the point-to-point link between the UE and its serving TWAG which is corresponding S2a tunnel for the associated PDN connection.
-
When the TWAN provides access to EPC in Multi-Connection mode, the WLCP signaling is used between the UE and the TWAG.
Editor’s note: For Multi-Connection mode EPC access, it is FFS whether the PGW or the TWAG acts as the default router for the UE on its access link. It is also FFS whether the PGW or the TWAG acts as DHCP server for the UE. If the TWAG acts as a DHCP server for the UE, it should make sure that the UE receives the same access link non-specific IP parameters than those it would have received over the 3GPP access for the same PDN connection.
-
A Trusted WLAN AAA Proxy (TWAP). This function terminates STa. It relays the AAA information between the WLAN Access Network and the 3GPP AAA Server or Proxy in case of roaming. It establishes the binding of UE subscription data (including IMSI) with UE MAC address on the WLAN Access Network. If L2 attach triggers are used, it informs the TWAG of L2 attach events. It is aware of UE L2 Detach from the WLAN Access Network and informs the TWAG of L2 Detach events. It provides the TWAG with UE subscription data during initial attach or at UE subscription data modification.
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Figure 16.1.2-1: Trusted WLAN Access Network functional split

A per-UE point-to-point link between the UE and the TWAG is required when traffic for that UE is routed via S2a. Additionally, in Multi-Connection mode, one point-to-point link between an UE and its serving TWAG is required for transporting user plane traffic for every PDN connection. The UE’s MAC address and an associated TWAG’s MAC address are used to identify the point-to-point link between the UE and its serving TWAG that is associated to a specific PDN connection. In particular, it is assumed that the WLAN AN enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The aspects of point-to-point link described in RFC 5213 [8] and RFC 5844 [17] also apply to the point-to-point link between UE and TWAG. The implementation of the point-to-point link, including how and when it is setup, is out-of-scope of 3GPP.

NOTE 1: From the UE's perspective the SWw reference point appears as a shared medium / link as any other IEEE 802.11 WLAN and thus the UE can use the subnet prefix / mask and the default GW address for its packet routing decisions. The point-to-point nature of the link is realized by the TWAN enforcing that packets sent from, and received by the UE are respectively forwarded to, and forwarded by the TWAG.

NOTE 2:
Gxa interface is not used for S2a-PMIP in Trusted WLAN within this Release of the specification. No policy interworking solution based on S9a is defined for Fixed Broadband access interworking via S2a within this Release of the specification.

NOTE 3： Whether multiple TWAN functions are mapped to a single entity, or a single TWAN function is distributed among multiple entities is out-of-scope of 3GPP.

In order to support EPC access through S2a over Trusted WLAN the following functions shall be supported by the UE:

-
WLAN specifications as per IEEE Std. 802.11-2007 [64].

-
3GPP-based network access authentication with EPC over WLAN as defined in clause 4.9.1, using IEEE Std 802.1X-2004 [65].

-
IPv4 and/or IPv6 support:

-
For IPv4: IETF RFC 791 [66], IETF RFC 2131 [28]

-
For IPv6: IETF RFC 2460 [67], IETF RFC 4861 [38], and IETF RFC 4862 [58]



The following features are supported: handover of PDN connections with IP address preservation between 3GPP and Trusted WLAN access, PDN connections to a non-default APN, multiple simultaneous PDN connections as well as simultaneous PDN Connectivity and connectivity for NSWO. 
Three different modes of operation are distinguished: Transparent Single-Connection mode, Single-Connection mode and Multi-Connection mode. The UE and the network negotiate the mode of operation as part of the authentication procedure based on extensions to the EAP-AKA' [x1] signaling between the UE and the network. 
The Single-Connection mode only supports NSWO or a single PDN connection at a given time over a Trusted WLAN. On the other hand, the Multi-Connection mode supports simultaneous one or more PDN connections and/or NSWO over Trusted WLAN. Both Single-Connection mode and Multi-Connection modes support IP address preservation between 3GPP and Trusted WLAN access and PDN connectivity to a non-default APN. 
The Single-Connection mode does not require additional protocols than EAP-AKA' in order to establish NSWO or PDN connectivity. 
The multi connection mode uses a specific protocol (WLCP, specified in clause 16.1.4A2.1) after the access authentication procedure to trigger PDN connection establishment / release. 
The negotiation of connection mode is further detailed in clause 16.4.1A.
In Transparent Single-Connection mode, handover-indicator from the UE, APN indication from the UE and PCO via WLAN are not supported. As a consequence the following features are not supported: handover between TWAN and 3GPP access with IP address preservation; connectivity to a non-default APN; UE initiated connectivity to additional PDN.
* * * Next Change * * * *

16.1.3
Reference points

16.1.3.1
STa reference point

In addition to STa reference point features specified for any non-3GPP IP access network, STa reference point specification is enhanced with the following features for the support of EPC access through S2a over Trusted WLAN:

-
A way for the TWAN to provide the 3GPP AAA server with following information:

-
An indication on whether the TWAN supports S2a, non-seamless offload or both;
-
An indication on whether the TWAN supports Transparent Single-Connection, Single-Connection mode or Multi-Connection mode or a combination of them; 

-
The SSID selected by the UE to access the TWAN.

-
A way for the 3GPP AAA server to provide the TWAN with following information:

-
Whether access to EPC is allowed for the UE on the TWAN;

-
As for any Trusted Non-3GPP Access, when the UE is allowed to access EPC via TWAN, the subscription data of the user including the default APN to be associated with the user for EPC access; the TWAN uses the default APN to establish the PDN connection with the PDN GW in the absence of UE signalling of the APN it desires to reach over the Trusted WLAN. Based on the HPLMN operator configuration the HSS may provide the 3GPP AAA server with a default APN for Transparent Single-Connection mode different from the 3GPP access default APN;

.
-
An indication on whether the Single-Connection mode or Multi-Connection mode is selected for the UE. No indication provided by the 3GPP AAA server implies Transparent Single-Connection mode of operation.
16.1.3.2
SWw reference point

The SWw reference point connects the WLAN UE to the WLAN Access Network per IEEE Std 802.11-2007 [64]. The definition of IEEE Physical and Medium Access Control layers protocols (e.g. Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]) is out of the scope of 3GPP.
The SWw reference point also includes:

-
The support of EAP [11] and EAP-AKA' [x1] for UE authentication and authorization, as well as extensions to EAP-AKA' described in 16.1.4A.1; 
-
The support of WLCP signalling protocol used for establishment / release of PDN connections in the case of Multi-Connection mode; 

-
The support of multiple TWAG MAC addresses as user plane transport mechanism for the multiplexing of multiple PDN connections user data in the case of Multi-Connection mode.
16.1.3.3
S2a reference point

The S2a reference point connects the TWAN to the PDN GW. It supports two possible protocol variants: GTP and PMIPv6, to be chosen by the TWAN.

* * * Next Change * * * *

16.1.4
Protocol Stacks

The following protocols are supported on S2a:

-
GTP.

-
PMIPv6.

IPv4 address and IPv6 prefix allocation considerations are equally valid for GTP and PMIPv6 S2a options.

The three figures below illustrate the control plane for S2a Tunnel Management and the user plane for GTP option, respectively for Transparent Single-Connection mode, Single-Connection mode and for Multi-Connection mode.
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers. L2 attach trigger is mandatory with IPv6 and IPv4v6 PDN Types, and optional for IPv4 PDN Type.

L3 trigger:
This refers to DHCPv4 which can be used as optional L3 attach trigger with IPv4 PDN Type.
GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes termination of the UE-TWAN link-local protocols (e.g. IPv6 Neighbor Discovery, ARP) and forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.

Figure 16.1.4-1: Protocols for control and user planes of GTP-based S2a for Transparent Single-Connection mode
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Legend:

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. Layer 2 of 802.11 is used as L2 attach and detach triggers. 

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes termination of the UE-TWAN link-local protocols (e.g. IPv6 Neighbor Discovery, ARP) and forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.
Figure 16.1.4-2: Protocols for control and user planes of GTP-based S2a for Single-Connection mode
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Legend: 

802.11:
This refers to Layer 1 and Layer 2 defined by IEEE Std 802.11-2007 [64]. The TWAG MAC address is used as a multiplexing identifier between multiple PDN connections which belong to the same UE.

WLCP Transport:
WLCP Transport is defined in 16.1.4B.2.2.
WLCP:
WLAN Control Protocol (WLCP) is used to establish and release PDN connections. It is defined in 16.1.4A2.1.  

GTP-C:
The GPRS Tunnelling Protocol control plane consists of signalling messages between the Trusted WLAN Access Gateway and the PDN- GW over the S2a interface. It is defined in TS 29.274 [57].

GTP-U:
The GPRS Tunnelling Protocol user plane tunnels user data between the Trusted WLAN Access Gateway and the PDN GW over the S2a interface. It is defined in TS 29.281 [63].

UDP:
This is the transport layer protocol onto which both GTP-C and GTP-U are layered.

IPv4/IPv6:
This refers to network layer protocols. On the TWAN this includes forwarding of user plane IP packets between the UE-TWAN point-to-point link and the relevant S2a tunnel.

Editor’s note:
For Multi-Connection mode EPC access, it is FFS whether the PGW or the TWAG acts as the default router for the UE on its access link. It is also FFS whether the PGW or the TWAG acts as DHCP server for the UE. The user plane protocol stack figures are created with the assumption that default router function is in the TWAG and they may therefore need to be modified.  

Figure 16.1.4-3: Protocols for control and user planes for GTP-based S2a for Multi-Connection mode 

When PMIP based S2a is used with Trusted WLAN, over S2a the PMIPv6 protocol stacks described in clause 6.1.1 apply.
16.1.4A
Control Plane 

16.1.4A.1 
Negotiation of connection mode

The negotiation of the connection mode (Single-Connection mode, Multi-Connection mode or Transparent Single-Connection mode) takes place during the EAP-AKA’ access authentication. 
- 
The network indicates the supported connection modes (Transparent Single-Connection mode, Single-Connection mode, Multi-Connection mode or any combination of them).

-
The UE then requests either Single-Connection mode or Multi-Connection mode, or if none of these modes is supported by both UE and network, Transparent Single-Connection mode is used. In case the UE requests Single-Connection mode, it includes also a request for either EPC-routed traffic or NSWO. In case the UE requests Single-Connection mode and EPC-routed traffic, the UE may further indicate e.g. handover, APN and PDN type. 
-
If both the UE and the network support Multi-Connection mode, the UE requests multi connection mode.

-
The network provides an appropriate result code to the UE, depending on if the request is granted or rejected. 
A Multi-Connection mode capable UE may or may not be able to operate in single connection mode.

When a Multi-Connection mode capable UE connects to a single connection mode capable network (where that network does not support Multi-Connection mode), the UE operates in single connection mode, if the UE supports single connection mode.
A network that does not support Single-Connection mode or Multi-Connection mode does not send an indication of supported connection modes to the UE. 
The EAP-AKA' enhancements needed are described on clause 16.1.4A.2

16.1.4A.2
EAP-AKA' extensions

EAP-AKA ' authentication signaling [x1] is extended in order to negotiate the connection mode: Single-Connection mode, Multi-Connection mode or Transparent Single-Connection mode, and to carry additional information needed for single connection mode. 

NOTE 1: The selection by the UE and the use of Transparent Single-Connection mode (pre-Rel12) do not require the support of any new EAP-AKA' extension.
EAP-AKA’ authentication signaling is extended in order to exchange the following parameters:

1) in the UE to network direction:
 -
The requested connection mode (single connection mode or multiple connection mode);
- 
In case Single-Connection mode is requested;
-
The requested connectivity (NSWO or PDN connection), and

-
In case the requested connectivity is a PDN connection: the PDN type (IPv4, IPv6, or IPv4v6), an optional hand-over indicator, optionally the requested APN (mandatory if the handover indication is provided), optionally a Protocol Configuration Options (PCO)
2) In the network to UE direction:
-
The supported network connection modes (single connection mode and/or multi connection mode);
- 
In case Single-Connection mode is requested:

-
Whether the requested connectivity (NSWO or a PDN connection) has been granted;

-
For PDN connection: the Selected APN, the selected PDN type (IPv4, IPv6, or IPv4v6), and optionally Protocol Configuration Options (PCO).

-
In case Multi-Connection mode was requested:

-
Whether NSWO is allowed or not.

NOTE 2: For Multi-Connection mode, WLCP is always used for PDN connection establishment once the UE has been successfully authenticated.
16.1.4A.3
PDN connection management Control plane

16.1.4A.3.1 
WLAN Control Protocol (WLCP)

WLCP (WLAN Control Protocol) is a UE-TWAG protocol used to control (e.g. setup and teardown) PDN connection over a TWAN access. WLCP provides session management functionality required for:

-
Establishment of PDN connections;

-
Handover (from a 3GPP access) of PDN connections;

-
Request the release of a PDN connection by the UE or notify the UE of the release of a PDN connection;

-
IP address assignment (i.e. delivery of the IPv4 address through WLCP) as well as support of deferred IPv4;

NOTE: Both IPv4 address assignment (DHCPv4) and IPv6 address assignment (SLAAC) can be supported in conjunction with WLCP. 
The following PDN parameters are used:
-
APN, PDN/PDP type, UE IP address/prefix, Protocol Configuration Options (PCO), Request type (initial request, handover); 
-
The TWAG MAC address associated to the PDN connection. When establishing a new UE-TWAG point-to-point link that is associated with a specific PDN connection using WLCP, the network decides upon TWAG MAC address and returns it to the UE using WLCP.
WLCP applies to the support of Multi-Connection mode and enables management of PDN connectivity over Trusted WLAN. WLCP is transparent to the intermediate nodes (e.g. AP) between the UE and the TWAG. A successful EAP authentication and AP association brings the device in a state where WLCP can be used. 

Editor’s Note: (to be removed after stage 3 specifications are available): 
WLCP protocol is a specific 3GPP protocol, defined in stage 3 specifications, that may reuse some parts of TS 24.008 Session Management messages for establishing and releasing Connections as a baseline (e.g. PDN connection request, PDN connection response, PDN disconnection request, PDN disconnection response) and some existing 3GPP Information Elements: some parameters (even mandatory) are not used (e.g. NSAPI, LLC SAPI, QoS, Radio Priority, Packet Flow Identifier, Connectivity type), while others may be reused.
NOTE 1:
WLCP protocol is a specific 3GPP protocol described in stage 3 specification.

NOTE 2: Aspects, such as segmentation, retransmission, are specified in stage 3 specifications. 

NOTE 3: Security considerations for WLCP, e.g. need for integrity protection, whether the underlying security resulting from a successful EAP authentication suffice, are described in SA3 specifications.
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