SA WG2 Temporary Document

Page 7

SA WG2 Meeting S2#98
S2-132562
15 - 19 July 2013, Valencia, Spain
(revision of S2-13xxxx)
Source:
Alcatel-Lucent, EADS
Title:
On ProSe Relays
Document for:
 Approval 
Agenda Item:
6.4
Work Item / Release:
ProSe / Rel-12
This contributions aims at defining the concept of ProSe relay.
Introduction
This paper introduces Alcatel-Lucent view on the concept of ProSe relays.
Discussion

The EPS already supports the concept of relays from Rel-10. A Rel-10 relay however appears to the UE as a regular eNB so there is no special feature a UE needs to support to use a relay. Also, it is not specifically designed to be limited for use by public safety applications, unlike a ProSe relay. For this reason, we assume for the rest of the discussion that the UE uses only “network independent procedures” for the establishment of ProSe communications with relays, i.e. the ProSe communication is enabled without requesting network authorization even if the UE was to be under network coverage. In a nutshell, the assumption is that a relay is used when the UE believes it benefits from using the ProSe relay more than it could benefit from the network so it goes into a mode where it assumes to operate independently from the network.
From an architectural standpoint the Prose relay is an entity which may act as:

· L2 switch/router for group of users 

· Application level GW

· Application client towards (group communications) applications

· NAT /firewall between groups and between a group and the network.

It supports interfaces which may be:
· Prose direct communications connections only (UE to UE relay documented in TS 22.278)

· Prose connections and regular network connections (UE to Network relay documented in TS 22.278).

The Prose Relay restricts usage to just a select set of applications groups (identified each by a Group ID) e.g. based on configuration. 

UE to UE relay

The UE to UE relay allows only routing among Prose direct communications links. Some application layer gateway/function may be present for inter-group communications firewalling if the relay allows opening inter-group routing.
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UE to Network relay
The UE-Network relay allows relaying traffic between a prose interface and the network. Since a UE to network relay my serve a number of UE’s, direct routing between these UE’s is also allowed. In a sense, a UE-network relay is a superset of a UE to UE relay.
If the connectivity to the network is via a NAT in the ProSe Relay (for IPv4), or it can be optimized for specific applications, proxies or application level gateways are supported in the ProSe Relay.
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Prose Link establishment to a relay.
These are the underlying assumptions:

· Prose relay is used only for public safety

· Network independent procedures are used

Devices using a ProSe Relay will use targeted or non targeted discovery (documented in sections 6.1.6 and 6.1.7 of TR 23.703) to discover the existence of any relay in proximity, without any assistance from the network. A relay advertises its capability to be a UE-to UE or UE to network relay in the attributes fields of the discovery messages.
A UE can only send data directly to a Prose Relay if it is a member of one of the Groups supported by a Prose Relay, as identified by the Group IDs exchanged in the discovery phase. This means the relay and the UE’s that use it share a secret which enables mutual authentication and also secure transmission of data, independently of any assistance or coverage by the network.

A relay may just forward data to all group members in vicinity without discovery or the UE’s attaching to the relay, e.g. to enable listen only mode operation for group communications.

Routing of traffic in relays

A ProSe Relay forwards multicast data to all intended devices in proximity using direct group communications without discovery to all members of a application Group identified by a Group ID.

Routing between members of the same application group can happen directly in the relay. However, if UEs belong to different application groups, mutual routability between groups needs to be authorized by local configuration in the ProSe Relay. Firewalling and NAT among application groups may exist.

In release-12 it is proposed to not allow for ad hoc networks of Prose relays to avoid the need to support routing protocols in relays. 
IP address assignment and networking

Both IPv6 and IPv4 are supported by a ProSe Relay.

As described e.g. in TR 23.703 section 6.2.2”Solution C2: Direct Communications Point to point with authorization based on application-defined Group ID and system provided ProSe ID”) the relay is in charge of assigning IP addresses on the ProSe Link.

For IPv4, the relay uses Private addresses for assignment of IP addresses to devices it supports. The relay acts as default gateway for the devices. 

For IPv6, the ProSe relay shares a prefix among the UE’s it supports by allocating different prefixes to different groups and manages IP addresses using DHCPv6 on prose links. When the Prose Relay is a UE-Network relay, the ProSe Relay acts as a "Requesting Router" as described in RFC 3633 and uses procedures similar to those described in TS 23.401 section 5.3.1.2.6 “IPv6 Prefix Delegation via DHCPv6” to allocate prefixes to different groups.  Network access policies and mutual routability are managed on a prefix basis and group membership basis.

Interactions with GCSE_LTE and other applications.

A UE to network Prose Relay may act as an agent/application level gateway for GCSE_LTE. The Relay is supporting just the set of group communications applications the public safety agencies require to be supported for the foreseen deployment scenarios of the specific Prose Relay. It is assumed a Group ID is associated to an instance of GCSE application agent in the relay. When a UE connects with the relay, it obtains the IP address of the agent.

The relay may enable listen only mode operations by acting as a GCSE client towards the network and then forwarding to all the group members in the vicinity the received data by direct group communications without discovery using a well known multicast IP address for the particular application. An UE intending to participate in the mission using listen only mode via the relay would listen to such direct group communications via the relay.

As an agent, the Prose Relay acts as a UE towards the GCSE application and would receive the content either in unicast or multicast mode as described in TR 23.768 section 6.5. Therefore the UEs using the relay are not involved in monitoring the TMGI and transitioning between unicast and Multicast. The relay would register with the Group application only if there is at least one device connected to it requesting the support of the group application. Also, it would register each individual UE with the application but the application knows these are registration from a Relay as the relay inserts information into the signalling to the Group Application Server indicating so.
A device registers for a group application via the ProSe Relay as normal but the agent in the Prose Relay would indicate explicitly in the response to the UE it is using a relay and that it has not to activate the TMGI monitoring and rather expect transmissions over a specific Group ID using Prose direct communications 

When there is no UE left for a specific Group communications application in the relay, the Relay would stop receiving group communications from the network as the application server also is aware of this as all application de-registrations are also reported to the Group Application Server.
Proposal
It is proposed to add the following text to 23.703
Proposed text for TR 23.703

6.X
Prose Relays

6.X.Y
Solution PR-Y: Prose Relay as v4/v6 IP switch-router with application level gateway functions.

6.X.Y.1
Functional description

6.X.Y.1.1 General

Based on stage 1 requirements defined in TR 22.278, a ProSe relay is assumed to be used for public safety UE’s only. For this reason, we assume for the rest of the discussion that the UE uses only “network independent procedures” for the establishment of ProSe communications with relays, i.e. the ProSe communication is enabled without requesting network authorization even if the UE was to be under network coverage. In a nutshell, the assumption is that a relay is used when the UE believes it benefits from it more than it could benefit from the network so it goes into a mode where it assumes to operate independently from the network and via the relay.

From an architectural standpoint the Prose relay is an entity which may act e.g. as:

· L2 switch/router for group of users 

· Application level GW

· Application client towards (group communications) applications

· NAT /firewall between groups and between a group and the network.

It supports interfaces which may be:

· Prose direct communications connections only (UE to UE relay documented in TS 22.278)

· Prose connections and regular network connections (UE to Network relay documented in TS 22.278).

The Prose Relay restricts usage to just a select set of applications groups (identified each by a Group ID) e.g. based on configuration. 

6.X.Y.1.2 UE to UE relay

The UE to UE relay allows only routing among Prose direct communications links. Some application layer gateway/function may be present for inter-group communications firewalling if the relay allows opening inter-group routing.
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6.X.Y.1.3 UE to Network relay

The UE-Network relay allows relaying traffic between a prose interface and the network. Since a UE to network relay my serve a number of UE’s, direct routing between these UE’s is also allowed. In a sense, a UE-network relay is a superset of a UE to UE relay.

If the connectivity to the network is via a NAT in the ProSe Relay (for IPv4), or it can be optimized for specific applications, proxies or application level gateways are supported in the ProSe Relay.
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6.X.Y.1.4 Prose Link establishment to a relay.

These are the underlying assumptions:

· Prose relay is used only for public safety

· Network independent procedures are used

Devices using a ProSe Relay will use targeted or non targeted discovery (documented in sections 6.1.6 and 6.1.7 of TR 23.703) to discover the existence of any relay in proximity, without any assistance from the network. A relay advertises its capability to be a UE-to UE or UE to network relay in the attributes fields of the discovery messages.

A UE can only send data directly to a Prose Relay if it is a member of one of the Groups supported by a Prose Relay, as identified by the Group IDs exchanged in the discovery phase. This means the relay and the UE’s that use it share a secret which enables mutual authentication and also secure transmission of data, independently of any assistance or coverage by the network.

6.X.Y.1.5 Routing of traffic in relays

A ProSe Relay forwards multicast data to all intended devices in proximity using direct group communications (without discovery) to all members of a application Group identified by a Group ID.

Routing between members of the same application group can happen directly in the relay. However, if UEs belong to different application groups, mutual routability between groups needs to be authorized by local configuration in the ProSe Relay. Firewalling and NAT among application groups may exist.

In release-12 it is proposed to not allow for ad hoc networks of Prose relays to avoid the need to support routing protocols in relays.
6.X.Y.1.6 IP address assignment and networking

Both IPv6 and IPv4 are supported by a ProSe Relay.

As described e.g. in TR 23.703 section 6.2.2”Solution C2: Direct Communications Point to point with authorization based on application-defined Group ID and system provided ProSe ID”) the relay is in charge of assigning IP addresses on the ProSe Link.

For IPv4, the relay uses Private addresses for assignment of IP addresses to devices it supports. The relay acts as default gateway for the devices. 

For IPv6, the ProSe relay shares a prefix among the UE’s it supports by allocating different prefixes to different groups and manages IP addresses using DHCPv6 on prose links. When the Prose Relay is a UE-Network relay, the ProSe Relay acts as a "Requesting Router" as described in RFC 3633 and uses procedures similar to those described in TS 23.401 section 5.3.1.2.6 “IPv6 Prefix Delegation via DHCPv6” to allocate prefixes to different groups.  Network access policies and mutual routability are managed on a prefix basis and group membership basis.

6.X.Y.1.7 Interactions with GCSE_LTE and other applications.

A UE to network Prose Relay may act as an agent/application level gateway for GCSE_LTE. The Relay is supporting just the set of group communications applications the public safety agencies require to be supported for the foreseen deployment scenarios of the specific Prose Relay. It is assumed a Group ID is associated to an instance of GCSE application agent in the relay. When a UE connects with the relay, it obtains the IP address of the agent.

The relay may enable listen only mode operations by acting as a GCSE client towards the network and then forwarding to all the group members in the vicinity the received data by direct group communications without discovery using a well known multicast IP address for the particular application. An UE intending to participate in the mission using listen only mode via the relay would listen to such direct group communications via the relay.

As an agent, the Prose Relay acts as a UE towards the GCSE application and would receive the content either in unicast or multicast mode as described in TR 23.768 section 6.5. Therefore the UEs using the relay are not involved in monitoring the TMGI and transitioning between unicast and Multicast. The relay would register with the Group application only if there is at least one device connected to it requesting the support of the group application. Also, it would register each individual UE with the application but the application knows these are registration from a Relay as the relay inserts information into the signalling to the Group Application Server indicating so.

A device registers for a group application via the ProSe Relay as normal but the agent in the Prose Relay would indicate explicitly in the response to the UE it is using a relay and that it has not to activate the TMGI monitoring and rather expect transmissions over a specific Group ID using Prose direct communications 

When there is no UE left for a specific Group communications application in the relay, the Relay would stop receiving group communications from the network as the application server also is aware of this as all application de-registrations are also reported to the Group Application Server.

6.X.Y.2
Procedures

The procedure for the involvement of a relay in group communications is depicted here below in figure 16.x.y.2-1.
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Figure 16.x.y.2-1  ProSe relay and participation in a group communication supported by the relay.

1) The Prose relay attaches to the network and obtains its IP address / prefix for the supported PDN for the group

2) The UE discovers the ProSe relay and it finds out is supports the Group it is interested in and that it is a Prose relay supporting the network it needs for the group communications

Steps 3 to 5 establish the prose communications link (including IP address assignment) between the UE and the Relay. If IPv6 is used the relay may use prefix delegation from the PGW (not shown) as per TS 23. 401 section 5.3.1.2.6 “IPv6 Prefix Delegation via DHCPv6”

6) The UE initiates registration with the Application. The ProSe Relay acts as application level gateway and manipulates some signalling messages so that the TMGI allocated to the group, which the relay learns, is not what the UE will use to receive data, but rather listen to a specific direct group communications the Relay will use to forward the Group communications application data using a specific IP multicast address. The Relay also notifies the Group Application server that it is a relay, so when the application sends data in unicast to the relay, it does so only once even if many UE’s are linked to the relay for the specific group application. Group communications switch between unicast and multicast is managed by the relay and not by the UE’s attached to the relay.

7) In step 7 the UE executes the instructions learned in step 6 from the Prose Relay (i.e. listens to the Grop ID specific direct communications and in particular the group communications wil use a specific multicast IP address the UE learns in step 6).

8) DL data arrives to the Relay either using multicast or unicast as required

9) The UE receives data as per the learned in step 6 and enabled executed in step 7

10) The communications continue using the relay as agent of UE signalling and maintaining the communication path with the network without involving the UE. When path switched to unicast in the link between the relay and the network the transmission method over the UE-relay interface is unaffected.

6.X.Y.3
Impact on existing entities and interfaces
Little or no impact is expected
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.Y.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
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2)Targeted or non targeted discovery as per 23.703 section 6.1.6 or 6.1.7


UE and relay belong to same group and share a secret


1) Relay attaches to network and obtains its IP address/prefix


Network


6)Group communications registration as per section 6.5 of 23.768 


5) IP@ assignment to UE A and Direct communication  () secured with a pre-configured shared secret 


8) DL data either over a TMGI learned in step 6 or using a unicast path


3) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID of relay as address


4) Direct communication ACK (Group ID, Prose ID relay) sent on discovery channel using Prose ID A as address


9) DL relayed  data 


7) UE listens to a group direct communications learned in step 6


10) group communications continues until there is one UE in the group linked to the ProSe Relay. The relay is in charge of monitoring TMGI and performing any unicast/multicast transitions if applicable
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