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Introduction
TR 23.703 identifies the Key Issue #10: ProSe Identities.

The relevant requirements for the discussion here of the “identities” key issue is found in TR 22.803 for the use case of discovery includes the following :

[PR.49] The operator’s network and the ProSe-enabled UE shall provide a mechanism to identify, authenticate and authorize the third-party application to use ProSe capability features.
[PR.3] Operator policy and user choice can set the ProSe feature of:

-
a ProSe-enabled UE to discover other UEs in its proximity but not be discoverable;

-
a ProSe-enabled UE to be discoverable by other UEs but not be able to discover other UEs in its proximity;

-
a ProSe-enabled UE to discover other UEs in its proximity and be discoverable by other UEs;

-
a ProSe-enabled UE to disable the ability to be discoverable by other UEs and to disable the ability to discover other UEs;

-
a ProSe-enabled UE to revoke being discoverable by a ProSe-enabled UE (i.e. be discoverable by a UE at one time, and then not discoverable by the same UE at another time);

-
a ProSe-enabled UE to discover ProSe-enabled UEs of interest, where interest is defined in a ProSe-enabled application per user, group of users, or category of users;

-
a ProSe-enabled UE to restrict discoverability to ProSe-enabled UEs of interest, where interest is defined in a ProSe-enabled application per user, group of users, or category of users.

[PR.13] The operator shall be able to authorize discovery operations for each individual UE.

[PR.14] The operator shall be able to authorize the ability of a UE to be discoverable by other UEs.
[PR.15] The operator shall be able to authorize the ability of a UE to discover other UEs.
 [PR.14] The operator shall be able to authorize the ability of a UE to be discoverable by other UEs.
[CPR.40] [PR.85] The system shall ensure that ProSe Discovery respects privacy.
An assumption is that the terminal may be used by different users at different times. This may be a common scenario for the Public Safety use cases (this may also apply to commercial uses cases when e.g. a family may share usage of a tablet). The different users are treated as users in the application level. There is a need to make a “binding” between the application level user and the terminal. It is proposed that this will be done in the ProSe level. From this assumption it follows the identities structure and storage mechanisms as explained in the text proposed below.
This paper proposes identities to be used for ProSe. 

Proposal

******************* Proposed changes to the TR *********************

6.x.y
Solution Dx: ProSe Identities

6.x.y.1
Functional description

6.x.y.1.1
General

The solution described in this clause addresses the Identities key issue described in clause 5.10. 
A ProSe enabled UE needs to be able to discover and be discoverable. The discoverable UE needs to announce its identity and the discovering UE needs to be able to extract the identity of the announcing UE.  The mechanism may be  a push or pull mechanism such that the discovery process is initiated by the announcer or by the monitoring UE. The mechanism may depend ion the settings for the procedure. The procedure of discovery may, according to the requirements, be a restricted discovery procedure or an open procedure, i.e. ProSe Discovery that only takes place with explicit permission from the UE being discovered or ProSe Discovery without explicit permission from the UE being discovered.
The restricted discovery procedure described as follows:  
6.x.y.1.2
Identity architecture
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Figure 6.x.y.1.2-1: ProSe Identities structure
It is assumed that there is a record of the subscription for ProSe saved in the operator network, indicating ProSe specific subscription data for ProSe functionality. The record may consist of permanent data and temporary data. Permanent subscription data may be such data to be stored on a long term basis and connected to the subscription of the user/UE while the temporary data may be of changeable nature, such that the life time of these records may be during an session or during an attach of the UE. 

Permanent data in the subscription may be e.g. the type of discovery and communication that is allowed or range class allowed for the UE.  The ProSe subscription e.g. stored in the HSS, may include information about applications that are allowed to be run by the subscriber, i.e. on the terminal associated with the ProSe subscription. When the terminal is starting up and authorizing for ProSe, there may also be an authorization for using an application which is indicated by the ProSe record in e.g. the HSS.

Temporary data may be of the type that is either data which needs to be updated or which is preferred to be updated, such as temporary identifications used in the discovery and communication procedures, temporarily used options in the UE or records of settings due to specific usage of certain options or applications.

Storage options for the ProSe related data records will not be described further.

6.x.y.2
Procedures

6.x.y.2.1 
Application authorization

An application may be under the control of the operator or it may be a third party produced application. An applications use of ProSe needs to be under the control of the operator. The application should be recognized and authorized to use ProSe by the operator. 

The UE includes by pre-loading or by downloading and installation a number of ProSe enabled applications. These may be invoked by the user at any time. The application may be pre-authenticated in the terminal/SIM or may be authorized on-line by the ProSe Function in the operator network. 

Editor’s Note: It is FFS which is the relation between the home and the visited operator for authorization of application in the network.

The ProSe user may after UE attaching to the network and finding the ProSe Function in the network, try to get authorization for the Application to use ProSe by invoking the ProSe registration procedure.

Editor’s Note: It is FFS the mechanism for how the UE will find the ProSe Function after attaching.

When the user invokes a ProSe application , there is a request from the application towards the ProSe part in the UE for authorization. The ProSe part in the terminal needs to assess if the application is authorized or not to use the ProSe capability features. In case not already authorized, there is a request towards the ProSe Function in the NW for authorization of the application to use ProSe. The application shall be identified , authenticated and authorized according to the stage 1 requirement PR.49. UE will send a Auth Req towards the ProSe Function, including a APP ID and e.g. a ProSe certificate. The application is identified by the NW and authorized to us ProSe. 
Editor’s Note: If a certificate or other methods be used is FFS and to be review by SA3.
6.x.y.2.2 
Registration in order to be discoverable
The application in a UE may request the ProSe Function in the UE to be discoverable by other UEs. The operator may have a policy for the options for discovery . The NW need to be accessed in order for the discovery to be authorized by the NW. The requested discovery options chosen by the user is sent from the Terminal App to the ProSe Function in the UE and forwarded to the ProSe Function in the NW. If the UE is roaming the request will be forwarded from the Visited ProSe Function to the Users home NW ProSe function. The visted ProSe Function may put restrictions on the visted ProSe UE e.g. deny to be discoverable. The user is identified by a ProSe ID, which is a permanent ID for the ProSe users specific options stored in the home NW, possibly in the HSS or in a database related to the ProSe function.

The ProSe ID is a unique identity for the ProSe user, possibly created from the IMSI. It is composed of parts indicating the network where the UE has its subscription. This is used in order for the ProSe Function to find the related ProSe Function in the Home NW for roaming users. During this authorization procedure, the ProSe Function in the NW assigns the ProSe user a temporary expression code that it will broadcast in order to be discoverable by other ProSe users.
When the discovery is requested by the application X, the App ID and the Application User ID is stored in the NW as temporary information in the ProSe records for the ProSe user. 

If another App B will register in the terminal, it shall be registered in the NW, but there will not be a new expression code assigned. When all App user IDs have deregistered a new expression code may be assigned.

The registration procedure may be divided in two steps, ProSe registration and Application registration.
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Figure 6.x.y.1.2-2: ProSe Registration request procedure

1. The ProSe Function in the UE, after doing EPS Attach, will send a request for Registration towards the ProSe Function in the NW. It is identifying itself by the ProSe ID.

2. The ProSe Function in the NW authorizes the UE for being discoverable and provides an expression code to the UE.

3. The expression code for the UE is sent back to the UE.
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Figure 6.x.y.1.2-3: Application registration request procedure

1. The Application “a” in the UE requests from the ProSe part in the UE to be discoverable. The application uses an Application User ID in the request to identify the application user.

2. The ProSe Function in the UE will send a request for Application Registration towards the ProSe Function in the NW. It is identifying itself by the ProSe ID and provides the App User ID to the ProSe function.

3. The ProSe Function in the NW stores the App User ID in the temporary record for the ProSe ID.

4. The request is acknowledged towards the UE.

5. The UE indicates to the Application” a” that it is registered in the NW for being discoverable.

6.x.y.2.3 
Authorization for discovery

The application in the terminal may request discovery of a ProSe user or several users. According to the SA1 requirements the request may also be for a user category to be discovered. Operator policy for discovery need to be enforced and the UE shall request the discovery authorization from the ProSe Function in the NW. A request is sent to the local ProSe function. In this case the NW policy options need to be stated for the requester and for the requested users;

· for the requester, possibly a home NW for a roaming user  needs to be contacted.

· for the requested discovered ProSe users, their home NWs need also be contacted such that operator policy is enforced.

For the discovery of other ProSe users there is a need for their expression codes to be known when they are the broadcast to be monitored. Their expression codes(s) may be provided by their home operator ProSe function. The NW needs to find the home operator of the requested discovered ProSe users. This information can be provided to the ProSe Function by the requesting terminal or by the App Server. 

1. In case the terminal can provide the home network information of the requested user, it may send it to the NW. The App User Id of the requested discovered user may include the home operator code for the discovered user. In this case such knowledge must be possessed by the requesting application in the terminal. 

· How can the application in the terminal know the home network of the requested users? Possible solutions may be that the ProSe enabled application server in the NW stores and can provide such information for its ProSe enabled users to the discovering UE application by request. Or it may be configured into the discovering UE application which NW the friends in the application friend list has subscribed to. 

2. When the ProSe enabled application server in the NW stores such information for its ProSe enabled users it can be requested over the PC2 reference point by the ProSe function. In this case the terminal only needs to send an Application User ID towards the ProSe Function in the NW.

Editor’s Note: Other methods to find the home NW may be FFS.

The home NW ProSe Function shall be able to find the records for the ProSe users to be discovered by the Application User ID. Thus the Application User ID needs to be stored for the UE identified by the ProSe ID in the Home NW HSS or ProSe function. Based on the finding of the ProSe User, the expression code which the user is currently using may be found and sent back to the monitoring ProSe user, such that the requested ProSe users can be discovered.

When a group of users are to be monitored, the requesting application may simply repeat the request towards the ProSe Function in the terminal a number of times. A service primitive in the ProSe Function API in the terminal may otherwise take a number of users as argument, i.e. a list of ProSe users to be monitored. 

Editor’s Note: It is FFS how to define and treat a request for discovery of a group of users, identified as a group.

The case when user y is registered in Home NW B is shown by the dashed line in figure 6.x.y.1.2-3 below.
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Figure 6.x.y.1.2-3: Discovery authorization of other ProSe users

1. The Application a in the UE requests from the ProSe part in the UE to discover/monitor the “friend y” identified by its App user ID.

2. The ProSe Function in the UE will send a request for Discovery towards the ProSe Function in the NW. It is identifying itself by the ProSe ID and provides the App User ID (or IDs) to be discovered.

3. The ProSe Function in the NW searches for the App User ID to be discovered in its own NW. If this App User has registered, the App User ID will be stored in the ProSe record for that ProSe User. If not found it may request the App Server for the NW where the APP User is subscribed/registered. (If the Terminal could already provide this information, the request towards the App Server is not needed).
Editor’s Note: It is FFS if the ProSe Function stores the discoverability preferences of a user per application, i.e. the ProSe function maintains a list of discoverable friends of a user per application or the ProSe function would need to request the application server to get discovery authorization based on a user discovery request.
4. The ProSe ID record of the requested App User stores the expression code for the ProSe User. It is sent back to the requesting user.

5. The requesting UE starts monitoring for the expression code of the friend.

6.x.y.2.4 
Discovery event

The monitoring and the broadcasting functions as described above may result in a match of expression codes in the monitoring ProSe function. When a match is found, the monitoring ProSe Function translates the expression to the App user ID which was requested by the application in the previous discovery request. The application in the UE which issued the monitoring request is notified by the ProSe Function about the match, while other potential apps in the terminal are not notified.
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Figure 6.x.y.1.2-4: ProSe user discovery procedure

1. The UE A broadcasts its expression code.

2. UE B monitors for the expression code of UE A and detects the UE A and translates it to the App User ID of the earlier requested friend “x” of Application “a”.

3. The App Use ID is indicated towards the App “a” for being in proximity.

4. The user is indicated that the friend “x” is found.

6.x.y.x
Summary

The following ProSe related identities are needed in the ProSe discovery procedure use cases as below:

APP ID: an application Id identifying the application running in the UE, such that the NW may identify, and authorize the usage of ProSe functionality by the application in question. The NW ProSe Function authorizes that the application can be used for ProSe.

Editor’s Note: If the certified apps shall be per user and the storage of certified applications may be FFS.
Editor’s Note: How the APP ID is defined is FFS.
ProSe ID: the ProSe ID is a subscription parameter identifying the ProSe subscriber and the records for ProSe parameters and ProSe options for the specific ProSe user. This ProSe ID should be one-to-one identifiable to a IMSI for a subscription for a ProSe enabled UE. As such the ProSe ID is only allocated to ProSe enabled UEs subscribers and thus not available generally for all subscribers. The ProSe ID is used to build and storing ProSe records for the ProSe Enabled UEs/subscribers, which may be stored in the NW. When the user performs the ProSe registration towards the NW ProSe function, a certificate method is used authenticate the ProSe user by use of its ProSe ID.

Editor’s Note: It is FFS if the ProSe records for the ProSe enabled UEs/subscribers are stored in the HSS or in a ProSe specific repository e.g. in the ProSe function.

Expression Code: an identity, which the ProSe enabled UE uses for broadcasting its identity and used in discovery. The expression is an alias for the ProSe ID for ProSe enabled users. The expression code may be sent in open or as an encrypted expression. Due to privacy requirements, the expression code may be encoded using some RAND part as well as the ProSe ID and may also be allocated on a temporary basis and renewed at certain time intervals.

Editor’s Note: SA3 will do final evaluation of the privacy requirement impact.
Editor’s Note: It is FFS if more than one Expression Code is needed per UE e.g. to support different range classes.
App User ID: an ID used by an application to identify an application user which is ProSe enabled. This ID may e.g. be used for discovery of friends in the application. The ID shall be stored as an entry in the temporary ProSe record for the user, such that the ProSe Function may find the ProSe ID and the actual ProSe enabled UE based on the ProSe App user ID, provided that the user has registered as an App user in the ProSe record database.

· If the application in the terminal can provide information about home NW of  friends to be discovered, the ProSe App User ID may be amended with a NW part which is used by the EPS NW. The NW part is used to identify the user as a MNO subscriber and for a visited NW to route requests to the home NW of the user. 

Editor’s Note: User category identification is FFS.
Above described procedure signalling are handled over the user plane between the terminal and the ProSe function in the network.
6.x.y.3
Impact on existing entities and interfaces

6.x.y.4
Solution evaluation
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