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Discussion
Editor’s Note: It is FFS if an additional drawback is: In connection less mode, UE decides the cell changes, which may collide with network based resource control.
-
In follow-up emails, the source of this editor’s note clarified the intent as “It is about UE based mobility decisions by cell reselection vs. the usual way of guiding the radio usage by the network in connected mode.” And (summarized from email chain) “How is the transition from connectionless to connected mode done.”
-
TS 23.887 section 5.1.1.3.6.3.2 states: “Handover is not necessary in connectionless mode, since the connectionless mode is expected to last for short duration. If during connectionless mode, cell change is required, the UE reselects to the target cell and sets up bearers in connectionless mode in case the UE has the token of the target cell, or performs service request procedure.”

-
During connectionless mode the UE is not reporting measurements and the eNB is not doing handover evaluations.  As described in R2-131997, it is shown that the number of messages used in a handover is about the same used for a Service Request. Therefore, if the UE is moving and needs to select another cell, if connectionless is used in the new cell, this is a signalling optimization and if the UE transitions to connected mode and initiates a Service Request, the signalling is comparable to the number of messages used in an X2 handover. If there is any loss in packets during cell reselection, it is expected that IP based applications will manage reliable transmission as IP is unreliable (if reliability is needed).  
-
It is proposed to add this clarification to the Connectionless procedures section.
Transitioning connectionless session to connected mode.
The Connectionless solution can support small and large data (large for low mobility) transmissions. Occasionally, when Connectionless is active, connected mode data may become active. This can cause some interactions that could be clarified in TR 23.887 (or if not now, will need to be addressed if the solution is accepted).
1.  If the UE or AF have “connectionless” data to send when the UE is active with a normal connection?

-
No issue. Send during the active connection in connected mode.

2.  What if the UE or AF have “connected mode” data to send when the UE is active with Connectionless?

-
DL: If the SGW receives DL data from the PGW for a “regular” bearer that is not active the session must be transitioned to connected mode as follows:

-
The SGW starts to buffer all DL data until the transition to connected mode is complete. The SGW sends a DDN to the MME includes the current serving eNB id.  The MME then sends a Page request, only to the eNB included in the DDN and includes the “cookie”. When the eNB receives this, it sends a RRC release to the UE associated with the “cookie”, and includes an indication to transition to connected mode.  The UE releases the RRC connection and initiates a an RRC Connection and NAS Service Request. When the connection is established and the SGW receives the Modified Bearer Request, then the buffered data is forwarded to the eNB.

-
UL: If the UE has UL data for a connection-id that is not active the session must be transitioned to connected mode as follows:

-
The UE will request the release of the existing RRC signaling connection, by sending a RRC release request to the eNB informing the eNB that it needs to transition to connected mode. On reception, the eNB transitions to connected mode as in the DL case. The eNB releases the connectionless bearers (and the associated RRC signaling connection). On reception of the transition indication, the eNB also notifies the SGW of the transition so that the SGW will buffer any further DL data until the transition is complete.  The eNB notifies the SGW of the transition by including a transition indication in a GTP-U header of a dummy packet sent over the tunnel to the SGW associated with an active connectionless bearer of this UE. Immediately following the implicit or explicit release procedures, the UE initiates RRC connection establishment procedure for connected mode. The eNB had saved the S-TMSI UE identifier received in the RRC Connection Request of the connectionless mode establishment.  When the RRC Connection Request is sent by the UE for connected mode establishment, the S-TMSI is again included. When received for the connection mode establishment the eNB uses the S-TMSI to correlate this connected mode request with the UE in transition so that the eNB can clear any remaining connectionless session resources associated with this UE.
-
Optionally, a UE or SGW can transition a connectionless session to a connected mode procedure if a small data threshold is reached.  This can be done by executing the transition procedures described above.  However, for low mobility UEs, this is not necessary.  

-
It is proposed to add this clarification to the connectionless procedures section.

Editor’s notes in 5.1.1.4 Overall Evaluation
The first EN is:

Editor’s Note: It is FFS how user plane based solutions will support small data charging aspects, and subscription aspects.

-
TS 22.368 requires small data transmissions to be counted, e.g., for charging or statistical purposes, and that bulk charging can be done between operators.   

-
SA2 started to study bulk charging under the Group building block, but this was deprioritized for rel-12. For UP solutions, the current CDR generation will be used. If service layer charging is needed, either the service layer entities could issue charging records or some form of application based charging could be used.
-
Regarding subscription for small data, it varies per solution. This consideration is not limited to UP only and should also be considered for CP solutions as well. Subscriptions are described to varying level of detail in each.  Subscriptions can be used to limit the use of a solution, if SA2 determines it is necessary.  However, this should be considered on a solution by solution basis.  For example, “5.1.1.3.8 : Optimized Service Request procedure” is a general optimization that has no UE impact.  The operator can use it in their network for all Service Requests and Handovers that meet the criteria.  This is a network improvement that does not have to be granted per UE so subscription isn’t required. However, if SA2 found reason to require subscription to limit its usage, then that could easily be added during normative work if the solution is accepted.  In general, small data subscription information can be kept per UE or per APN type per UE if SA2determines it is necessary, e.g., as described in clause 5.1.1.3.6 under “Enabling EPS Bearers for Small data fast path”.

This addresses the first editor’s note and it is proposed to be stricken.
The second EN is:

Editor’s Note: It is FFS how user plane based solutions can efficiently support MT small data messaging when the SCS/AS is behind a NAT or Firewall.
TS 23.682 refers to TS 23.221 regarding addressing for MTC.  TS 23.221 states:

-
For UEs used for Machine-Type Communications (MTC) IPv6 addressing as described in TS 23.401 [27] and TS 23.060 [2] should be the primary mechanism for IP addressing. IPv4 based addressing is considered a transition solution and is deprecated for MTC used over 3GPP accesses.

For implementation guidelines related to transition and other aspects of IPv4 address usage see Annex B.

Annex B lists triggering and specific APN usage as solutions during transition to IPv6. Based on this normative handling, one of these solutions should be used for MT small data and there should not be new handling specified for NATs.  If there is a firewall, TS 23.221 Annex B solutions could be used or a solution such as “5.1.2.3.2 Push Proxy/Device Agent Function for reducing heartbeat/keep-alive of applications” could be considered for SCS/AS’s that are authorized to bypass the firewall.
This addresses the second editor’s note and it is proposed to be stricken.
Proposal

Include the following in TR 23.887 to address the above editor’s notes.
Start of Change 1
5.1.1.3.6.3.2
Procedures

PDN connection, PDP Context or EPS bearer establishment

There are two possible mode of operation for a UE when it sends and receives data: connectionless mode of operation and connection oriented mode, the UE only operate in one mode at a time. The transfer of large amount of data would normally cause transition to connected mode of operation for data transfer on any PDN connection.
For bearers that are allowed to use connectionless mode operation, during PDN or PDP Context or EPS Bearer set up a Connection ID is sent to the UE. The Connection ID identifies the PDN and the SGW/SGSN uniquely and the TEID to be used in the UL. This is provided securely to the UE via NAS signaling at the connection set up and every time a SGW selection or relocation is performed. 

The Connection Id is generated by the MME/SGSN based on MME/SGSN policies and UE connectionless capability for each bearer a UE or PGW activates, if the UE or the PGW requests a bearer, e.g. GBR bearers may not get a connection ID so they can only operate in connection oriented mode even if in error the UE or the PGW requested connectionless service.

TAU/RAU

During TAU/RAU if there are any connection IDs allocated for a UE,  and if as a result of the procedures the SGW/SGSN relocates, a new connection IDs associated to this new SGW/SGSN are passed to the UE for these bearers. In UTRAN, a UE in connectionless active state will perform RAU to keep the SGSN aware of the whereabouts of the UE for DL paging related to data for connection oriented bearers. The RNC, if the UE location is known on a cell basis, may optimize paging.

NOTE:     In EUTRAN the TAU procedure in a cell is executed before the connectionless bearers are established, so that any relocation of the SGW and generation of new connection ID’s occurs before the bearers are established (in this way the correct connection ID after relocation is used).

UL traffic handling

For uplink traffic in connectionless mode, the UE passes to the RAN the Connection ID it received during the bearer setup (or updated during the last tracking/routing area update procedure). This Connection ID implicitly or explicitly (depending on stage 3 decisions) identifies the SGW/SGSN and the TEID to be used to send UL traffic at the eNB/RNC. The format of the Connection ID is FFS but the eNB/RNC shall not need other information than the connection ID to select the SGW/SGSN and the TEID for UL data. The RAN should be optimized to transmit this information in the UL sparingly if sustained UL packet data transmission occurs. If a Bearer is set up over the RAN to serve a Connection ID (i.e. no special connectionless resources over the RAN are used and current bearers are reused as described in this proposal above), then the Connection ID is only sent at bearer establishment time and is not included in each packet.

The UE/bearers context information in the SGW associates the TEID used in S1-U/S12/Iu uplink packet to a S5/S8 bearer. 

An uplink packet for a connectionless mode bearer resets a connectionless activity timer held at the UE, eNB/RNC and SGW/SGSN. While the timer is running, the UE signals cell changes to the RAN and, for cell change to a new RAN node, the new RAN node propagates the information (e.g. under the form of a dummy uplink GTP-U packet) including the information necessary in the SGW/SGSN to locate the UE (e.g. RAN Node IP address and the DL TEID to be used). This allows the SGW/SGSN to learn that the UE (with active connectionless traffic) moved to a new eNB/RNC and then redirect DL packets to this new eNB/RNC. See "DL traffic handling" for the usage of the timer in the SGW/SGSN. 
When at least one connection oriented bearer is used by a UE, or when based on UE local policies the UE decides to switch from connectionless to connected mode of operation for a particular bearer, the UE enters connection oriented mode of operation, which entails first releasing all the connectionless bearers already established. 

If necessary, the eNB/RNC token may be refreshed while the UE is in connection oriented mode of operation when security mode command is executed.

DL traffic handling

If the UE is operating in connectionless mode, when due to mobility the eNB or RNC change while a connectionless activity timer is running in the UE, eNB/ RNC, the SGW/SGSN learns the IP address of the new RAN node using the information sent in the UL packets as described above, i.e. the SGW/SGSN records in the UE context the address of the RAN node currently serving the UE and the TEID. 

Upon receipt of DL packets for a connectionless bearer (i.e. a bearer for which a connection Id is generated), if the UE is considered active for connectionless purposes by the SGW/SGSN (i.e. a local connectionless activity timer has not expired), the SGW/SGSN sends the DL packets to the RAN node serving the UE. Otherwise, if the UE is considered idle by the SGW/SGSN (i.e. connectionless activity timer has expired), the SGW may either: 

· invoke the network triggered service request procedure: the paging message includes a "connectionless"  indication to which the UE responds by sending a cell update that updates the SGW/SGSN with the RAN address/TEID. A connectionless paging does not cause the activation of all bearers in the UE, just the connectionless bearer(s); 

· as another option, an optimization based on subscription or learning of UE behaviour, could be applied for often stationary UE’s: when the UE enters Idle state, the SGW/SGSN marks the DL forwarding information as "tentative". When a DL packet is received, the packet is forwarded regardless to this last known eNB/RNC and the Connection ID and UE identity is added as an extension header to the GTP-U packet. In the event the eNB/RNC cannot deliver the packet to the UE, possibly via a localized connectionless paging, it shall request the SGW /SGSNto page the UE via the MME/(SGSN) as described above and in this request forward the data received.

Exiting from the connectionless mode
When the connectionless activity timers expire in the UE, eNB/RNC and SGW/SGSN, the UE is considered idle.  

Entering connected mode

Entering connected mode via normal Service Request procedure, causes the creation of fresh security context in the serving eNB/RNC, the serving eNB/RNC can detect and replace the old token by matching the cookie the SGSN/MME provide to the serving RAN node. 

In the EUTRAN, while in connected mode, as the UE moves and HO procedures are executed, each target eNB leaves any connectionless context intact.
Transitioning to connected mode is performed as follows:
-
DL: If the SGW receives DL data from the PGW for a “regular” bearer that is not active the session must be transitioned to connected mode as follows:

-
The SGW starts to buffer all DL data until the transition to connected mode is complete. The SGW sends a DDN to the MME includes the current serving eNB id.  The MME then sends a Page request, only to the eNB included in the DDN and includes the “cookie”. When the eNB receives this, it sends a RRC release to the UE associated with the “cookie”, and includes an indication to transition to connected mode.  The UE releases the RRC connection and initiates a an RRC Connection and NAS Service Request. When the connection is established and the SGW receives the Modified Bearer Request, then the buffered data is forwarded to the eNB.

-
UL: If the UE has UL data for a connection-id that is not active the session must be transitioned to connected mode as follows:

-
The UE will request the release of the existing RRC signaling connection, by sending a RRC release request to the eNB informing the eNB that it needs to transition to connected mode. On reception, the eNB transitions to connected mode as in the DL case. The eNB releases the connectionless bearers (and the associated RRC signaling connection). On reception of the transition indication, the eNB also notifies the SGW of the transition so that the SGW will buffer any further DL data until the transition is complete.  The eNB notifies the SGW of the transition by including a transition indication in a GTP-U header of a dummy packet sent over the tunnel to the SGW associated with an active connectionless bearer of this UE. Immediately following the implicit or explicit release procedures, the UE initiates RRC connection establishment procedure for connected mode. The eNB had saved the S-TMSI UE identifier received in the RRC Connection Request of the connectionless mode establishment.  When the RRC Connection Request is sent by the UE for connected mode establishment, the S-TMSI is again included. When received for the connection mode establishment the eNB uses the S-TMSI to correlate this connected mode request with the UE in transition so that the eNB can clear any remaining connectionless session resources associated with this UE.
-
Optionally, a UE or SGW can transition a connectionless session to a connected mode procedure if a small data threshold is reached.  This can be done by executing the transition procedures described above.  However, for low mobility UEs, this is not necessary.  
Exiting connected mode

If the UE exits connected mode, it will enter idle mode regardless of whether the UE was in connectionless mode when it entered connected mode.

Purging UE contexts from RAN nodes

Optionally, if for any reason the core nodes (SGSN/MME) decide to purge a UE from the network, they can remove all the cached RAN contexts by sending a multicast message to all RAN nodes in the network forcing the purging of UE contexts indexed by the UE cookie.  Otherwise, the UE contexts in the RAN will be cleared as they time out. 

NOTE: It is up to stage 3 to determine if there is a suitable existing message that can be enhanced or a new message.

Cell reselection
Handover is not necessary in connectionless mode, since the connectionless mode is expected to last for short duration. If during connectionless mode, cell change is required, the UE reselects to the target cell and sets up bearers in connectionless mode in case the UE has the token of the target cell, or performs service request procedure.
During connectionless mode the UE is not reporting measurements and the eNB is not doing handover evaluations.  As described in R2-131997, it is shown that the number of messages used in a handover is about the same used for a Service Request. Therefore, if the UE is moving and needs to select another cell, if connectionless is used in the new cell, this is a signalling optimization and if the UE transitions to connected mode and initiates a Service Request, the signalling is comparable to the number of messages used in an X2 handover. If there is any loss in packets during cell reselection, it is expected that IP based applications will manage reliable transmission as IP is unreliable (if reliability is needed).
Start of Change 1a

5.1.1.3.6.3.4
Alternative B evaluation

The solutions mainly address small data transfers that may happen on PDN connections that may or may not also transfer other patterns of traffic. The number of contexts is function of the activity, so low activity = few contexts. Similarly, the lower the mobility the lower the number of contexts. A low activity no mobility will have zero or one contexts. It is well suited for large populations like sensors or meters. Static sensors may be provisioned with long aging timers and stay in one eNB. The eNB has one context and no other eNB has one.

The solution is providing gains for UEs with no or low mobility and for mobile UEs that have periods of low mobility (e.g., when a user is home or in the office) as any UE mobility to a cell without stored or with invalid security context causes fallback to existing procedures. I.e. there is not any optimisation for UEs that never return to the same cell while the context is stored. 

The solution works for frequent and infrequent data transfers, and for small and large data. When the UE is highly mobile, the UE moves frequently, then transfer large data in connection-less mode is inefficient. 

The control events for the eNB and the SGW are the same as with CP signalling. The MME/SGW/PGW signalling is eliminated when eNB contexts can be reused.

Benefits 

-
greatly reduce the signaling in RAN, MME, SGSN, SGW to resume uplink or downlink data transmission for a UE in idle mode by eliminating the need of service request. The benefits materialize when the UE repeats UL data transmission in the same Cell within the Token validity time;
-
supports IP-based small data transmission (i.e. UE still allocated an IP address); 

-
existing UP functions is reused, e.g. charging, IP address & IP routing, firewalls/NATs/VPNs, DPI, etc;
-
small data volume upper limit only constrained by radio design;

-
suitable for both low mobility UEs and high mobility UEs that have periods of low mobility (e.g. when user is at home or in the office) that have frequent and infrequent small data transmission, including bursty transmissions;

-
a long term optimization that can be used for efficient support of small data transmission;

-
The UE decides when to use the connectionless or connection oriented mode of operation;

-
No impact on architecture security functional allocation.
Drawbacks

-
Impacts on SGW, MME/SGSN, UE, eNB/RNC;

- 
Potential latency in purging users from the system can be addressed by sending a multicast message to the RAN as described in the solution;
-
Storage of UE context in the RAN in idle state, potentially in several eNBs simultaneously for mobile devices;
-
Extra processing and intelligence in the SGW to maintain timers for active connectionless PDN connections and to update UE contexts with RAN address upon inter-eNB/RNC mobility;
-
If the MME has the UE marked as unreachable and the UE becomes reachable without doing a TAU or other MM/SM NAS procedure prior to sending data in connectionless mode the notification of UE reachability will be delayed until a MM/SM NAS procedure (e.g., periodic update) is performed.
Editor’s Note: It is FFS if an additional drawback is: In connection less mode, UE decides the cell changes, which may collide with network based resource control.
Start of Change 2

5.1.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.

5.1.1.4.1 User Plane Solutions


-
Charging: Bulk CDRs between operators is not provided in rel-12. Small data transmissions will be counted using current UP CDR generation. If service layer charging is needed, either the service layer entities could issue charging records or some form of application based charging could be used.
-
Subscription: SA2 will consider on a per UP solution basis if small data subscription information is required, for example on a per UE or per APN per UE basis.

-
MT small data with NAT/Firewall: When IPv4 addressing is used, transition solutions in TS 23.221Annex B apply for NAT traversal. If there is a firewall, TS 23.221 Annex B solutions could be used or a solution such as “5.1.2.3.2 Push Proxy/Device Agent Function for reducing heartbeat/keep-alive of applications” could be considered for SCS/AS’s that are authorized to bypass the firewall.
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