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Abstract of the contribution: Solution provides details for UE registering for ProSe in 3GPP, authorisation of ProSe application(s) and use of ProSe identifiers
1. Introduction
The solution provides an alternative method for interaction between a 3rd party application server and a ProSe function, UE and a ProSe function and between UE and an application server. Most solutions involving a ProSe Function propose the UE to communicate to the ProSe application server via the ProSe function (e.g. to provide user discovery preferences). Such solutions assume that the ProSe Function manages the discoverability preferences and share them to the Application Server via PC2 reference point.

The alternative solution proposes that the user preferences on discoverability (for open and/or restricted discovery) should be managed by the ProSe application. The reason is that since the user may have installed different applications supporting ProSe in the UE, such user may have different discoverability preferences for each application. Each application would then request for authorization by the ProSe function to use ProSe services within a particular 3GPP access. The application may also provide to the ProSe function the user settings for ProSe.

In addition, one of the “hot topics” in SA2 is regarding the use of identifiers for ProSe communications. Stage 1 has specified strong requirements for identifiers indicating that the use of identifiers must not violate the user’s privacy. In stage 2 terminology, identifiers should not disclose user’s credential in 3GPP to external parties (e.g. IMSI, S-TSMI), or user credentials for accessing ProSe applications. In order to support such requirement it is proposed to have a new ProSe identifier that is assigned by a ProSe function and shared with applications that support ProSe. Such identifier is the link between the user in the 3GPP access and the application in the application layer. User privacy is supported by making the identifier temporary which is re-assigned either during UE mobility (e.g. MME change) and/or after a timer expires. Having such identifier temporary ensures that a rogue application will not take advantage of the user’s proximity locations.
Taking into account the high level reference architecture described in section 4.3.1 of TR 23.703 the following assumptions are made for the information that can be provided over the ProSe related reference points:
PC3 (UE to ProSe server reference point)

· ProSe control signalling including:

· UE registering for ProSe services over 3GPP (e.g. enabling/disabling ProSe)

· Provisioning of temporary ProSe identifiers for ProSe control services and discovery and communication

· UE requests for discovery and direct communication 
PC1 (App Client in UE to App server reference point): 

· User registering with ProSe application providing user specific credentials

· User providing preferences on discovery using application layer signalling over the PC1 reference point 
· UE providing temporary ProSe identifiers to Application server
PC2 (ProSe App server to ProSe function reference point):
· ProSe function authorizing application to Application server requesting to authorise a specific application to use 3GPP ProSe services
· Application server providing application’s user ProSe preferences (e.g. buddy list and ProSe identifiers to ProSe Function
The solution is depicted below in detail
2. Solution for TR 23.703
************* START OF CHANGE *************

6.1.Y
Solution Dx: Identifiers for Proximity Services and registration & authorization procedure 

6.X.Y.1
Functional description

The following assumptions and proposals are made with this solution:

· ProSe applications maintain user preferences regarding open/restricted discovery, buddy lists, discovery range etc. User preferences for ProSe are provided to the application over the PC1 reference point during application user registration. 

NOTE:
User preferences for ProSe applications can be provided via non-PC1 reference point. For example, via a non-3GPP UE over the internet.
· ProSe function assigns a temporary ProSe identifier during UE registration. ProSe identifier is temporary that expires after a certain period of time or during UE mobility (i.e. when MME changes).

· ProSe function authorises ProSe applications for discovery and/or communications via PC2 reference point
· ProSe application server requests for ProSe discovery and/or communication and provides to the ProSe function the user preferences via PC2 reference point

· Application client in UEs registering with ProSe application server using both a ProSe Function assigned ProSe identifier and an application user identifier 
6.X.Y.2
Procedures

6.X.Y.2.1
Request for authorization for ProSe services and assignment of ProSe identifier
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Figure 1 – ProSe registration

The following procedures are applicable:

1. The UE attaches to network using normal 3GPP procedures

2. After the UE attaches, if the UE supports ProSe and the user has enabled proximity requests, the UE registers with the ProSe function over PC3 reference point (e.g. using NAS signalling). The ProSe UE registration may be performed in attach procedure in step 1 if the user has enabled proximity request and the attach message indicates ProSe UE registration. The ProSe function assigns a temporary ProSe identifier. The identifier is refreshed during UE mobility events (e.g. when MME changes). In addition, for maintaining user privacy the identifier is also assigned an expiry timer. The ProSe function refreshes the identifier when the timer expires.

1. Editor’s Note 1:
It is FFS if the temporary ProSe identifier may also be broadcasted by the UE for direct discovery or a separate identifier is required
3. The application client in the UE registers with ProSe application(s) over PC1 reference point by providing application user credentials and the temporary ProSe identifier.  The ProSe identifier provides the application with information regarding the 3GPP operator that will assist the application server to locate the ProSe Function to request authorization. 

4. The application client in UE provides user preferences on discovery (e.g. buddy list) to the ProSe application over PC1 reference point. 
5. The application server stores the mapping between ProSe ID and Application user credentials for all registered users. In this step the App client in the UE will also be aware of discoverable ProSe IDs based on the user’s preferences
6. The application server requests for authorisation to use ProSe by the ProSe Function. The request is sent to the ProSe function over PC2 reference point. The Application server requests for authorization by providing an application ID. 
7. If authorization is successful, the application server provides the user preferences on ProSe discovery to the ProSe function. For example, the ProSe IDs of a restricted discovery list are provided to the ProSe function. The ProSe Function maintains the mapping between the temporary ProSe identifier and registered application ID(s).
8. Steps 8a and/or 8b may be carried out. The ProSe function can either enable EPC assisted discovery (step 8a) or the UE may initiate a direct discovery procedure.
Based on the procedures described above the following are applicable:

· UE and application aware of the ProSe identifiers that are discoverable (either open or restricted discovery)

· ProSe Function aware of applications using ProSe (based on application id)

· ProSe Function is not aware of application user credentials

· Application Server is not aware of 3GPP UE identifiers (e.g. IMSI, S-TMSI)

6.X.Y.3
Impact on existing entities and interfaces

MME:

· Interfacing with ProSe function to convey UE registration signaling via PC3 reference point

UE

· UE registering with ProSe Function for ProSe services using a control-plane PC3 interface

· UE registering with Application server over PC1 reference point including an EPC assigned temporary ProSe identifier
6.X.Y.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
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