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################## TEXT PROPOSAL FOR TR 23.703 ####################

6.X
Solution X: EPC support for WLAN direct communication
6.X.1
Functional description

6.X.1.1
General

The solution described in this clause addresses the EPC support for WLAN direct communication key issue described in clause 5.9.
The system architecture is similar to the architecture for EPC-level discovery described in clause 6.1.4, the main difference being that U-plane locations services (SUPL) are relied on for proximity detection.
The call flows described in this clause are very similar to the call flows described in clause 6.1.4. Where differences exist with respect to the call flows in clause 6.1.4, they are indicated with red ink in the figures and italicised text in the call flow description.
The solution described here can also be used for EPC-level Discovery alone (i.e. without providing support for WLAN direct communication).
6.X.1.2
System architecture

Depicted in Figure 6.x.1.2-1 is a system architecture for EPC support for WLAN direct communication.

[image: image1.emf] 

E PC  

U E  

SLP  

ProSe Server  

RAN  

SLP   client  

3 rd   party  AS  

PC1   ( o ut of 3GPP scope )  

PC2  

PC3  

Le /L1  

PC6  


Figure 6.x.1.2-1: Architecture for EPC support for WLAN direct communication
A ProSe Server resides in the EPC and has the following functions:

· stores subscriber’s ProSe profile;
· acts as a location services client (SLP agent);
· interacts with a 3rd party App Server (AS) via the PC2 reference point;
· interacts with the UE via the PC3 reference point;
· communicates with ProSe server peers in other PLMNs over the PC6 reference point to support cross-PLMN EPC-level ProSe Discovery scenarios;
· provides the UE with information to assist with WLAN direct discovery and WLAN direct communication;
· may have interfaces to the charging architecture.
The 3rd party App Server may host the following functions:

· stores user’s profile for applications using ProSe (e.g. application IDs, authentication credentials, user’s discovery settings per application, application IDs and ProSe IDs of buddies per application, etc.);
· interacts with both UE (out of 3GPP scope) and ProSe Server (in 3GPP scope).
It is assumed that the user has a permanent user identifier for ProSe service referred to as its “ProSe ID”. The ProSe ID is encoded in a way that identifies both the user and the PLMN to which it is subscribed (e.g. user@operator.com) and may also include a reference identifying the ProSe Server (e.g. user@proseserver.operator.com). Although an existing permanent identifier (e.g. SIP URI) could be used as the ProSe ID, it is preferable to use a ProSe-specific user identifier in order to prevent unnecessary sharing of user identifiers with the 3rd party Application Server.
6.X.1.3
Architecture for Cross-PLMN EPC support for WLAN direct communication
Depicted in Figure 6.x.1.3-1 is a system architecture for EPC support for WLAN direct communication with users subscribed to different operators.
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Figure 6.x.1.3-1: Architecture for cross-PLMN EPC support for WLAN direct communication
In this approach each of the two Evolved Packet Core (EPC) networks contains a ProSe Server that stores all relevant ProSe information for its own subscribers. Similar to the single operator case, each ProSe Server is a SLP Agent of an SLP, which can look up the current locations of its ProSe subscribers.
Although residing in different PLMNs, the two ProSe Servers are capable of communicating with each other via the PC6 reference point to exchange their subscribers’ ProSe permissions, current locations, etc. 

When the proximity threshold is reached, the requesting subscriber’s ProSe Server informs it of this event and may pass this information on to the other ProSe Server (which then relays this message to the requested UE). This information can be coupled with direct connection establishment information if the subscribers wish to follow up with direct communications.
6.X.2
Procedures

6.x.2.1 Overall call flow for EPC support for WLAN direct communication
The overall call flow for EPC support for WLAN direct communication is illustrated in Figure 6.x.2.1-1. Each procedural box is subsequently described in more detail as a separate call flow.
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Figure 6.x.2.1-1: Overall call flow for EPC support for WLAN direct communication
1. UEs register for ProSe with the ProSe Server residing in their respective Home PLMNs;

2. UE A makes a proximity request for UE B, i.e. requests that it be alerted for proximity with UE B (possibly indicating a window of time during which the request is valid). In response, ProSe Server A requests location updates for UE A and UE B. These location updates can be periodic, based on a trigger, or a combination of both. To request location updates for UE A, ProSe Server A contacts SUPL Location Platform (SLP) A. To request location updates for UE B, ProSe Server A contacts ProSe Server B, which requests location updates for UE B from SLP B;
3. The UEs’ locations are reported to their respective ProSe Servers intermittently. ProSe Server B forwards UE B’s  location updates to ProSe Server A based on the conditions set by ProSe Server A. Whenever ProSe Server A receives location updates for UE A and/or UE B, it performs proximity analysis on UE A and UE B’s locations;

4. When ProSe Server A detects that the UEs are in proximity, it informs UE A that UE B is in proximity and provides UE A with assistance information for WLAN direct communications with UE B.  ProSe Server A also informs ProSe Server B, which in turn informs UE B of the detected proximity and provides UE B with assistance information for WLAN direct communications with UE A.

6.x.2.2 UE registration with ProSe Server

When a user registers with an application server for services such as ProSe, he/she is designated an application identifier (e.g. AppA for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-level ProSe Discovery for a specific application, the UE registers the application with the ProSe Server, as illustrated in Figure 6.x.2.2-1.
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Figure 6.x.2.2-1: UE registration with ProSe Server

1. The user of UE A sends a ProSe Registration message to ProSe Server A to register an application for ProSe. This message includes the UE’s ProSe ID (ProSeA), the Application ID (which identifies the App Server), and the user’s application-specific identifier (AppA). It also includes UE A’s permanent link layer identifier (LinkA) that will be used as the device identifier for WLAN direct discovery. Alternatively, the UE may obtain a temporary link layer identifier from the ProSe Server as part of the Proximity Request procedure;
2. ProSe Server A may interact with the HSS in order to authenticate the request and check whether the UE is authorised for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Server A, in which case the interaction with the HSS is not needed;

3. ProSe Server A sends a ProSe Registration Request to the App Server indicating that a user of this application (identified as AppA) has requested to use ProSe for that application. If the App Server accepts the request, it stores the user’s application-specific ID (AppA) and ProSe ID (ProSeA) together;

4. The App Server sends a ProSe Registration Response message to ProSe Server A indicating that the registration was successful (or not);
5. ProSe Server A sends a ProSe Registration Ack message to UE A indicating that the registration was successful (or not).

6.x.2.3 UE makes a Proximity Request including a request for WLAN direct communication support
In order to request that it be alerted when it enters proximity with user B, UE A triggers the Proximity Request procedure, as illustrated in Figure 6.x.2.3-1.
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Figure 6.x.2.3-1: Call flow for Proximity Request

1. UE A sends a Proximity Request message to ProSe Server A indicating its ProSe ID (ProSeA), the application ID, its application-specific ID (AppA), the targeted user B’s application-specific ID (AppB), and potentially a window period. The window parameter is used to indicate the time period during which the request is valid. In this message, UE A also requests support for WLAN direct communication with UE B;
2. ProSe Server A sends a Map Request message to the App Server, requesting that it provide the ProSe ID for the targeted user B;
3. The App Server checks user B’s application-specific ProSe permissions, confirms that user A is allowed to discover user B, and sends a Map Response message to ProSe Server A indicating user B’s ProSe ID (ProSeB);
4. ProSe Server A propagates the Proximity Request message to ProSe Server B, indicating the ProSe IDs of both users (ProSeA, ProSeB), the link layer identifier of UE A (LinkA), and a location update periodicity, trigger or both. The encoding of the ProSeB identifier allows ProSe Server A to derive ProSe Server B;

5. Depending on UE B’s ProSe profile, UE B may be asked to confirm permission for UE A’s proximity request. Note, user B’s application-specific ProSe permissions may be different than UE B’s ProSe permissions.  Both must permit discovery by user A (UE A);

6. ProSe Server B requests location reporting on UE B from SLP B and acknowledges the proximity request to ProSe Server A and provides UE B’s link layer ID (LinkB) and current location (if known);

7. ProSe Server A requests location reporting on UE A from SLP A and acknowledges the proximity request to UE A.
6.x.2.4 UE Location Reporting

SLP A and SLP B configure UE A and UE B, respectively, to report their locations periodically, based on a trigger, or a combination of both depending on what ProSe Server A and ProSe Server B requested (see Figure 6.x.2.4-1).
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Figure 6.x.2.4-1: UE location reporting

1.- 4. The locations of UE A and UE B are reported to their corresponding Prose Servers intermittently;

5. Assuming that ProSe Server A is in charge of determining proximity, ProSe Server B forwards UE B’s location to ProSe Server A periodically,  based on a trigger criterion, or a combination of both as requested by ProSe Server A.

Here is an example of how the ProSe Server “in charge” could make use of the range of SUPL location update methods to minimize overhead:

a) When UE A requests to be alerted for proximity with UE B, ProSe Server A initially makes a location request for UE A and UE B; 

b) Based on their received location updates,  ProSe Server A determines an approximate border area between the UEs and requests that they only send location updates when/if they cross into that area;

c) When a UE crosses into the border area, it performs a location update, which gets reported to ProSe Server A.

d) ProSe Server A then requests the UE only send a location update if/when it leaves the border area.  

e) ProSe Server A waits to see if the UE leaves the border area or if the other UE enters it. 

f) Depending on where the UEs move, ProSe Server A updates the “border area” whenever necessary.  This process ends when either the discovery window expires or both UEs enter the border area.  In the latter case, ProSe Server A may redefine a smaller border area or simply request periodic updates until the UEs are in proximity.

6.x.2.5 Proximity Alert

When the UEs enter into proximity, the network triggers the Proximity Alert procedure, as illustrated in Figure 6.x.2.5-1.
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Figure 6.x.2.5-1: Call flow for Proximity Alert 

1.-3. The location of UE B is reported to ProSe Server B, which forwards it to ProSe Server A;

4. ProSe Server A detects that the two UEs are in proximity and alerts UE A by sending a Proximity Alert message containing assistance information for WLAN direct communications with UE B;

5. ProSe Server A also requests ProSe Server B to send a Proximity Alert message to UE B containing assistance information for WLAN direct communications with UE A.
The assistance information can be designed to expedite WLAN direct communication. The content of the assistance information depends on the technology used on the WLAN direct link (refer to Annex W).
NOTE 1: The WLAN interface in the UE need not be turned on before step 6 in Figure 6.x.2.5-1.

NOTE 2: This solution can also be used to assist in the establishment of E-UTRA ProSe communications.

6.X.3
Impact on existing entities and interfaces

The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities:

6.X.4
Solution evaluation

################# NEXT CHANGE ##################

ANNEX W
WLAN technology specifics

W.1
Wi-Fi™ Direct as WLAN direct communication technology

W.1.1
Wi-Fi Direct basics
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Figure W.1.1-1: P2P Groups in Wi-Fi™ Direct
The Wi-Fi™ Direct specification [x] has a notion of Peer-to-Peer Group (P2P Group) consisting of one P2P Group Owner (P2P GO) and zero or more P2P Clients.

Every Wi-Fi™ Direct certified device (a “P2P Device”) is capable of acting as a P2P GO or a P2P Client. The P2P Device supports a mechanism for direct discovery (“P2P Discovery”) of other P2P devices in proximity. At the end of the discovery procedure the two P2P Devices negotiate their roles and decide who will act as P2P GO.

The device acting as a P2P GO has the following functions:

· Acts like an IEEE 802.11 Access Point (AP) that provides 802.11 BSS functionality;

· Includes authenticator functionality;

· Includes DHCP server functionality and provides IP address to all connected P2P Clients.

The device acting as a P2P Client implements a standard non-AP IEEE 802.11 STAtion (STA) functionality.

Depicted in Figure W.1.1-2 is a simplified description of the overall procedure for Wi-Fi™ Direct Discovery during which two P2P Devices discover each other and establish direct communication.
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Figure W.1.1-2: Overall procedure for Wi-Fi™ Direct discovery and establishment of direct communication
1) P2P Discovery

· P2P Device A and P2P Device B engage in P2P discovery process by scanning specific 802.11 channels;

· P2P Device Address (a 48-bit address encoded in the format of IEEE MAC address) is used as the device identifier: each P2P Device sends probes with its own P2P Device Address and listens to probes from other P2P Devices;

· Following the discovery process proper, the P2P Device may present a list of neighbouring devices to the user and the user may select a specific P2P Device Address to which to establish a connection;

2) GO negotiation

· The two P2P Devices negotiate the role of Group Owner. Once the negotiation is completed, one device takes the role of P2P GO (Device B in Figure W.1.1-2) and the other one takes the role of P2P Client (Device A in Figure W.1.1-2);

· After the group is formed, the P2P GO may send invitations to other devices to join;

3) Authentication

· P2P Device A (in the role of P2P Client) initiates 802.1x authentication with the P2P Device B (in the role of P2P GO). Assuming that the P2P GO has P2P Device A’s pre-shared secret (i.e. it acts as an 802.1x Authentication Server for user A), the authentication can be completed without involving any external entity. The Pairwise Master Key (PMK) is derived in the process;

4) IP address assignment

· P2P GO (acting as a DHCP Server) assigns an IP address to the P2P Client;

· At MAC level each device uses a P2P Interface Address (different from the P2P Device Address);

· If two P2P Clients are connected to the same P2P GO, the data they exchange is relayed via the P2P GO;

5) Service Discovery

· This is an optional step during which higher layer applications advertise their services via UPnP, Bonjour, etc.

W.1.2
Assistance information for Wi-Fi™ Direct

The present clause describes the Assistance information content for EPC support for WLAN direct communication (refer to clause 6.x.2.3) when the WLAN technology is Wi-Fi™ Direct [x].

This Assistance information may include one or more of the following parameters:

· Common direct discovery period;

· User’s temporary link-layer identifier (i.e. the P2P Device Address) assigned by its ProSe Server;

· Link-layer identifier of the peer;

· Designated P2P Group Owner;

· SSID;

· Radio channel description (e.g. selected operating channel);

· Pre-shared secret for authentication, confidentiality and data integrity protection on the direct link.

3GPP

SA WG2 TD


_1434300310.doc


Le / L1







Le / L1







EPC B







EPC A







PC3







PC3







PC6







PC2







PC2







3rd party AS







SLP A







SLP B







UE A







UE B







ProSe Server B







ProSe Server A












_1434880460.doc


6b. Proximity Request Ack (LinkB, B’s loc)







4. Proximity Request (ProSeA, ProSeB, LinkA)







1. Proximity Request (ProSeA, application ID, AppA, AppB, window)







7b. Proximity Request Ack







5. Proximity Request Validation (A)







6a. LCS Location Reporting Request (B)







7a. LCS Location Reporting Request (A)







3. Map Response (ProSeB)







2. Map Request (AppA, AppB)







App Server







ProSe Server A







SLP B







SLP A







ProSe Server B







UE B







UE A












_1434880461.doc


3b. Location reporting (UE B)







1b. UE B registration with ProSe Server B







3a. Location reporting (UE A)







1a. UE A registration with ProSe Server A







ProSe Server B







ProSe Server A







SLP B







4.  Proximity Alert and WLAN direct communication







UE B







UE A







SLP A







2. Proximity Request (A, B)












_1434880459.doc


4. [MLP] SLIA (B)







2. [MLP] SLIA (A)







3. Intermittent location reporting (B)











1. Intermittent location reporting (A)











5. ProSe Location Update (ProSeB)







App Server







ProSe Server A







UE B







SLP B







SLP A







ProSe Server B







UE A












_1434880458.doc


6. UE A and UE B may attempt direct WLAN discovery and communication







2. [MLP] SLIA (B)







5a. Proximity Alert (ProSeA, ProSeB, Assistance info)







5b. Proximity Alert (ProseA, Assistance info)







4b. Proximity Alert (ProSeB, Assistance info)







4a. ProSe Server A detects that UE B is in proximity of UE A







3. ProSe location update (ProSeB)







1. Intermittent location reporting (B)











ProSe Server A







App Server







SLP B







SLP A







UE B







ProSe Server B







UE A












_1429106433.doc


1. ProSe Registration (ProSeA, Application ID, AppA, [LinkA])







2. Check authorization







3. ProSe Registration Req (AppA, ProSeA)







5. ProSe Registration Ack







UE A







App Server







HSS







4. ProSe Registration Rsp (success)







ProSe Server A












_1434195537.doc


Le/L1







SLP







EPC







UE







PC6







PC3







PC2







PC1 (out of 3GPP scope)







ProSe Server







SLP client







3rd party AS







RAN












_1425899573.doc


































































































































































































P2P Client







P2P Group Owner























































P2P Client







P2P Group Owner







P2P Client







1:n P2P Group







1:1 P2P Group – a subset of the 1:n topology












_1425903746.doc


Device B







Device A







5. Service Discovery











4. IP address assignment











2. GO Negotiation (e.g. Device B is elected as the P2P GO)











1. P2P Discovery











3. Authentication












