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1. Introduction
This discussion paper provides an analysis of the criteria relevant for the IMS_RegCon feature which is a “Feature” (normative) work item without a TR. The objective of this WI is to specify the control of the IMS Registration based on the network location of the UE. The main focus is fixed networks. 

The latest version of the “living document” for this work item is in S2-131545 and provides the status of the discussions. The current stage 1 requirement in TS 22.228 states furthermore “For fixed line, the IM CN subsystem shall support control of UE registration based on network information which is related to UE location (e.g. IP address, DSLAM information, etc). The registration control shall be based on subscription information which indicates whether registration control applies and to which location registrations are to be restricted.”
2 alternative solutions are still on the table that can address the stage 1 requirement:
· “UAR-Location” (ALT1), where the location check is performed by the HSS upon reception of the UAR from the I-CSCF (1st Diameter message of the registration flow)
· “SAA-Location” (ALT5), where the location check is performed by the S-CSCF upon reception of the SAA from the S-CSCF (last Diameter message of the registration flow)
2. Overview of the two alternatives

Figure 1 provides an overview of the changes required to 3GPP specs for these 2 alternative solutions. This figure is extracted and copied from document S1-131950, presented at S2 #98 to facilitate the discussion:
· in black: current initial registration flow, copied from TS 29.228
· in blue: changes for UAR-location (ALT1)

· in green: changes for SAA-location (ALT5)
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Figure 1: Overview of IMS_RegCon ALT1 and ALT2

 The main differences between these two alternatives are:-
-
UAR-location (ALT1) occurs at the beginning of the procedure being performed by HSS based on reception of the location information over Cx.
-
SAA-location (ALT5) occurs iat the end of the procedure being performed by the S-CSCF based on the user profile received from HSS over Cx.
3. Criteria Evaluation 
The criteria evaluation addresses the issues raised by document S2-131950  

3.1 Impacts to Cx Interface
This issue relates to impacts on Cx. In one case, the UAR-location option, location information is to be carried over Cx in a new AVP vs. authorized locations for the registered user being carried over Cx in an existing AVP in the SAA-location option. 
Needless to say, Diameter is an extensible protocol, and is designed to allow standard and proprietary AVPs to be carried over with no impact on nodes that does not understand these AVPs. Already the UAR message has provision for proprietary AVPs to be carried over Cx.  This capability exists in any Diameter compliant stack.

As such, the impacts of carrying an additional AVP over Cx are rather miniscule, and comparable to the development effort needed in HSS to send the registered user authorized location information to the S-CSCF in an existing AVP. Any compliant implementation can be expected to have this capability built in already.
In conclusion the Cx impacts are mute for evaluation purposes.

3.2 Privacy

S2-13950 raised the question on privacy. It can be noted that the IMPI is generally not known other than by the operator and possibly the user.  Furthermore, to allow an attacker to “try” different IMPIs from an outside location to see if it gets an authentication challenge can be considered as a privacy issue as well (which could be done in the SAA case). Still, neither of these could be considered as significant for what option to go for. 
In conclusion, privacy is not relevant to the issue at hand.

3.3 Complexity

Expression matching based on IEEE Std, 1003.1, and adopted by 3GPP, is a defacto standard implementation in any IMS node, including both HSS and S-CSCF. Both HSS and S-CSCF nodes already use this today (e.g., for roaming restriction control in HSS, or iFC matching in S-CSCF), and could use this technique to make an authorization decision in either solution. As such, complexity is not different in the two solutions, and no significant complexity is added in addition to what is already done in the nodes today.
3.4 Architecture

From an architectural point of view, roaming control is already supported in HSS for registration control.  Registration control based on authorized location verification is just another feature. 

Indeed, it would rather be inconsistent if the architecture includes two different nodes to support two features related to registration control.  It is worth mentioning that both features would use expression matching techniques as well to perform the task.

Finally, TS 29.228, section 6.1.1 explicitly states that registration authorization is to be performed by HSS. Any change in that procedure will require updates in other specification.  

3.5 Load and Signalling
Leaving assumptions out of the discussion, the only fact, extracted from S2-131950, is that a SAA-location solution provides 300% extra signaling vs. a UAR-location solution for every rejected registration. The UAR-location solution requires 6 signals vs. 22 signals for the SAA-location solution (extracted from the table included in S2-131950, and included below).
The impacts on the CPU load for every node, as well as additional signaling on the interfaces can then be tabulated for various scenarios. This will vary depending on the refresh registration timer, number of accepted registrations vs. rejected registrations, etc. There are no universal assumptions here applicable for every operator. Every operator can calculate the impacts for his specific case and applicable scenario.
Clearly this is a very relevant criterion for evaluation purposes. Additionally, in scenarios where there is a high number of registrations rejected because of bad location, this can come at the expense of being able to handle sessions, due to the IMS nodes being overloaded with the additional processing to reject registrations, which is non-profitable. In certain situations, restoration procedures, due to congestion situations, may end up being invoked leading to a further loss of processing capacity to handle sessions. Clearly, the S-CSCF is the node that is more sensitive to all these aspects.
Needless to say; operators earn profit for a successfully completed session and not rejecting registrations. It is also important to note that it is the S-CSCF availability that is rather critical for session establishment with HSS playing a rather small role in session termination procedures.
	Alternative solution used for IMS_RegCon
	UAR-location (ALT1)
	SAA-location (ALT5)

	Number of messages exchanged for one registration attempt rejected by location control
	6
	22


4. Conclusion

Load and signalling is the main criterion in this analysis that differentiates the solutions. The exact impacts of either option will vary from operator to operator. Hence the risk cannot be quantified objectively in a universal manner.

The potential uncertainty associated with this, and the fact that in certain congestion scenarios, such as power outages in a region, where all good registrations, as well as session establishment attempts will be equally impacted by the lengthy procedure of the SAA-location approach, given the traffic surge that will happen during outages, favour the UAR-location alternative.

Therefore the author proposes to adopt the UAR-location alternative as being the least risky alternative that fulfils the requirement with minimum impacts on existing traffic and network stability.
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